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This report looks at all of the vulnerabilities fixed by Apple,  Microsoft, Red Hat  

and Ubuntu during the first half of 2008.  At the vendor level, the report 

examines all vulnerabilities as well as Days of Risk (DoR) associated with those 

vulnerabilities.  The report further drills down to examine just those issues 

affecting the commonly installed desktop operating system components. 

The key findings for 1H08: 

¶ The four vendors fixed a total 585 vulnerabilities in 1H08.  26.8% 

affected multiple vendors and of those, only 8 were fixed on the same 

day ð the rest had an average 35 day delay between the first available fix 

and the last available fix..   

¶ Microsoft had the lowest average Days of Risk for all vulnerabilities fixed 

at 24.22 days, with the next closest vendor at 72 days. 

¶ For desktop OS vulnerabilities, Windows Vista had the fewest 

vulnerabilities in 1H08 at 21.  The next lowest number was Windows XP 

SP2 at 26. 

¶ Windows Vista customers experienced full or partial mitigation for 46% 

of the 26 vulnerabilities affecting Windows XP SP2 in 1H08, but also 

experienced one additional vulnerability in new code. 

In addition to these measurements for the vendors and products, the body of the 

report also provides weighted analysis which provides a lesser consideration for 

lower severity issues.  Please read the full report for details. 
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Introduction  

In this report, Iõve tried to provide the analysis in a format that quickly delivers the interesting results, but 

then additionally provides greater levels of detail later in the document.  Before drawing any final 

conclusions based upon the charts or data points, I strongly encourage you to read Appendix A: 

Interpreting the Data. 

This report looks at vulnerability-related metrics for vulnerabilities fixed in desktop products during the 

first 6 months of 2008 by four vendors ð Apple, Microsoft, Red Hat and Ubuntu.  While this is not a 

comprehensive list of all possible desktop vendors, it does represent: 

¶ Microsoft, provider of Windows software 

¶ Red Hat, generally acknowledged the leading Linux distribution vendor, which offers long-term 

support 

¶ Ubuntu, generally considered the most popular up and coming Linux distribution, which also 

offers long-term support. 

¶ Apple, provider of Mac OS X  

While there may be other desktop operating system vendors of interest to you, I believe this covers the 

ones of most interest to the majority.  If you think there is a compelling reason to add another vendor or 

product, post a comment to me on my blog.  

The rest of the report i s broken into two large sections, followed by the Appendices.  Briefly, these sections 

cover: 

¶ Charts and Analysis.  This section jumps directly into analysis of the final numbers and provides 

charts that look at several scenarios: 

o The set of combined vulnerabilities fixed in 1H08 by all vendors, including a combined 

view and individual vendor totals. 

o Days of Risk (DoR) values for each vendor in 1H08. 

o Vulnerability counts by desktop product, including severity analysis and views that weight 

the vulnerabilities based upon severity. 

o Patch Events by desktop product for 1H08. 

¶ Vendor and Product Detail.  This section will drill down into vendor and product specific 

vulnerability data points. 

As additional context, I encourage you to review the section covering industry vulnerability trends in the 

latest Microsoft Security Intelligence Report (SIR), which can be found at http://www.microsoft.com/sir .  

http://www.microsoft.com/sir
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Charts and Analysis 

Vendor Level View of Vulnerabilities 

This section will look at the full set of vulnerabilities fixed by all of the vendors during the first half of 2008.  

In total, the four vendors fixed 585 vulnerabilities from January to June.  Note that these include fixed 

vulnerabilities for all products for which the vendor released a security advisory1 and provided a fix. 

Each of these vendors identified vulnerabilities in their security advisories by CVE2 identifiers, which were 

used to enumerated and analyze the sets of vulnerabilities.  For analysis of other factors such as severity, 

the report utilizes information from the National Vulnerability Database (NVD), as published by the 

National Institute of Standards (NIST) at http://nvd.nist.gov .  

Combined View  

Figure 1 breaks down the vulnerabilities by vendor and highlight  the intersection sets of vulnerabilities 

addressed by more than one vendor.  No vulnerability affected all four vendors, but there were several 

intersection sets of vulnerabilities that affected more than one vendor. 

                                                      

 

 
1 See Appendix C: Data Sources for links to each vendorõs security advisories. 
2 Common Vulnerabilities and Exposures.  See Appendix B: Terms and Abbreviations for more informat ion.  

http://nvd.nist.gov/
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FIGURE 1. 1H08  COMBINED VIEW OF VULNERABILITIES FROM APPLE, M ICROSOFT, RED HAT AND UBUNTU 

When viewing the chart in Figure 1, one would need to combine all sections that apply to an individual 

vendor in order to get a total percentage affecting that vendor (and because of the intersections, they 

would add to more  than 100%). 

Out of the 585 vulnerabilities fixed by the vendors from January through June, 157 (26.8%) of 

vulnerabilities were fixed by more than one vendor in the period 3.  

¶ Apple, Red Hat and Ubuntu.   There were eighteen vulnerabilities fixed commonly by Apple, Red 

Hat and Ubuntu during H1.  For the set of vulnerabilities shared by all three vendors, Ubuntu was 

the first to provide a fix eight times.  At the other end, Apple was last to provide a fix eleven times.  

The average delta between the first vendor to fix and the last vendor to fix is 73 days for the set of 

vulnerabilities common to all three. 

¶ Apple and Red Hat.   There were nineteen vulnerabilities fixed commonly by Red Hat and Apple.  

Red Hat was the first to provide a fix for 58% of these vulnerabilities.  The average delta between 

the vendor fixes was approximately 30 days. 

                                                      

 

 
3 I did not cross-reference the H1 set of vulnerabilities against issues that were fixed by the vendors before this period.  There may be 

more vulnerabilities common to the vendors, where one or more vendors fixed the issue prior to H1. 
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¶ Apple and Ubuntu.   There were ten vulnerabilities fixed commonly by Apple and Ubuntu and of 

these, Ubuntu provided the first fix 60% of the time.  The average delta between vendor fixes was 

approximately 39.6 days. 

¶ Red Hat and Ubuntu.   There were seventy-two vulnerabilities fixed commonly by Red Hat and 

Ubuntu.  Red Hat was the first to provide a fix 66.6% of the time for this set of vulnerabilities and 

the average delta between the vendor fixes was approximately 28.5 days. 

Only 8 out of the 157 common vulnerabilities were addressed by the vendors on the same day.  The largest 

delta between vendor fixes for the same issue was 180 days, almost the length of the entire period3.  On 

average, there was about 35.5 days between the first vendor fix and the last vendor fix. 

Comparative View 

Figure 2 shows all vendor vulnerabilities broken down by severity for 1H08.   

It would be nice to look at how many òproductsó contribute to each vendors total, but it is impractical, as 

each of the vendors effectively support several products and technologies, but with very different levels of 

bundling.  

 
FIGURE 2. 1H08  VULNERABILITIES BY VENDOR, SEVERITY 

The total number of vulnerabilities in the charts is: Red Hat 292; Ubuntu 153; Apple 222; and Microsoft 58. 

While the stack chart of Figure 2 effectively gives one the ability to compare vulnerabilities by severity from 

each vendor, some might assert that stacking vulnerabilities in the chart could skew the observerõs 

perception to place more significance on lower severity issues than is warranted. 
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To address this concern, I also created a òweightedó view of the H108 vendor vulnerability data, leveraging 

the weighting values established by NIST in their Vulnerability Workload Index (VWI)4.  Essentially, the 

Figure 3 is a weighted chart that takes severity into account, using (High/1), (Medium/5) and (Low/20) as a 

weighting factor.  

 
FIGURE 3. WEIGHTED VULNERABILITY TOTALS BY VENDOR FOR 1H08 

This weighting basically creates a view where it takes 20 Low severity vulnerabilities or 5 Medium severity 

vulnerabilities to equal one single High severity vulnerability.  This table summarizes how the weighted 

analysis changes the totals for each vendor. 

 

TABLE 1.  WEIGHTED VS. NON -WEIGHTED VULNERABILITY TOTALS 

Vendor  Total 

vulnerabilities  

Weighted value  

Red Hat 292 121.5 

Ubuntu 153 75.8 

Apple 222 96.5 

Microsoft  58 53.2 

 

                                                      

 

 
4 Read more about the Vulnerability Workload Index at http://nvd.nist.gov/home.cfm?workloadindex .   

http://nvd.nist.gov/home.cfm?workloadindex
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Days of Risk by Vendor 

Days of risk (DoR) is a metric that I believe is best measured at the vendor level across all products, since it 

is aimed at measuring how the combination of vendor policy, resources and decision making combine to 

enable a vendor to provide a fix to address a publicly disclosed vulnerability.  I refer to the time from when 

vulnerability is public disclosed until a fix is made available from the vendor as a DoR window or window of 

exposure. 

Publicly disclosed, in the context of this report, means broadly known to a potentially large set of attackers 

due to discussion in a publicly available document or web site ð typically Bugtraq, a bugzilla site, or similar.  

The public disclosure of a vulnerability greatly increases the pool of potential attackers that could develop 

exploits against target customers.  To see more detail on assumptions made when calculating DoR, read 

Appendix A: Interpreting the Data. 

The chart in Figure 4 shows the average DoR for all5 of the vulnerabilities the vendors fixed in 1H08. 

 
FIGURE 4. AVERAGE DAYS-OF-RISK BY VENDOR FOR 1H08 

Calculating the average DoR for each vendor, Microsoft had the lowest average DoR at 24.22 days and Red 

Hat had the highest average at 105 days.  Again, though, this level of analysis gives equal weighting to Low 

and High severity issues.  This means if a vendor gives a much high priority to High severity issues, the DoR 

exposure windows for Low severity issues could be skewing these averages negatively with respect to 

severity, a factor commonly used by customers for prioritization. 

                                                      

 

 
5 Note that for Red Hat, I excluded some vulnerabilities for products where I couldnõt definitively nail down certain information.  

However, all supported Red Hat Enterprise Linux operating system products and associated components are included.  See more 

detail in the Detail subsection on Red Hat Enterprise Linux Desktop (v. 5 client). 
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To accommodate severity, I again developed a weighted view using the same weighting factors as before, 

decreasing the impact of Medium severity issues by a factor of 5 and decreasing the impact of Low severity 

issues by a factor of 20. 

Figure 5 shows the weighted chart that takes severity into account, using (High/1), (Medium/5) and 

(Low/20) as a weighting factor for calculating DoR. 

 
FIGURE 5.  WEIGHTED AVERAGE DAYS-OF-RISK BY VENDOR FOR 1H08 

Taking the severity weighting into account, we again see that on average, Microsoft provides fixes for 

publicly disclosed issues faster than the other vendors by a pretty significant margin .   

However, note how the weighted chart displays some pretty telling differences from the unweighted DoR 

chart for the other vendors.  The longest weighted DoR is now Apple.  Given the deltas displayed on the 

chart, for example, we can conclude that Red Hat addresses High severity issues much more quickly than 

lower severity issues, while Apple has less of a difference in DoR between how quickly they address High 

severity and lower severity issues ð both are relatively longer DoR windows.  This confirmed in Table 2.  

1H08 Days-of-Risk Summary, All Vendors. 

 

TABLE 2.  1H08  DAYS-OF-RISK SUMMARY , ALL VENDORS 

DoR Data Points Apple Microsoft Red Hat Ubuntu 

avg DoR 97.6 days 24.2 days 105 days 72 days 

avg DoR (High) 70.6 days 25.5 days 37.5 days 42.02 days 

Median DoR 17 days 0 days 16 days 20 days 

Median DoR 

(High) 

15 days 0 days 0 days 7 days 

Percentage fixed 

with 1 day or less 

17% 89.7% 38% 23.5% 
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of public 

disclosure 

Percentage fixed 

in 1 day or less of 

public disclosure 

(High) 

17% 90.3% 60% 20.7% 

Longest DoR 

window6 

1001 days 495 days 1292 days 623 days 

Vulnerabilities  by Product 

In this section, we shift from analyzing all vulnerabilities fixed by the vendor to just those affecting the 

most recently released desktop product from the vendor, with the following caveats: 

¶ I include Windows XP SP2 in addition to Windows Vista, due to interest expressed by the public7 

¶ I include only versions for which the vendor offers long term support, a condition required by most 

businesses to consider the product for deployment.  This mostly affects Ubuntu, which also ships 

versions that do not have long term support. 

¶ I include the most recent version that was available for the full period of 1H08.  If a product 

shipped in the middle of the period, Iõll cover it in a future study. 

Taking these caveats into account, this means I examined (see

                                                      

 

 
6 I validated the dates for public disclosure against the dates published by Red Hat in the cve_date.txt file from 

http://www.redhat.com/security/data/metrics/ .  
7 My measure of this interest comes from both questions directed to me on my blog, as well as the number of stories published with 

respect to Windows XP SP2 in 1H08. 

http://www.redhat.com/security/data/metrics/
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Detail by Vendor, Product for more information) for the following products:  

¶ Windows Vista 

¶ Windows XP SP2 

¶ Mac OS X Leopard 

¶ Red Hat Enterprise Linux Desktop (v5. Client) 

¶ Ubuntu 6.06 LTS 

Figure 6 charts all vulnerabilities fixed for each respective product as documented in a security advisory in 

1H08. 

 
FIGURE 6.  H108  VULNERABILITIES BY PRODUCT, SEVERITY 

The above chart includes vulnerabilities from all components supported by the vendor as part of the 

product.  In this view, Windows Vista had the fewest vulnerabilities and rheld5c had the most. 

Vendors vary widely in what they bundle into a product ð typically to gain a competitive advantage or 

support a business plan for the product.  However, along with the business advantage gained by bundling 

in a lot of functionality is the security disadvantage of having more components that could have a 

vulnerability and potentially expose customers. 

From the most conservative security viewpoint, the fact that some user may have some of the optional 

components installed means that Figure 6 is the view of vulnerabilities which they have to worry about if 

theyõve deployed that particular product. 

However, a common objection to comparisons that take the most conservative security viewpoint is that 

Linux distributions include many optional components not installed by default that would not be 

commonly installed on the average userõs desktop.  I donõt disagree, and I am interested in a view that 

presents a view of more comparable configurations. 

With that in mind, I created reduced configurations for the two Linux desktop operating systems and 

excluded any vulnerabilities from (a) optional components that were not installed by default and (b) 


