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This paper is a compilation of vulnerability data for client operating systems for 
the first 3 month, January through March, of 2008. Vulnerabilities and fixes for 
the following products are discussed: 

Microsoft Windows Vista 

Microsoft Windows XP SP2 

Red Hat Enterprise Linux  Desktop (v. 5 client) 

Red Hat Enterprise Linux WS (V. 4) 

Ubuntu 6.06 LTS Desktop 

Apple Mac OS X 10.5 (Leopard) 

Apple Mac OS X 10.4 (Tiger) 

For January through March of 2008, Mac OS X users experienced the highest 
number of vulnerabilities as well as the highest number of High severity 
vulnerabilities while Windows Vista users experienced the fewest and the 
fewest High severity vulnerabilities. 
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About the Author 

WŜŦŦ WƻƴŜǎ ƛǎ ŀ {ŜŎǳǊƛǘȅ {ǘǊŀǘŜƎȅ 5ƛǊŜŎǘƻǊ ƛƴ aƛŎǊƻǎƻŦǘΩǎ ¢ǊǳǎǘǿƻǊǘƘȅ /ƻƳǇǳǘƛƴƎ ƎǊƻǳǇΦ Lƴ ǘƘƛǎ ǊƻƭŜΣ WŜŦŦ 
draws upon his years of security experience to work with enterprise CSOs and Microsoft's internal 
security teams to drive practical and measurable security improvements into Microsoft process and 
products. Prior to his strategic position at Microsoft, Jeff was the vice president of product management 
for security products at Network Associates where his responsibilities included PGP, Gauntlet and 
Cybercop products, and several improvements in the McAfee product line. These latest positions cap a 
20 year hands on career in security, performing risk assessments, building custom firewalls and being 
involved in DARPA security research projects while part of Trusted Information Systems. Jeff is a 
frequent global speaker and writer on security topics ranging from the very technical to more high level, 
CxO-focused topics such as Security TCO and metrics.   

Jeff actively encourages readers to challenge his assumptions, analysis and conclusions and provide 
critical feedback ς but asks for equal (or better) rigor in methodology and analysis to support the 
challenges, as opposed to enthusiastic espousal of unsupported evangelistic fervor.  
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Introduction 

This short paper is a compilation of vulnerability data for client operating systems for the first 3 month, 
January through March, of 2008. 

Vulnerabilities for the following products are discussed: 

¶ Microsoft Windows Vista 

¶ Microsoft Windows XP SP2 

¶ Red Hat Enterprise Linux  Desktop (v. 5 client) 

¶ Red Hat Enterprise Linux WS (V. 4) 

¶ Ubuntu 6.06 LTS Desktop 

¶ Apple Mac OS X 10.5 (Leopard) 

¶ Apple Mac OS X 10.4 (Tiger) 

Note that I will not be counting every vulnerability that affects the hundreds of optional application 
components that ship with the Linux distributions.  Instead, for both Red Hat and the Ubuntu products, I 
intall using the desktop installation defaults (which excludes most of the optional packages) and 
additionally 

¶ excluding άhŦŦƛŎŜέ ǇŀŎƪŀƎŜǎ όŜΦƎΦ hǇŜƴhŦŦƛŎŜΣ 9ǾƻƭǳǘƛƻƴΣ ¢ƘǳƴŘŜǊōƛǊŘύΣ ǎƛƴŎŜ aƛŎǊƻǎƻŦǘ hŦŦƛŎŜ ƛǎ 
not included with the Windows client operating systems 

¶ excluding άDǊŀǇƘƛŎǎέ ǇŀŎƪŀƎŜǎ όŜΦƎΦ DƛƳǇΣ LƳŀƎŜaŀƎƛŎƪύΣ ǎƛƴŎŜ aƛŎǊƻǎƻŦǘ 9ȄǇǊŜǎǎƛƻƴ ǇǊƻŘǳŎǘǎ 
are not included with Windows client operating systems 

bƻǘŜ ǘƘŀǘ ǘƘƛǎ ǇǊƻŎŜǎǎ ƳŜŀƴǎ ǘƘŀǘ !ǇŀŎƘŜΣ aȅ{v[ ŀƴŘ ŀƭƭ ƻŦ ǘƘƻǎŜ ƻǇǘƛƻƴŀƭ άǎŜǊǾŜǊέ ŎƻƳǇƻƴŜƴǘǎ ŀǊŜ ƴƻǘ 
installed either.  After installation, I use the appropriate package management tool (ie, rpm or dpkg) to 
list out the actual packages installed and use that to filter on affected components.
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Vulnerabilities from January ð March (Q1) 2008 

Windows Vista 

During the first three months of 2008, Microsoft released a total of 6 Security Bulletins in two different 
patch events that addressed 9 vulnerabilities in Windows Vista.  The following figure charts the 14 
weeks in Q1 08 and shows the patch events.  The height of the bar is the number of vulnerabilities 
addressed. 

 

The vulnerabilities were severity rated as follows by Microsoft: 

¶ Critical ς 6 vulnerabilties 

¶ Important ς 3 vulnerabilities 

All 9 vulnerabilities were rated High in the NVD1. 

                                                           

 

 
1 The National Vulnerability Database (NVD) entries are assigned vulnerabilities by the National Institute 
of Standards (NIST) using Common Vulnerability Scoring System Version 2 (CVSSv2). 

http://nvd.nist.gov/
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Windows XP SP2 

During the first three months of 2008, Microsoft released a total of 8 Security Bulletins in two different 
patch events that addressed 12 vulnerabilities in Windows XP.  The following figure charts the 14 weeks 
in Q1 08 and shows the patch events.  The height of the bar is the number of vulnerabilities addressed. 

  

The vulnerabilities were severity rated as follows by Microsoft: 

¶ Critical ς 7 vulnerabilties 

¶ Important ς 3 vulnerabilities 

¶ Moderate ς 2 vulnerability 

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated: 

¶ High ς 11 vulnerabilities 

¶ Medium ς 1 vulnerability 

http://nvd.nist.gov/
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Red Hat Enterprise Linux Desktop (v. 5 client) 

Please note that the vulnerabilities reported in this section do not include any vulnerabilities affecting 
non-default or other optional components.  See Appendix C for a details. 

During the first three months of 2008, Red Hat released a total of 19 Security Advisories in 12 different 
patch events that addressed 60 vulnerabilities in the desktop components of RHELD5.  The following 
figure charts the 14 weeks in Q1 08 and shows the patch events.  The height of the bar is the number of 
vulnerabilities addressed. 

 

The vulnerabilities were severity rated as follows by Red Hat: 

¶ Critical ς 10 vulnerabilties 

¶ Important ς 12 vulnerabilities 

¶ Moderate ς 26 vulnerabilities 

¶ Low ς 12 vulnerabilities 

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated: 

¶ High ς 13 vulnerabilities 

¶ Medium ς 42 vulnerabilities 

¶ Low ς 5 vulnerabilities 
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Red Hat Enterprise Linux WS (v. 4) 

Please note that the vulnerabilities reported in this section do not include any vulnerabilities affecting 
non-default or other optional components.  See Appendix C for a details. 

During the first three months of 2008, Red Hat released a total of 18 Security Advisories in 14 different 
patch events that addressed 75 vulnerabilities in the desktop components of RHEL4WS.  The following 
figure charts the 14 weeks in Q1 08 and shows the patch events.  The height of the bar is the number of 
vulnerabilities addressed. 

 

The vulnerabilities were severity rated as follows by Red Hat: 

¶ Critical ς 10 vulnerabilties 

¶ Important ς 9 vulnerabilities 

¶ Moderate ς 29 vulnerabilities 

¶ Low ς 7 vulnerabilities 

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated: 

¶ High ς 14 vulnerabilities 

¶ Medium ς 58 vulnerabilities 

¶ Low ς 3 vulnerabilities 
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Ubuntu 6.06 LTS 

Please note that the vulnerabilities reported in this section do not include any vulnerabilities affecting 
non-default or other optional components.  See Appendix C for a details. 

During the first three months of 2008, Ubuntu released a total of 15 Security Notices in 13 different 
patch events that addressed 54 vulnerabilities in the desktop components of Ubuntu 6.06 LTS.  The 
following figure charts the 14 weeks in Q1 08 and shows the patch events.  The height of the bar is the 
number of vulnerabilities addressed. 

 

Ubuntu does not provide a severity rating for their vulnerabilities. 

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated: 

¶ High ς 17 vulnerabilities 

¶ Medium ς 34 vulnerabilities 

¶ Low ς 2 vulnerabilities 
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Mac OS X 10.5 (Leopard) 

During the first three months of 2008, Apple released a total of 6 Security Updates in 5 different patch 
events that addressed 83 vulnerabilities in Mac OS X 10.5 (Leopard).  The following figure charts the 14 
weeks in Q1 08 and shows the patch events.  The height of the bar is the number of vulnerabilities 
addressed. 

 

Apple does not provide a severity rating for their vulnerabilities. 

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated: 

¶ High ς 28 vulnerabilities 

¶ Medium ς 48 vulnerabilities 

¶ Low ς 7 vulnerabilities 
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Mac OS X 10.4 (Tiger) 

During the first three months of 2008, Apple released a total of 5 Security Updates in 5 patch events that 
addressed 81 vulnerabilities in Mac OS X 10.4 (Tiger).  The following figure charts the 14 weeks in Q1 08 
and shows the patch events.  The height of the bar is the number of vulnerabilities addressed. 

 

Apple does not provide a severity rating for their vulnerabilities. 

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated: 

¶ High ς 25 vulnerabilities 

¶ Medium ς 54 vulnerabilities 

¶ Low ς 2 vulnerabilities 
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Windows Vista vs Windows XP SP2 

In my Windows Vista One Year Vulnerability Report, I found that the first year of Windows Vista had an 
improved security vulnerability profile over its predecessor, Windows XP, in its first year.   

Windows XP has been in use for over six years now and in 2004, Microsoft released Windows XP SP2, a 
service pack focused on delivering some interim security improvements.  Windows Vista delivers further 
improvements on that foundation, including things like ASLR and the ability for many more users to run 
as standard user (rather than admin), but clearly Windows XP SP2 presents a higher bar for 
improvement than the original (pre-SDL) release of Windows XP. 

 

Client OS Vulnerabilities 
fixed 

Security 
Advisories 

Patch Events 

Windows Vista 9 6 2 

Windows XP SP2 12 8 2 

While both products had the same number of ǇŀǘŎƘ ŜǾŜƴǘǎ όнύ ǿƛǘƘ aƛŎǊƻǎƻŦǘΩǎ ƳƻƴǘƘƭȅ ŎȅŎƭŜΣ ²ƛƴŘƻǿǎ 
XP SP2 users were affected by 33% more2 Security Bulletins and vulnerabilities .  Charting the 
vulnerabilities using the NVD ratings, we get the following: 

 

                                                           

 

 
2 Windows XP SP2 had 33% more Security Bulletins and vulnerabilities than Windows Vista.  Expressed 
relative to Windows XP SP2  instead, one could say that Windows Vista had 25% fewer Security Bulletins 
and vulnerabilities. 

http://blogs.technet.com/security/archive/2008/01/23/download-windows-vista-one-year-vulnerability-report.aspx
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Breaking it down in more detail: 

¶ 4 vulnerabilities impacted Windows XP SP2 but did not affect Windows Vista 

¶ 1 vulnerability impacted Windows Vista that did not Windows XP SP2 

¶ 1 vulnerability impacting both was less severe on Windows Vista (Important) than on Windows 
XP SP2 (Critical) 

 

One other area that I was interested in examining was the impact of UAC.  (NOTE: For a great discussion 
of UAC potential security value, read Crispin CowanΩs UAC: Desert Topping, or Floor Wax?) 

!ǎ LΩǾŜ discussed previously on my blog, I see the value of UAC as a mechanism that enables user to 
reasonable operate as non-admin.  I adopted Windows Vista quickly on my home computer in order to 
leverage UAC.  Mȅ ǿƛŦŜΣ Ƴȅ ŘŀǳƎƘǘŜǊ ŀƴŘ L Ǌǳƴ Ŧǳƭƭ ǘƛƳŜ ƛƴ ǎǘŀƴŘŀǊŘ ŀŎŎƻǳƴǘǎΦ  ¢ƘŜȅ ŘƻƴΩǘ ƪƴƻǿ ŀƴ 
admin password and have to get me to do admin stuff for them , which I do from a completely different 
admin account.  Should my mind be more at ease knowing my family is running as standard users? 

I examined each of the eight vulnerabilities that were common to Windows Vista and Windows XP SP2 
in Q1 2008.  5 out of 8 (62.5%), if successfully exploited, would grant rights as the logged on users.  At 
the least, this means successful attackers will have to do some more work to gain elevated privileges. 

My daughter is additionally limited in the web sites she can visit because of Parental Controls, so that 
would be an additional measure of protectionΦ  LΩǾŜ ǎǳƳƳŀǊƛȊŜŘ ǿƘŀǘ L ǘƘƛƴƪ ŀǊŜ ǘƘŜ о ƪŜȅ ǎŎŜƴŀǊƛƻǎ in 
this table: 

System / User Scenario  Impact / Mitigation 

Windows XP SP2 users  

(typically running as admin) 

If lured to specially crafted web page, 
attacker gains admin 

Windows Vista non-admin 

(my wife) 

If lured to specially crafted web page, 
attacker does not gain admin 

Windows Vista non-admin + Parental 
controls 

(my daughter) 

/ŀƴΩǘ ōǊƻǿǎŜ to web pages not on a pre-
approved list, even if 
redirected/embedded 

 

So in summary for Windows Vista and Windows XP SP2, I found that of the 12 vulnerabilities impacting 
Windows XP SP2 over 67% of them have some sort of greater mitigation for Windows Vista users: 

¶ 3 vulnerabilites (25%) did not affect Windows Vista at all 

¶ An additional 5 vulnerabilities (42%) would have lesser severity against standard users on 
Windows Vista.  Any children protected under Parental Controls would have even further 
protection. 

 

http://blogs.msdn.com/crispincowan/archive/2008/04/28/uac-desert-topping-or-floor-wax.aspx
http://blogs.technet.com/security/archive/2007/02/12/the-value-of-uac-in-windows-vista.aspx
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Summary  

IŀǾƛƴƎ ǊŜǾƛŜǿŜŘ ŜŀŎƘ ŎƭƛŜƴǘ h{Σ ƭŜǘΩǎ ƴƻǿ ŎƘŀǊǘ ŀƭƭ ƻŦ ǘƘŜƳ ǘƻƎŜǘƘŜǊ ŦƻǊ ŀ ŎƻƳōƛƴŜŘ ǾƛŜǿΦ  CƛǊǎǘΣ ƭŜǘΩǎ 
look at the summary data in a table: 

Client OS Vulnerabilities 
fixed 

Security 
Advisories 

Patch Events 

Windows Vista 9 6 2 

Windows XP 12 8 2 

Red Hat RHELD 5 
(reduced) 

60 19 12 

Red Hat RHEL WS 4 
(reduced) 

75 18 14 

Ubuntu 6.06 LTS 
(reduced) 

54 15 13 

Mac OS X 10.5 Leopard 83 6 5 

Mac OS X 10.4    Tiger 81 5 5 

Examining the table, we can see that the Linux distribution users had Patch Events with more frequency 
than either Mac OS X or Windows Users, but Q1 08 was a tough quarter for Mac OS X customers, in the 
raw number of security vulnerabilities. 

To get an idea of how the vulnerabilities break down in terms of severity, I have charted the 
vulnerability severities in the following figure. 
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Finally, to get a more granular view of just the High severity vulnerabilities addressed by the vendors in 
vмΣ LΩǾŜ ŎǊŜŀǘŜd a chart without the Medium and Low severity vulnerabilities. 

 

Users of Mac OS X 10.5 (Leopard) fared the worst for the first 3 months of the year, experiencing triple 
the number of High severity vulnerabilities of Windows Vista users (double the number of High severity 
vulnerabilities as the latest Red Hat desktop client). 
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Appendix A: Interpreting the Data 

I think it worth spending a moment to discuss what this document covers, why it might be useful to 
some people and, perhaps most importantly, what it does not say.   

LŦ ƛǘ ǿŀǎ ǇƻǎǎƛōƭŜ ǘƻ ƳŜŀǎǳǊŜ άǎŜŎǳǊƛǘȅέ ƛƴ ƻƴŜ ƳŜǘǊƛŎΣ ƛǘ ǿƻǳƭŘ ƘŀǾŜ ǘƻ ŜƴŎƻƳǇŀǎǎ ŀ ŎƻƳǇƭŜȄ 
combination of factors including (but not limited to) the software quality, administrative controls, 
physical controls, and much more ς and even then, it would all be in the context of whatever security 
policy was defined for the systems in question. 

{ƻΣ ǘƘƛǎ ƛǎ ƴƻǘ ŀƴ ŀƴŀƭȅǎƛǎ ƻŦ άǘƘŜ ǎŜŎǳǊƛǘȅέ ƻŦ ǘƘŜǎŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳǎΦ  L ŘƻƴΩǘ ƭƻƻƪ ŀǘ ǇǊƻǘŜŎǘƛǾŜ 
mechanisms and see how they might protect in certain scenarios, or mitigate risk.  Nor do I look at 
security features and see how they might enable better privacy or help secure business process.  And I 
ŎŜǊǘŀƛƴƭȅ ŘƻƴΩǘ ƭƻƻƪ ŀǘ Ƙƻǿ Ŝŀǎȅ ƛǘ ƛǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎȅ ŦƻǊ ǘƘŜǎŜ ǇǊƻŘǳŎǘǎΦ 

Is there anyǘƘƛƴƎ ƛƴ ǘƘƛǎ ŀƴŀƭȅǎƛǎ ǿƘƛŎƘ ǿƛƭƭ ǇǊƻǾŜ ƻƴŜ ǇƛŜŎŜ ƻŦ ǎƻŦǘǿŀǊŜ ƛǎ άƳƻǊŜ ǎŜŎǳǊŜέ ǘƘŀƴ ŀƴƻǘƘŜǊΚ  
No, not really.   

This report is a vulnerability analysis, which may provide some elements that could be part of a broader 
security analysis.  I fundamentally believe that security and non-security features need to be built upon 
a foundation of good engineering and solid security quality if they are to perform as we expect and not 
be misused to the detriment of security. 

So, how are the metrics relevant then?  AcknƻǿƭŜŘƎƛƴƎ ǘƘŀǘ ƻƴŜ ŦŀŎǘƻǊ ŎŀƴΩǘ ƳŜŀǎǳǊŜ ǘƘŜ ŀōǎƻƭǳǘŜ 
άǎŜŎǳǊƛǘȅέΣ ǿŜ Ŏŀƴ ǎǘƛƭƭ ƭƻƻƪ ŀǘ ƛƴŘƛǾƛŘǳŀƭ ŦŀŎǘƻǊǎ ǘƘŀǘ ŎƻƴǘǊƛōǳǘŜ ǘƻ ƛƳǇǊƻǾƛƴƎ ǎŜŎǳǊƛǘȅ ƻǊ ƳŀƪƛƴƎ ƛǘ ŜŀǎƛŜǊ 
to manage risk.  Ask yourself: 

All other things being equal, is it easier to mediate risk on a system that has 10 vulnerabilities in a year 
or one that has 100 vulnerabilities in a year?  Which has a more negative impact on your security team 
and risk management process ς deploying 10 security updates per year or deploying 100 security 
updates per year? 

Note that individual metrics can even be mutually exclusive.  For example, vendor policy could mandate 
a single security update per year which would definitely decrease the number of patches to deploy.  
However, that same policy would almost certainly mean that the exposure time for publicized issues 
would increase.   

My own context for vulnerability analysis is to measure against the goal of reducing customer risk.  To 
me, all other things being equal, fewer vulnerabilities make it easier to manage risk.  All other things 
being equal, fewer patches mean more time to spend on other security projects to reduce risk. 
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Appendix B: Data Sources 

The analysis in this report uses a set of data that has been compiled, customized and cross-checked 
using several sources of data available on the Internet: 

¶ Microsoft Security Bulletins as published at 
http://www.microsoft.com/technet/security/current.aspx and associated web pages  

¶ Red Hat Security Advisories as published at https://rhn.redhat.com/errata and associated web 
pages. 

¶ Ubuntu Security Notices as published at http://www.ubuntu.com/usn and associated web 
pages. 

¶ The National Vulnerability Database (NVD), a database superset of the Mitre CVE list 
(http://cve.mitre.org).  The NVD is also sponsored by the US Department of Homeland Security 
and makes their data downloadable in an XML format at http://nvd.nist.gov/download.cfm.  

¶ Many security websites were utilized for detailed verification and validation of vulnerability 
details, and especially dates for when the issue was first discussed publicly.  Some of the most 
commonly utilized were:  www.securityfocus.com, the Bugtraq mailing list, www.secunia.com, 
and  www.securitytracker.com, but there were many others. 

 Leveraging these and many other sources, I compiled a database of vulnerabilities for the products 
analyzed.   

bƻǘŜ ǘƘŀǘ ƛƴ ǘƘƛǎ ǊŜǇƻǊǘΣ άŘƛǎŎƭƻǎǳǊŜέ ƛǎ ǳǎŜŘ ǘƻ ƳŜŀƴ ōǊƻŀŘ ŀƴŘ ǇǳōƭƛŎ ŘƛǎŎƭƻǎǳǊŜ ŀƴŘ ƴƻǘ ŀƴȅ ǎƻǊǘ ƻŦ 
private disclosure or disclosure to a limited number of people. 

 

http://www.microsoft.com/technet/security/current.aspx%20and%20associated%20web%20pages
https://rhn.redhat.com/errata
http://www.ubuntu.com/usn
http://cve.mitre.org/
http://nvd.nist.gov/download.cfm
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Appendix C: Linux Distribution Installation Details  

Lǘ Ƙŀǎ ōŜŜƴ ŦǊŜǉǳŜƴǘƭȅ ŀǎǎŜǊǘŜŘ ǘƘŀǘ ŎƻƳǇŀǊƛƴƎ ²ƛƴŘƻǿǎ ǘƻ [ƛƴǳȄ ŘƛǎǘǊƛōǳǘƛƻƴǎ ƛǎ ƭƛƪŜ ŎƻƳǇŀǊƛƴƎ άŀǇǇƭŜǎ 
ǘƻ ƻǊŀƴƎŜǎέΣ ŘǳŜ ǘƻ ǘƘŜ ŦŀŎǘ ǘƘŀǘ a Linux distro has many optional stack application components not 
available in WindowsΦ  CƻǊ ŜȄŀƳǇƭŜΣ wI9[5 р ǎƘƛǇǎ ǿƛǘƘ !ǇŀŎƘŜΣ aȅ{v[ ŀƴŘ Ƴŀƴȅ ƻǘƘŜǊ άǎŜǊǾŜǊέ 
applications.  However, it is also worth noting that Linux distro vendors typically design their desktop 
software installer to exclude those components from the default installation and a typical desktop user 
would not have them installed. 

¢ƻ ŀŎŎƻǳƴǘ ŦƻǊ ǘƘŀǘ ŀƴŘ ŜƴŀōƭŜ ŀ ƳƻǊŜ άŀǇǇƭŜǎ ǘƻ ŀǇǇƭŜǎέ ŎƻƳǇŀǊƛǎƻƴΣ for both Red Hat and the Ubuntu 
products, I intall using the desktop installation defaults (which excludes most of the optional packages) 
and additionally 

¶ excluded άhŦŦƛŎŜέ ǇŀŎƪŀƎŜǎ όŜΦƎΦ hǇŜƴhŦŦƛŎŜΣ 9ǾƻƭǳǘƛƻƴΣ ¢ƘǳƴŘŜǊōƛǊŘύΣ ǎƛƴŎŜ aƛŎǊƻǎƻŦǘ hŦŦƛŎŜ ƛǎ 
not included with the Windows client operating systems 

¶ excluded άDǊŀǇƘƛŎǎέ ǇŀŎƪŀƎŜǎ όŜΦƎΦ DƛƳǇΣ LƳŀƎŜaŀƎƛŎƪύΣ ǎƛƴŎŜ aƛŎǊƻǎƻŦǘ 9ȄǇǊŜǎǎƛƻƴ ǇǊƻŘǳŎǘǎ 
are not included with Windows client operating systems 

bƻǘŜ ǘƘŀǘ ǘƘƛǎ ǇǊƻŎŜǎǎ ƳŜŀƴǎ ǘƘŀǘ !ǇŀŎƘŜΣ aȅ{v[ ŀƴŘ ŀƭƭ ƻŦ ǘƘƻǎŜ ƻǇǘƛƻƴŀƭ άǎŜǊǾŜǊέ ŎƻƳǇƻƴŜƴǘǎ ŀǊŜ ƴƻǘ 
installed either.  After installation, I use the appropriate package management tool (ie, rpm or dpkg) to 
list out the actual packages installed and use that to filter on affected components ŀƴŘ ŘƻƴΩǘ Ŏƻǳƴǘ 
ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴ ŀƴȅ ƻŦ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ǘƘŀǘ ŀǊŜƴΩt installed. 

I would like to note that Windows Vista and Windows XP have different components too.  Windows 
Vista Ultimate includes Media Center for example, which was not in Windows XP Professional.  Similarly, 
both Windows XP and Windows Vista ship with version of Internet Information Server (IIS) and if those 
components have vulnerabilities I will Ŏƻǳƴǘ ǘƘŜƳ ŀƎŀƛƴǎǘ ²ƛƴŘƻǿǎΣ ŜǾŜƴ ǘƘƻǳƎƘ L ŘƻƴΩǘ Ŏƻǳƴǘ !ǇŀŎƘŜ 
issues against the Linux distributions. 

No two OSes or even versions of the same OS will ever be cƻƳǇƭŜǘŜƭȅ άŀǇǇƭŜǎ ǘƻ ŀǇǇƭŜǎέΦ  IƻǿŜǾŜǊΣ ǘƘŀǘ 
does not have to mean that the systems can not be compared.  Whichever OS is chosen, I believe most 
people will install the default set of components and use that.  If vulnerabilities are in those 
components, they will be exposed and need to take mitigating action. 
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Appendix D: Frequently Asked Questions 

My experience with previous analyses and reports of this type shows that new readers frequently have 
some questions that I answer in blog comments or via email.  I thought I would get in front of those a bit 
and include some of the questions I anticipate and answer them in the report itself. 

Q:  You work for Microsoft, so why should we believe anything you say? 

¢ƘŜ ƻǘƘŜǊ ǾŀǊƛŀǘƛƻƴ ƻƴ ǘƘƛǎ ƛǎ άǿƻǳƭŘ ȅƻǳ ƘŀǾŜ ǎǘƛƭƭ ǇǳōƭƛǎƘŜŘ ƛŦ ǘƘŜ ǊŜǎǳƭǘǎ ŦƻǊ ōŀŘ ŦƻǊ aƛŎǊƻǎƻŦǘΚέ 

People may be surprised to learn that I always like it when I get this question.  The real answer is that I 
was not really worried about getting bad results.  A better question might be why I was confident 
enough in the results to initiate the project. 

Think about it ς Microsoft has been investing heavily in security improvements for products for about 6 
years now.  The commitment to security is real ς I made myself as sure of that as I could before I joined 
ǘƘŜ ŎƻƳǇŀƴȅΦ  hǘƘŜǊǎ Ƴŀȅ ōŜƭƛŜǾŜ ǘƘŀǘ ƻǊ ƴƻǘΣ ōǳǘ LΩǾŜ ōŜŜƴ ƘŜǊŜ ŦƻǊ ŦƛǾŜ ȅŜŀǊǎ ŀƴŘ ƻōǎŜǊǾŜŘ ǘƘŜ 
ŜȄŜŎǳǘƛǾŜ ŎƻƳƳƛǘƳŜƴǘ ŀƴŘ ƘŀǊŘ ǿƻǊƪ ŦƛǊǎǘ ƘŀƴŘΦ  LΩǾŜ ƘŀŘ ǘƘŜ ǇƭŜŀǎǳǊŜ ƻŦ ǿƻǊƪƛƴƎ ǿƛǘƘ ǎƻƳŜ ƎǊŜŀǘ 
security people like Mike Howard and David Cross.  I was here as the team grew and we attracted great 
industry experts like James Whittaker and more recently, Vinny Gullotto. 

Because of that, I can say what I always sayΦ  .Ŝ ǎƪŜǇǘƛŎŀƭΗ  !ǎǎǳƳŜ LΩƳ άǎǇƛƴƴƛƴƎέ ǘƘƛƴƎǎ ƛŦ ȅƻǳ ǿƛǎƘ ŀƴŘ 
try to go find out for yourself.  That is ultimately my goal ς to get people to actively question and dig into 
why the results turn out the way they do.  All of my sources are identified in Appendix B: Data Sources, 
so anyone can work to duplicate the analysis in this report.  I am happy to discuss findings with them. 

Q:  Linux distros contain many more optional applications than Windows ς that is Apples and Oranges 
- how can any comparison be valid? 

Actually, Windows Vista and Windows XP have different components too.  Windows Vista Ultimate 
includes Media Center for example, which was not in Windows XP Professional.  From a user 
perspective, I think it is Apples and Apples.  Whichever OS is chosen, I believe most people will install the 
default set of components and use that.  If vulnerabilities are in those components, they will be exposed 
and need to take mitigating action. 

I did, however, try to even the playing field as much as possible by excluding optional Linux-distro 
components and excluding even some default components for which there is no obvious counterpart ς 
see Appendix C for details.  In contrast, on the Windows analysis, I included any component that shipped 
with the product.  I think the comparison is valid for anyone considering the use of one or the other. 

vΥ  ²Ƙŀǘ ŀōƻǳǘ όǎƻ ŎŀƭƭŜŘύ άǎƛƭŜƴǘ ŦƛȄŜǎέΚ  tŀǎǘ ŀƴŀƭȅǎŜǎ ƘŀǾŜ ōŜŜƴ ŎǊƛǘƛŎƛȊŜŘ ǎŀȅƛƴƎ ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ 
Ŏƻǳƴǘ ƛǎǎǳŜǎ ǘƘŀǘ aƛŎǊƻǎƻŦǘ ŦƛƴŘǎ ƛƴǘŜǊƴŀƭƭȅ ŀƴŘ άǎƛƭŜƴǘƭȅέ ŦƛȄŜǎΣ ǎƻ ŎƻƳǇŀǊƛǎƻƴǎ ŀǊŜ ƛƴǾŀƭƛŘΦ 

Thƛǎ ƛǎ ŀƴ ƛƴǘŜǊŜǎǘƛƴƎ ƭƛƴŜ ƻŦ ǘƘƛƴƪƛƴƎ ǘƻ ƳŜΦ  Lǘ ƛǎ ǘǊǳŜ ǘƘŀǘ L ŘƻƴΩǘ ƪƴƻǿ ƛŦ any ǾŜƴŘƻǊǎΩ ǇǊƻŘǳŎǘ ǳǇŘŀǘŜǎ 
ŀŘŘǊŜǎǎ ƳƻǊŜ ǎŜŎǳǊƛǘȅ ƛǎǎǳŜǎ ǘƘŀƴ ƛǎ ŘƻŎǳƳŜƴǘŜŘΦ  ¢ƘŜǊŜΩǎ ƴƻ ǿŀȅ ǘƻ ƪƴƻǿ ǘƘƛƴƎǎ ǘƘŀǘ ƘŀǾŜƴΩǘ ōŜŜƴ 
discussed publicly. 

For example, I have no idea how many security vulnerabilities were found by the Apple Quality 
!ǎǎǳǊŀƴŎŜ ǘŜŀƳ ŘǳǊƛƴƎ ǘƘŜ ǊŜƭŜŀǎŜ ƻŦ [ŜƻǇŀǊŘ ŀƴŘ ǿŜǊŜ ǎƛƳǇƭȅ ŦƛȄŜŘΦ  CǳǊǘƘŜǊΣ L ŘƻƴΩǘ ƪƴƻǿ Ƙƻǿ Ƴŀƴȅ 
άōǳƎǎέ ǿŜǊŜ ŦƻǳƴŘ ŀƴŘ ŦƛȄŜŘ ǿƛǘƘƻǳǘ ŀƴȅƻƴŜΣ ŜǾŜƴ ƻƴ ǘƘŜƛǊ ǘŜŀƳΣ ƪƴƻǿƛƴƎ ǘƘŜƛǊ might have been 
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ǎŜŎǳǊƛǘȅ ƛƳǇƭƛŎŀǘƛƻƴǎ ƛŦ ƛǘ ƘŀŘ ƴƻǘ ōŜŜƴ ŦƻǳƴŘΦ  ¢Ƙƛǎ ƛǎ Ŝǉǳŀƭƭȅ ǘǊǳŜ ŦƻǊ [ƛƴǳȄ ŘƛǎǘǊƛōǳǘƛƻƴǎΦ  L ŘƻƴΩǘ ƪƴƻǿ 
Ƙƻǿ Ƴŀƴȅ άōǳƎǎέ ŦƛȄŜŘ ŘǳǊƛƴƎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ǇǊƻŎŜǎǎ ŦƻǊ ǊƘŜƭп ¦ǇŘŀǘŜ р ƳƛƎƘǘ ƘŀǾŜ ƘŀŘ ŀ ǎŜŎǳǊƛǘȅ 
implication.   

In terms of enumerating vulnerabilities though, there are specific examples that I can point to that 
indicate that silent fixes sometimes happen.  Take CVE-2007-5959, for example.  It is a single 
ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛŘŜƴǘƛŦƛŜǊΣ ōǳǘ ǘƘŜ ŘŜǎŎǊƛǇǘƛƻƴ ǎŀȅǎ άƳǳƭǘƛǇƭŜ ǳƴǎǇŜŎƛŦƛŜŘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎέΦ  L would count 
that only a single time in my analyses though, since there is only a single CVE identifier.  Similarly, CVE-
2004-млртΣ ǎŀȅǎ ǘƘŀǘ άƳǳƭǘƛǇƭŜ ŘǊƛǾŜǊǎ ƛƴ [ƛƴǳȄ ƪŜǊƴŜƭέ Řƻ ƴƻǘ ǇǊƻǇŜǊƭȅ ƳŀǊƪ ƳŜƳƻǊȅ ŀƴŘ ŜƴŀōƭŜ ŀ 
denial of service.  I would only count this as a single issue in any analysis, though technically there are an 
ŀŘŘƛǘƛƻƴŀƭ ƴǳƳōŜǊ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ǎƛƭŜƴǘƭȅ ŦƛȄŜŘΦ  ¢ƘŜǎŜ ǇǊƻŘǳŎǘǎ ŀǊŜ ƎŜǘǘƛƴƎ ǘƘŜ άōŜƴŜŦƛǘέ ƻŦ ǘƘŜ ƛǎǎǳŜǎ 
that are not detailed in any analysis. 

On the other hand, I can say that in Microsoft security updates, the MSRC policy is to document any 
internally found vulnerabilities that change the risk assessment or severity of an externally found 
vulnerability, or ones where the mitigations and workaroǳƴŘǎ ƭƛǎǘŜŘ ŘƻƴΩǘ ŀǇǇƭȅΦ  {ƻΣ ōȅ ŎƻǳƴǘƛƴƎ ǘƘŜ 
ƛǎǎǳŜǎ ǘƘŀǘ ƎŜǘ ǇǳōƭƛŎƭȅ ŘƛǎŎƭƻǎŜŘ ŦƻǊ ǇǊƻŘǳŎǘǎ LΩƳ ǳǎƛƴƎ ŀƴ ƛŘŜƴǘƛŦƛŀōƭŜ ǎŜǘ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ǘƘŀǘ ƘŀǾŜ ŀƴ 
increased risk for customers.   

aƻǊŜ ƎŜƴŜǊŀƭƭȅΣ ƛŦ ŀ ǘƘŜƻǊŜǘƛŎŀƭ άǎƛƭŜƴǘ ŦƛȄέ όƛƴ ŀƴȅ ǇǊƻŘǳŎǘύ ŀŎǘǳŀlly is easily rediscoverable and is proven 
ǘƻ ōŜ ǎƻ ŦƻǊ ŀƴȅ ǾŜƴŘƻǊΩǎ ǇǊƻŘǳŎǘΣ ǘƘŜƴ ƛǘ ǿƛƭƭ Ƨƻƛƴ ǘƘŜ ǇǳōƭƛŎƭȅ ŘƛǎŎƭƻǎŜŘ ǎŜǘ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴ ŘǳŜ 
course and can be measured as well. 

Ultimately, I see the so-ŎŀƭƭŜŘ άǎƛƭŜƴǘ ŦƛȄŜǎέ ŎǊƛǘƛŎƛǎƳ ǘƻ ōŜ ŀ ōƛǘ ƻŦ a Red Herring that distracts readers 
from the core results of the analysis of publicly disclosed vulnerabilities. 

Q:  Why did you not include Days-of-Risk (DoR) information? 

LΩƳ ƻƴŜ ƻŦ ǘƘŜ ǇŜƻǇƭŜ ǿƘƻ Řƻ ǘƘƛƴƪ 5ŀȅǎ-of-Risk (DoR) is a valuable metric at measuring a combination 
of factors that go into vendor response to publicly disclosed vulnerabilities ς such as testing, 
responsiveness and so on.   

I will be completing a separate analysis and report covering Days-of-Risk for vendors, so stay tuned to 
http://blogs.technet.com/security for analysis if you are interested. 
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