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Q1 08 was a tough quarter
for Mac OS X customers in
terms of necessary
security fixes.

Thispaper is a compilation of vulnerability data for client operating systems
the first 3 month, January through Marabf, 2008.Vulnerabilities and fixes for
the following products are discussed:

Microsoft Windows Vista

Microsoft Windows XP SP2

Red Hat Enterprise Linux Desktop (v. 5 client)
Red Hat Enterprise Linux WS (V. 4)

Ubuntu 6.06 LTS Desktop

Apple Mac OS X 10.5 @dpard)

Apple Mac OS X 10.4 (Tiger)

For January through March of 2008, Mac OS X users experienced the higt
number of vulnerabilities as well as the highest number of High severity
vulnerabilities while WindowV¥istausers experienced the fewest and the
fewest High severity vulnerabilities.
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draws upon higears ofsecurity experience to work with enterprise CSOs and Microsoft's internal
security teams to drive practical and measurable security improvements into Microsoft process and
products. Prior to his strategic position at Microsoft, Jeff was the vice presidgmbduct management

for security products at Network Associates where his responsibilities included PGP, Gauntlet and
Cybercop products, and several improvements in the McAfee product line. These latest positions cap a
20 year hands on career in secuyiperforming risk assessments, building custom firewalls and being
involved inDARPAecurity research projects while part of Trusted Information Systems. Jeff is a
frequent global speaker and writer on security topics ranging from the very technicalrhigh level,
CxGQfocused topics such as Security TCO and metrics.

Jeff actively encourages readers to challenge his assumptions, analysis and conclusions and provide
critical feedbacl but asks for equal (or better) rigor in methodology and analgssupport the
challenges, as opposed to enthusiastic espousal of unsupported evangelistic fervor.
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Introduction

This short paper is a compilation of vulnerability data for client operating systems for the first 3 month,
January through March, of 2008.

Vulnerabilities for the following products are discussed:
T Microsoft Windows Vista

Microsoft Windows XP SP2

Red Hat Enterprise Linux Desktop (v. 5 client)

Red Hat Enterprise Linux WS (V. 4)

Ubuntu 6.06 LTS Desktop

Apple Mac OS X 10.5 (Leopard)

1 Apple Mac OS X0.4 (Tiger)

Note thatl will not be counting every vulnerability that affects the hundreds of optional application
components that ship with the Linux distributions. Instead, for both Red Hat and the Ubuntu products, |
intall using thedesktop installation defaults (which excludes most of the optional packages) and
additionally
1 excludinggh FFAO0S¢ LI O1F3Sa 6SdaId hLISYhFFAOST 9@2f dzi
not included with the Windows client operating systems
 excludingg DNJ LKA Oa¢ LI O1F3IS&a 06S®3Id DAYLE LYF3ISal 3IAC
are not included with Windows client operating systems
b2GS GKFG GKAA LINRPOS&aa YSrya GKFG ! LI OKST aeé{v[ |
installed either After installation, | use the appropriate package management tool (ie, rpm or dpkg) to
list out the actual packages installed and use that to filter on affected components.
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Vulnerabilities from Januaryd March (Q1) 2008

Windows Vista

During the first tmee months of 2008, Microsoft released a total of 6 Security Bull@tihso different
patch events that addressed 9 vulnerabilitindNindows Vista The following figure charts the 14
weeks in Q1 08 and shows the patch events. The height of the thar meimber of vulnerabilities
addressed.

The vulnerabilities were severity rated as follows by Microsoft:
9 Criticalc 6 vulnerabilties
1 Important¢ 3 vulnerabilities

All 9 vulnerabilities were rated High in th&/D.

! The National Vulnerability Database (NVD) entries are assigned vulnerabilities by the National Institute
of Standards (NIST) using Common Vulnerability Scoring System Version 2 (CVSSv2).
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