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Changes to Windows 2008 Active Directory in a NutShell… 

Microsoft Corporation 

Abstract 

This document provides information of changes to Active directory in Windows 2008, the goal 

of this document is to provide overview of all changes with respective to Active Directory in 

Windows 2008.  
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Server Manager:  

Domain Functionality Level Minimal Requirement: None 

http://technet2.microsoft.com/windowsserver2008/en/library/18dd1257-2cd1-48f0-91f1-

3012cf0fcc831033.mspx?mfr=true 

The new Server Manager console in Windows Server 2008 eases the task of managing 

and securing multiple server roles in an enterprise. Server Manager guides 

administrators through the process of installing, configuring, and managing server roles 

and features that are part of Windows Server 2008. In Windows Server 2008, a server 

role describes the primary function of the server.  

 

Server Manager replaces several features included with Windows Server 2003, including 

Manage Your Server, Configure Your Server, and Add or Remove Windows Components. 

Server Manager also eliminates the requirement that administrators run the Security 

Configuration Wizard before deploying serversτserver roles are configured with 

recommended security settings by default and are ready to deploy as soon as they are 

installed and properly configured. 

 

Server Manager provides a single location for administrators to see a concise overview 

ƻŦ ŀ ǎŜǊǾŜǊΣ ŎƘŀƴƎŜ ǘƘŜ ǎŜǊǾŜǊΩǎ ǎȅǎǘŜƳ ǇǊƻǇŜǊǘƛŜǎΣ ŀƴŘ ƛƴǎǘŀƭƭ ƻǊ ǊŜƳƻǾŜ ǊƻƭŜǎ ƻǊ 

features. With Server Manager, administrators can easily: 

 

View and make changes to server roles and features installed on the server. Perform 

management tasks associated with the operational life cycle of the server, such as 

starting or stopping services, and managing local user accounts. 

 

Perform management tasks associated with the operational life cycle of roles installed 

on the server. Determine server status, identify critical events, and analyze and 

troubleshoot configuration issues or failures. 

 

Install or remove roles, role services, and features by using a Windows command line. 

 

 

 

http://technet2.microsoft.com/windowsserver2008/en/library/18dd1257-2cd1-48f0-91f1-3012cf0fcc831033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/18dd1257-2cd1-48f0-91f1-3012cf0fcc831033.mspx?mfr=true
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Webcast:  

http://msevents.microsoft.com/CUI/WebCastEventDetails.aspx?culture=en-

US&EventID=1032336481&CountryCode=US 

TechNet Webcast: Overview of Server Manager and Windows Power Shell in Windows Server 

 

Changes to Domain Controller Promotion: 

Domain Functionality Level Minimal Requirement: None 

a. Selecting a Site for a New Domain Controller during Promotion 

 

 

 

 

 

 

 

 

 

 

http://msevents.microsoft.com/CUI/WebCastEventDetails.aspx?culture=en-US&EventID=1032336481&CountryCode=US
http://msevents.microsoft.com/CUI/WebCastEventDetails.aspx?culture=en-US&EventID=1032336481&CountryCode=US


P a g e  | 6 

 

b. Additional Domain Controller Options :  

 

 

 

 

 

c. Optional Domain Controller Seeding :  
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d. Exporting the Settings : 

 
 

 

e. Reboot on Completion:  
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Re start able Domain Controller:  

Domain Functionality Level Minimal Requirement: None 

Supported features with NTDS Service stopped: 

ƴ Offline defrags 

ƴ QFE installs of Active Directory binaries without require a reboot  

The Active Directory Service (NTDS Service) has two possible states for a domain 

controller running Windows Server 2008. They are: 

ƴ AD DS Started. In this state the Active Directory Domain Service is started. For clients 

and other services running on the server, a Windows Server 2008 domain controller 

running in this state is the same as a domain controller running Windows 2000 Server 

or Windows Server 2003.  

ƴ AD DS Stopped. In this state the Active Directory Domain Service is stopped. 

Although this mode is unique, the server has some characteristics of both a domain 

controller in Directory Services Restore Mode and a domain-joined member server.  

As with Directory Services Restore Mode, the Active Directory database (Ntds.dit) is 

offline, but Administrative users can log on interactively or over the network by using 

another domain controller for domain logon. In addition, the Directory Services 

Restore Mode password can be used to log on locally if another domain controller 

cannot be contacted for logon.  

A domain controller should not remain in this state for an extended period of time 

because in this state it cannot service logon requests or replicate with other domain 

controllers. 

http://technet2.microsoft.com/windowsserver2008/en/library/eccfec5b-86c6-4b19-8b70-

1aad0403d1df1033.mspx?mfr=true 

 

 

 

 

http://technet2.microsoft.com/windowsserver2008/en/library/eccfec5b-86c6-4b19-8b70-1aad0403d1df1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/eccfec5b-86c6-4b19-8b70-1aad0403d1df1033.mspx?mfr=true
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4. Distributed File System:  

Domain Functionality Level Minimal Requirement:  

DFSV2 W2K8 Domain  

DFS Meta Data Change in Active Directory: Each domain-based DFS namespace has its 

DFS metadata stored in Active Directory as a BLOB in the pKT attribute of an LDAP entry with 

the DN:  

Each  Windows Server 2008 mode DFS namespace has 1 DFS namespace anchor LDAP 

entry, 1 DFS namespace LDAP entry below it and 1 LDAP entry per DFS link in the 

namespace under the DFS namespace LDAP entry.  Windows Server 2008 mode LDAP 

entries have object Classes different from Windows Server 2008 mode. This ensures that 

a Windows Server 2008 mode DFS namespace is not confused for a 2008 mode DFS 

namespace either by down-level operating systems or by old DFSUTILs (which directly 

read the DFS metadata from Active Directory).  

  

CN=<dfsname>,CN=DFS-Configuration, CN=system, <domain DN> 

b. Access based Directory Enumeration : <ABDE>  

http://blogs.technet.com/jhoward/archive/2005/02/22/378033.aspx 

c.  Cluster Support for Standalone Namespace 

d. Search for Folder and Folder Targets within a Namespace 

5. Distributed File System Replication: 

Functionality:  

Windows Server 2003 R2  

  

Windows Server 2008  

  

SYSVOL replicated with FRS service SYSVOL replicated with DFSR (via migration or 
by creating your domain in 2008 functional 
mode) : Requires Windows 2008 functional 
Level 

RPC synchronous pipes RPC asynchronous pipes (when replicating 

http://blogs.technet.com/jhoward/archive/2005/02/22/378033.aspx
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between 2008 servers) 

Synchronous inputs/outputs (I/Os) Asynchronous I/Os 

Buffered I/Os Unbuffered I/Os 

Normal Priority I/Os Low Priority I/Os (this reduces the load on the 
system as a result of replication) 

4 concurrent file downloads 16 concurrent file downloads 

Database recovery mechanism Improved Dirty Shutdown Recovery 

DFSR scheduler Algorithmic Enhancements for the scheduler 

Number of Replication Groups * number 
of Replicated Folders * number of 
simultaneously replicating Connections 
must be less than 1024 

Limited only by your hardware, network 
connections, and frequency of data change. 

 

a. Remote Differential Compression 

http://support.microsoft.com/default.aspx?scid=kb;en-us;951003&sd=rss&spid=12925 

b. Multi Master with Conflict Resolution 

c. Auto-Recover for Error Conditions (Journal_Wraps, Database Corruption) 

d. DFSR Support for Sysvol in Windows 2008 Mode 

http://blogs.technet.com/filecab/archive/2008/02/08/sysvol-migration-series-part-1-

introduction-to-the-sysvol-migration-process.aspx 

 

http://blogs.technet.com/filecab/archive/2008/02/14/sysvol-migration-series-part-2-

dfsrmig-exe-the-sysvol-migration-tool.aspx 

 

http://blogs.technet.com/filecab/archive/2008/03/05/sysvol-migration-series-part-3-

migrating-to-the-prepared-state.aspx 

 

http://blogs.technet.com/filecab/archive/2008/03/17/sysvol-migration-series-part-4-

migrating-to-the-redirected-state.aspx 

 

http://blogs.technet.com/filecab/archive/2008/03/19/sysvol-migration-series-part-5-

migrating-to-the-eliminated-state.aspx 

 

e. DFSR Support for RODC  

http://blogs.technet.com/filecab/archive/2008/02/04/how-does-dfsr-function-on-read-

only-domain-controllers.aspx 

 

f. Improved Dirty Shutdown Feature 

http://support.microsoft.com/default.aspx?scid=kb;en-us;951003&sd=rss&spid=12925
http://blogs.technet.com/filecab/archive/2008/02/08/sysvol-migration-series-part-1-introduction-to-the-sysvol-migration-process.aspx
http://blogs.technet.com/filecab/archive/2008/02/08/sysvol-migration-series-part-1-introduction-to-the-sysvol-migration-process.aspx
http://blogs.technet.com/filecab/archive/2008/02/14/sysvol-migration-series-part-2-dfsrmig-exe-the-sysvol-migration-tool.aspx
http://blogs.technet.com/filecab/archive/2008/02/14/sysvol-migration-series-part-2-dfsrmig-exe-the-sysvol-migration-tool.aspx
http://blogs.technet.com/filecab/archive/2008/03/05/sysvol-migration-series-part-3-migrating-to-the-prepared-state.aspx
http://blogs.technet.com/filecab/archive/2008/03/05/sysvol-migration-series-part-3-migrating-to-the-prepared-state.aspx
http://blogs.technet.com/filecab/archive/2008/03/17/sysvol-migration-series-part-4-migrating-to-the-redirected-state.aspx
http://blogs.technet.com/filecab/archive/2008/03/17/sysvol-migration-series-part-4-migrating-to-the-redirected-state.aspx
http://blogs.technet.com/filecab/archive/2008/03/19/sysvol-migration-series-part-5-migrating-to-the-eliminated-state.aspx
http://blogs.technet.com/filecab/archive/2008/03/19/sysvol-migration-series-part-5-migrating-to-the-eliminated-state.aspx
http://blogs.technet.com/filecab/archive/2008/02/04/how-does-dfsr-function-on-read-only-domain-controllers.aspx
http://blogs.technet.com/filecab/archive/2008/02/04/how-does-dfsr-function-on-read-only-domain-controllers.aspx
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http://blogs.technet.com/filecab/archive/2007/12/26/what-s-new-in-windows-server-

2008.aspx 

g. Custom compression support : http://support.microsoft.com/kb/951003/en-us 

 

 

 

h. Content Freshness : Content Freshness 

DFS Replication in Windows Server 2008 has a new feature called Content Freshness, 

which prevents a server that was offline for a long time from over-writing fresh data 

when it comes back online with stale (out-of-date) data 

http://technet2.microsoft.com/windowsserver2008/en/library/1f0d326d-35af-4193-

bda3-0d1688f90ea71033.mspx?mfr=true 

 

 

Fine Grained Password Policies: 

Domain Functionality Level Minimal Requirement: 

Windows Server 2008  

The Windows Server® 2008 operating system provides organizations with a way to define 

different password and account lockout policies for different sets of users in a domain. In 

Microsoft® Windows® 2000 and Windows Server® 2003 Active Directory domains, only one 

password policy and account lockout policy could be applied to all users in the domain. These 

policies were specified in the Default Domain Policy for the domain. As a result, organizations 

that wanted different password and account lockout settings for different sets of users had to 

either create a password filter or deploy multiple domains. Both options are costly for different 

reasons. 

 

What do fine-grained password policies do? 

You can use fine-grained password policies to specify multiple password policies within a single 

domain. You can use fine-grained password policies to apply different restrictions for password 

and account lockout policies to different sets of users in a domain.  

 

http://blogs.technet.com/filecab/archive/2007/12/26/what-s-new-in-windows-server-2008.aspx
http://blogs.technet.com/filecab/archive/2007/12/26/what-s-new-in-windows-server-2008.aspx
http://support.microsoft.com/kb/951003/en-us
http://technet2.microsoft.com/windowsserver2008/en/library/1f0d326d-35af-4193-bda3-0d1688f90ea71033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/1f0d326d-35af-4193-bda3-0d1688f90ea71033.mspx?mfr=true
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For example, you can apply stricter settings to privileged accounts and less strict settings to the 

accounts of other users. In other cases, you might want to apply a special password policy for 

accounts whose passwords are synchronized with other data sources. 

Links :  

http://technet2.microsoft.com/windowsserver2008/en/library/056a73ef-5c9e-44d7-acc1-

4f0bade6cd751033.mspx?mfr=true  (Fine Grained Password Policy) 

http://technet2.microsoft.com/windowsserver2008/en/library/2199dcf7-68fd-4315-87cc-

ade35f8978ea1033.mspx?mfr=true (Step-by-Step Guide for Fine-Grained Password and 

Account Lockout Policy Configuration) 

http://blogs.technet.com/seanearp/archive/2007/10/06/windows-server-2008-fine-grained-

password-policy-walkthrough.aspx (Windows Server 2008 - Fine Grained Password Policy 

Walkthrough 

 

RSAT Tools: (Management Console: Similar to ADMIN 

Pack)  

Domain Functionality Level Minimal Requirement: None 

Microsoft Remote Server Administration Tools (RSAT) enables IT administrators to remotely 

manage roles and features in Windows Server 2008 from a computer running Windows Vista 

with SP1. It includes support for remote management of computers running either a Server 

Core installation or the full installation option of Windows Server 2008. It provides similar 

functionality to Windows Server 2003 Administration Tools Pack.  

After you install this item, you may have to restart your computer. This update is provided to 

you and licensed under the Windows Vista License Terms. 

http://www.microsoft.com/downloads/details.aspx?FamilyId=9FF6E897-23CE-4A36-B7FC-

D52065DE9960&displaylang=en 

Role Administration Tools: 

Active Directory Certificate Services Tools  

Active Directory Domain Services (AD DS) Tools  

http://technet2.microsoft.com/windowsserver2008/en/library/056a73ef-5c9e-44d7-acc1-4f0bade6cd751033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/056a73ef-5c9e-44d7-acc1-4f0bade6cd751033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/2199dcf7-68fd-4315-87cc-ade35f8978ea1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/2199dcf7-68fd-4315-87cc-ade35f8978ea1033.mspx?mfr=true
http://blogs.technet.com/seanearp/archive/2007/10/06/windows-server-2008-fine-grained-password-policy-walkthrough.aspx
http://blogs.technet.com/seanearp/archive/2007/10/06/windows-server-2008-fine-grained-password-policy-walkthrough.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyId=9FF6E897-23CE-4A36-B7FC-D52065DE9960&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=9FF6E897-23CE-4A36-B7FC-D52065DE9960&displaylang=en


P a g e  | 13 

 

Active Directory Lightweight Directory Services (AD LDS) Tools  

DHCP Server Tools  

DNS Server Tools  

File Services Tools  

Network Policy and Access Services Tools  

Terminal Services Tools  

Universal Description, Discovery, and Integration (UDDI) Services Tools 

Feature Administration Tools: 

BitLocker Drive Encryption Tools  

Failover Clustering Tools  

Group Policy Management Tools  

Network Load Balancing Tools  

SMTP Server Tools  

Storage Manager for SANs Tools  

Windows System Resource Manager Tools 

And these tools also fully supported managing Windows Server 2003 servers: 

Active Directory Domain Services (AD DS) Tools :  

Active Directory Lightweight Directory Services (AD LDS) Tools  

Active Directory Certification Authority Tools  

DHCP Server Tools  

DNS Server Tools  

Terminal Services Tools  

Universal Description, Discovery, and Integration (UDDI) Services Tools  

Group Policy Management Tools  
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Network Load Balancing Tools 

Install from Media Support:  

Ntdsutil.exe can create the four types of installation media as described in the following table. 

You can run the ntdsutil ifm command on a writable domain controller or an RODC to create 

installation media for an RODC. In that case, ntdsutil removes any cached secrets, such as 

passwords, only from RODC installation media. To generate installation media for a full (or 

writable) domain controller, you must use another writable domain controller as a source 

ntdsutil IFM Parameters  

Parameter Description 

create full %s Creates installation media for a writable Active Directory 
domain controller, or an AD LDS instance, in the %s folder. You 
can specify only this parameter for an AD LDS instance. 

create rodc %s Creates installation media for an RODC in the %s folder. 

create sysvol full %s Creates installation media with SYSVOL for a writable 
Active Directory domain controller in the %s folder. 

create sysvol rodc %s Creates installation media with SYSVOL for an RODC in the %s 
folder. 

quit Returns to the prior menu. 

Help Displays Help for this command. 

? Displays Help for this command. 
 

 

Active Directory Changes to Auditing:  

Domain Functionality Level Minimal Requirement: None 

In Windows Server 2008 you can now set up AD DS auditing with a new audit subcategory to 

log old and new values when changes are made to objects and their attributes. 

In Microsoft® Windows® 2000 Server and Windows Server 2003, Active Directory audit logs can 

show you who made changes to what object attributes, but the events do not display the old 

and new values. For example, the audit log can show that Joe modified his favorite drink 

attribute in the directory, but it cannot show his previous favorite drinks or what the attribute 
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was after he changed it. With the new auditing feature, you can log events that show old and 

new values; for example, you can show that Joe's favorite drink changed from single latte to 

triple-shot latte. 

http://technet2.microsoft.com/windowsserver2008/en/library/a9c25483-89e2-4202-881c-

ea8e02b4b2a51033.mspx?mfr=true 

 

Active Directory Migration Toolkit:  

Domain Functionality Level Minimal Requirement: None 

(ADMT 3.1 needed to migrate to a Windows 2008 

Domain) 

 

Source 
Domain 

Target 
Domain 

WS03 ADMT 
Console 
joined 
domain 

WS03 ADMT 
Console 
logon 
Account 

ADMT 
Operation 

Results 

Server 
2003 

Server 
2008 

Source Source 
Domain 
Admins (DA) 

User CŀƛƭŜŘ ǿƛǘƘ άLƴǾŀƭƛŘ ƘŀƴŘƭŜέ 

    Computer CŀƛƭŜŘ ǿƛǘƘ άLƴǾŀƭƛŘ ƘŀƴŘƭŜέ ǘƻ 
create new computer account in 
target 

Server 
2003 

Server 
2008 

Source Target 
Domain 
Admins (DA) 

User Succeed 

Server 
2003  

Server 
2008  

Source  Target 
Domain 
Admins (DA)  

Computer Succeed after adding target DA to 
client local administrators group 
(able to create computer account, 
join to target domain and 
complete security translation) 

Server 
2003 

Server 
2008 

Target Target 
Domain 
Admins (DA) 

User Succeed 

Server 
2003  

Server 
2008  

 Target  Target 
Domain 
Admins (DA) 

Computer Succeed after adding target DA to 
client local administrators group 
(able to create computer account, 
join to target domain and 
complete security translation) 

Server 
2003 

Server 
2008 

Target Source 
Domain 
Admins (DA) 

User CŀƛƭŜŘ ǿƛǘƘ άLƴǾŀƭƛŘ ƘŀƴŘƭŜέ 

http://technet2.microsoft.com/windowsserver2008/en/library/a9c25483-89e2-4202-881c-ea8e02b4b2a51033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/a9c25483-89e2-4202-881c-ea8e02b4b2a51033.mspx?mfr=true
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Server 
2003 

Server 
2008 

Target Source 
Domain 
Admins (DA) 

Computer CŀƛƭŜŘ ǿƛǘƘ άLƴǾŀƭƛŘ ƘŀƴŘƭŜέ ǘƻ 
create new computer account in 
target 

 

http://blogs.technet.com/ad/archive/2008/03/10/admt-and-server-2008.aspx (ADMT and 

Windows Server 2008)  

Migrating and Restructuring Active Directory Domains Using ADMT v3.1 - 

http://www.microsoft.com/downloads/details.aspx?FamilyID=6d710919-1ba5-41ca-b2f3-

c11bcb4857af&DisplayLang=en 

 

Windows Server Backup:  

Domain Functionality Level Minimal Requirement: None 

The Windows Server Backup feature provides a basic backup and recovery solution for 

computers running the Windows Server® 2008 operating system. Windows Server Backup 

introduces new backup and recovery technology and replaces the previous Windows Backup 

(Ntbackup.exe) feature that was available with earlier versions of the Windows operating 

system 

What does Windows Server Backup do? 

The Windows Server Backup feature in Windows Server 2008 consists of a Microsoft 

Management Console (MMC) snap-in and command-line tools that provide a complete solution 

for your day-to-day backup and recovery needs. You can use four wizards to guide you through 

running backups and recoveries. You can use Windows Server Backup to back up a full server 

(all volumes), selected volumes, or the system state. You can recover volumes, folders, files, 

certain applications, and the system state. And, in case of disasters like hard disk failures, you 

can perform a system recovery, which will restore your complete system onto the new hard 

disk, by using a full server backup and the Windows Recovery Environment. 

You can use Windows Server Backup to create and manage backups for the local computer or a 

remote computer. You can also schedule backups to run automatically and you can perform 

one-time backups to augment the scheduled backups. 

http://technet2.microsoft.com/windowsserver2008/en/library/75e4c12a-a541-4b0f-9fbe-

a2ca5a3dbe961033.mspx?mfr=true (Windows Server Backup) 

http://blogs.technet.com/ad/archive/2008/03/10/admt-and-server-2008.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=6d710919-1ba5-41ca-b2f3-c11bcb4857af&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=6d710919-1ba5-41ca-b2f3-c11bcb4857af&DisplayLang=en
http://technet2.microsoft.com/windowsserver2008/en/library/75e4c12a-a541-4b0f-9fbe-a2ca5a3dbe961033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/75e4c12a-a541-4b0f-9fbe-a2ca5a3dbe961033.mspx?mfr=true
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http://technet.microsoft.com/en-us/magazine/cc462796.aspx (Windows Administration Active 

Directory Backup and Restore in Windows Server 2008) 

Browse your NTDS.DIT Offline :  

C:\> dsamain  -dbpath c:\$snap_200712032318_volumed$\ntds\dit\ntds.dit -ldapport 10000 

 

 

 

Read Only Domain Controllers:  

Domain Functionality Level Minimal Requirement: 

W2K3 (Minimum) 

W2K8 (Recommended)  

(W2K8: Protect  Compromise of ROFAS Attributes)  

A read-only domain controller (RODC) is a new type of domain controller in the Windows 

Server® 2008 operating system. With an RODC, organizations can easily deploy a domain 

http://technet.microsoft.com/en-us/magazine/cc462796.aspx
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controller in locations where physical security cannot be guaranteed. An RODC hosts read-only 

partitions of the Active Directory® Domain Services (AD DS) database.  

Before the release of Windows Server 2008, if users had to authenticate with a domain 

controller over a wide area network (WAN), there was no real alternative. In many cases, this 

was not an efficient solution. Branch offices often cannot provide the adequate physical 

security that is required for a writable domain controller. Furthermore, branch offices often 

have poor network bandwidth when they are connected to a hub site. This can increase the 

amount of time that is required to log on. It can also hamper access to network resources. 

Beginning with Windows Server 2008, an organization can deploy an RODC to address these 

problems. As a result, users in this situation can receive the following benefits:  

ω LƳǇǊƻǾŜŘ ǎŜŎǳǊƛǘȅ 

ω CŀǎǘŜǊ ƭƻƎƻƴ ǘƛƳŜǎ  

ω aƻǊŜ ŜŦŦƛŎƛŜƴǘ ŀŎŎŜǎǎ ǘƻ ǊŜǎƻǳǊŎŜǎ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ 

What does an RODC do? 

Inadequate physical security is the most common reason to consider deploying an RODC. An 

RODC provides a way to deploy a domain controller more securely in locations that require fast 

and reliable authentication services but cannot ensure physical security for a writable domain 

controller.  

However, your organization may also choose to deploy an RODC for special administrative 

requirements. For example, a line-of-business (LOB) application may run successfully only if it is 

installed on a domain controller. Or, the domain controller might be the only server in the 

branch office, and it may have to host server applications.  

In such cases, the LOB application owner must often log on to the domain controller 

interactively or use Terminal Services to configure and manage the application. This situation 

creates a security risk that may be unacceptable on a writable domain controller.  

An RODC provides a more secure mechanism for deploying a domain controller in this scenario. 

You can grant a non administrative domain user the right to log on to an RODC while minimizing 

the security risk to the Active Directory forest.  

You might also deploy an RODC in other scenarios where local storage of all domain user 

passwords is a primary threat, for example, in an extranet or application-facing role. 
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http://technet2.microsoft.com/windowsserver2008/en/library/ce82863f-9303-444f-9bb3-

ecaf649bd3dd1033.mspx?mfr=true (AD DS: Read-Only Domain Controllers) 

http://blogs.technet.com/askds/archive/2008/01/18/understanding-read-only-domain-

controller-authentication.aspx (¦ƴŘŜǊǎǘŀƴŘƛƴƎ άwŜŀŘ hƴƭȅ 5ƻƳŀƛƴ /ƻƴǘǊƻƭƭŜǊέ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴύ 

http://technet2.microsoft.com/WindowsServer2008/en/library/ea8d253e-0646-490c-93d3-

b78c5e1d9db71033.mspx  (Step-By-Step Guide for Read Only Domain Controllers) 

http://technet2.microsoft.com/windowsserver2008/en/library/53673855-3678-47e9-bb9f-

acac8c1fb1781033.mspx?mfr=true (Developer Guidance for Resolving Compatibility Problems 

Between Your Applications and an RODC) 

http://technet2.microsoft.com/windowsserver2008/en/library/cf9c99c0-fa37-4ad4-88bd-

c0d65292b0d11033.mspx?mfr=true (Applications That are known to work with RODC) 

 

http://technet2.microsoft.com/windowsserver2008/en/library/7c537977-0998-41bc-96d4-

a504d17022751033.mspx ό¢ŜǎǘƛƴƎ !ǇǇƭƛŎŀǘƛƻƴ /ƻƳǇŀǘƛōƛƭƛǘȅ ǿƛǘƘ wh5/Ωǎύ 

http://blogs.technet.com/andrew/archive/2008/04/30/sql-server-2008-windows-server-2008-

rodc.aspx  

(SQL Server 2008 & Windows Server 2008 RODC) 

 

Windows 2008 Terminal Server Licensing:  

Domain Functionality Level Minimal Requirement: None 

Windows 2008 Per Device Manual Revocation of Client Access Licenses:  

http://blogs.msdn.com/ts/archive/2008/02/15/manual-revocation-of-client-access-licenses-

cals.aspx 

 

http://technet2.microsoft.com/windowsserver2008/en/library/ce82863f-9303-444f-9bb3-ecaf649bd3dd1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/ce82863f-9303-444f-9bb3-ecaf649bd3dd1033.mspx?mfr=true
http://blogs.technet.com/askds/archive/2008/01/18/understanding-read-only-domain-controller-authentication.aspx
http://blogs.technet.com/askds/archive/2008/01/18/understanding-read-only-domain-controller-authentication.aspx
http://technet2.microsoft.com/WindowsServer2008/en/library/ea8d253e-0646-490c-93d3-b78c5e1d9db71033.mspx
http://technet2.microsoft.com/WindowsServer2008/en/library/ea8d253e-0646-490c-93d3-b78c5e1d9db71033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/53673855-3678-47e9-bb9f-acac8c1fb1781033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/53673855-3678-47e9-bb9f-acac8c1fb1781033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/cf9c99c0-fa37-4ad4-88bd-c0d65292b0d11033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/cf9c99c0-fa37-4ad4-88bd-c0d65292b0d11033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/7c537977-0998-41bc-96d4-a504d17022751033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/7c537977-0998-41bc-96d4-a504d17022751033.mspx
http://blogs.technet.com/andrew/archive/2008/04/30/sql-server-2008-windows-server-2008-rodc.aspx
http://blogs.technet.com/andrew/archive/2008/04/30/sql-server-2008-windows-server-2008-rodc.aspx
http://blogs.msdn.com/ts/archive/2008/02/15/manual-revocation-of-client-access-licenses-cals.aspx
http://blogs.msdn.com/ts/archive/2008/02/15/manual-revocation-of-client-access-licenses-cals.aspx


P a g e  | 20 

 

 

 

Windows 2008 Per User Client Access Licenses Tracking : 

 

Tracking the Issuance of Terminal Services Per User Client Access Licenses : 

http://technet2.microsoft.com/windowsserver2008/en/library/3374008a-578d-4327-be27-

22b3a9684b971033.mspx?mfr=true 

The following are important considerations about TS Per User CAL tracking and reporting in 

Windows Server 2008: 

ω ¢{ tŜǊ ¦ǎŜǊ /![ ǘǊŀŎƪƛƴƎ ŀƴŘ ǊŜǇƻǊǘƛƴƎ Ŏŀƴ ƻƴƭȅ ōŜ ǳǎŜŘ ŦƻǊ ²ƛƴŘƻws Server 2008 TS Per User 

CALs. You cannot track and report on Windows Server 2003 TS Per User CALs.  

ω ¢{ tŜǊ ¦ǎŜǊ /![ ǘǊŀŎƪƛƴƎ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ƛǎ ǎǳǇǇƻǊǘŜŘ ƻƴƭȅ ƛƴ ŘƻƳŀƛƴ-joined scenarios; that is, 

the terminal server and the license server must be members of a domain.  

ω ¢{ tŜǊ ¦ǎŜǊ /![ ǘǊŀŎƪƛƴƎ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ƛǎ ƴƻǘ ǎǳǇǇƻǊǘŜŘ ƛƴ ǿƻǊƪƎǊƻǳǇ ƳƻŘŜΦ  

ω !ŎǘƛǾŜ Directory Domain Services (AD DS) is used for TS Per User CAL tracking. The 

information about the TS Per User CAL that has been issued to a user is stored as part of the 

user account in AD DS.  

ω !5 5{ Ŏŀƴ ōŜ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ нллу-based or Windows Server 2003-based.  

http://technet2.microsoft.com/windowsserver2008/en/library/3374008a-578d-4327-be27-22b3a9684b971033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/3374008a-578d-4327-be27-22b3a9684b971033.mspx?mfr=true
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ω ¢ƘŜ ŎƻƳǇǳǘŜǊ ŀŎŎƻǳƴǘ ŦƻǊ ǘƘŜ ƭƛŎŜƴǎŜ ǎŜǊǾŜǊ Ƴǳǎǘ ōŜ ŀ ƳŜƳōŜǊ ƻŦ ǘƘŜ ¢ŜǊƳƛƴŀƭ {ŜǊǾŜǊ 

License Servers group in the domain. If the license server is installed on a domain controller, the 

Network Service account must also be a member of the Terminal Server License Servers group. 

  Important:   

 To issue TS Per User CALs to users in other domains, the license server must be a member of 

the Terminal Server License Servers group in those domains. 

 

Windows 2008 Group Policy Changes:  

Domain Functionality Level Minimal Requirement: None 

http://technet.microsoft.com/en-us/magazine/cc137719.aspx (Inside ADM and ADMX 

Templates for Group Policy) 

http://technet2.microsoft.com/windowsserver2008/en/library/3b4568bc-9d3c-4477-807d-

2ea149ff06491033.mspx?mfr=true (Changes to Windows 2008 Group Policy) 

a. Filter Options 

b. {ǘŀǊǘŜǊ DthΩǎ 

c. Network Awareness Location Service 

d. Comments for GPO 

http://technet.microsoft.com/en-us/magazine/cc137719.aspx
http://technet2.microsoft.com/windowsserver2008/en/library/3b4568bc-9d3c-4477-807d-2ea149ff06491033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/3b4568bc-9d3c-4477-807d-2ea149ff06491033.mspx?mfr=true
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e. Searching Options using Group Policy : 

 

 

 

Group Policy Preferences:  

http://support.microsoft.com/Default.aspx?kbid=943729 (Information about new Group Policy 

preferences in Windows Server 2008) 

Extensions under Group Policy Preferences: 

http://support.microsoft.com/Default.aspx?kbid=943729
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Active Directory Lightweight Directory Services 

Overview 

 

By using the Windows Server® 2008 Active Directory® Lightweight Directory Services (AD LDS) 

role, formerly known as Active Directory Application Mode (ADAM), you can provide directory 

services for directory-enabled applications without incurring the overhead of domains and 

forests and the requirements of a single schema throughout a forest 

AD LDS is a Lightweight Directory Access Protocol (LDAP) directory service that provides flexible 

support for directory-enabled applications, without the dependencies that are required for 

Active Directory Domain Services (AD DS). AD LDS provides much of the same functionality as 

AD DS, but it does not require the deployment of domains or domain controllers. You can run 

multiple instances of AD LDS concurrently on a single computer, with an independently 

managed schema for each AD LDS instance. 



P a g e  | 24 

 

AD DS provides directory services for both the Microsoft® Windows Server server operating 

system and for directory-enabled applications. For the server operating system, AD DS stores 

critical information about the network infrastructure, users and groups, network services, and 

so on. In this role, AD DS must adhere to a single schema throughout an entire forest. 

The AD LDS server role, on the other hand, provides directory services specifically for directory-

enabled applications. AD LDS does not require or rely on Active Directory domains or forests. 

However, in environments where AD DS exists, AD LDS can use AD DS for the authentication of 

Windows security principals. 

http://technet2.microsoft.com/windowsserver2008/en/library/6a3bedf7-9c5b-4ada-9a51-

6b794adc9ab81033.mspx?mfr=true (Active Directory Lightweight Directory Services Overview) 

http://technet2.microsoft.com/windowsserver2008/en/library/9d4b4004-9f26-4545-a1e4-

8e527102f0a71033.mspx?mfr=true (Step-by-Step Guide for Active Directory Lightweight 

Directory Services Replication) 

http://technet2.microsoft.com/windowsserver2008/en/library/2a125ac1-cb10-4fda-a5b2-

f621b0faf51a1033.mspx (Step-by-Step Guide for Active Directory Lightweight Directory Services 

Backup and Restore) 

http://technet2.microsoft.com/windowsserver2008/en/library/141900a7-445c-4bd3-9ce3-

5ff53d70d10a1033.mspx (Step-by-Step Guide for Getting Started with Active Directory 

Lightweight Directory Services) 

 

Active Directory Certificate Services:  

By using Server Manager, you can set up the following components of AD CS: 

ω /ŜǊǘƛŦƛŎŀǘƛƻƴ ŀǳǘƘƻǊƛǘƛŜǎ ό/!ǎύΦ wƻƻǘ ŀƴŘ ǎǳōƻǊŘƛƴŀǘŜ /!ǎ ŀǊŜ ǳǎŜŘ ǘƻ ƛǎǎǳŜ ŎŜǊǘƛŦƛŎŀǘŜǎ ǘƻ 

users, computers, and services, and to manage certificate validity.  

ω ²Ŝō ŜƴǊƻƭƭƳŜƴǘΦ ²Ŝō ŜƴǊƻƭƭƳŜnt allows users to connect to a CA by means of a Web browser 

in order to request certificates and retrieve certificate revocation lists (CRLs).  

ω hƴƭƛƴŜ wŜǎǇƻƴŘŜǊΦ ¢ƘŜ hƴƭƛƴŜ wŜǎǇƻƴŘŜǊ ǎŜǊǾƛŎŜ ŘŜŎƻŘŜǎ ǊŜǾƻŎŀǘƛƻƴ ǎǘŀǘǳǎ ǊŜǉǳŜǎǘǎ ŦƻǊ 

specific certificates, evaluates the status of these certificates, and sends back a signed response 

containing the requested certificate status information.   

ω bŜǘǿƻǊƪ 5ŜǾƛŎŜ 9ƴǊƻƭƭƳŜƴǘ {ŜǊǾƛŎŜΦ ¢ƘŜ bŜǘǿƻǊƪ 5ŜǾƛŎŜ 9ƴǊƻƭƭƳŜƴǘ {ŜǊǾƛŎŜ ŀƭƭƻǿǎ ǊƻǳǘŜǊǎ 

and other network devices that do not have domain accounts to obtain certificates.  

http://technet2.microsoft.com/windowsserver2008/en/library/6a3bedf7-9c5b-4ada-9a51-6b794adc9ab81033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/6a3bedf7-9c5b-4ada-9a51-6b794adc9ab81033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/9d4b4004-9f26-4545-a1e4-8e527102f0a71033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/9d4b4004-9f26-4545-a1e4-8e527102f0a71033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/2a125ac1-cb10-4fda-a5b2-f621b0faf51a1033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/2a125ac1-cb10-4fda-a5b2-f621b0faf51a1033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/141900a7-445c-4bd3-9ce3-5ff53d70d10a1033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/141900a7-445c-4bd3-9ce3-5ff53d70d10a1033.mspx
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Benefits of AD CS 

Organizations can use AD CS to enhance security by binding the identity of a person, device, or 

service to a corresponding private key. AD CS gives organizations a cost-effective, efficient, and 

secure way to manage the distribution and use of certificates. 

Applications supported by AD CS include Secure/Multipurpose Internet Mail Extensions 

(S/MIME), secure wireless networks, virtual private network (VPN), Internet Protocol security 

(IPsec), Encrypting File System (EFS), smart card logon, Secure Socket Layer/Transport Layer 

Security (SSL/TLS), and digital signatures. 

Among the new features of AD CS in Windows Server® 2008 are: 

ω LƳǇǊƻǾŜŘ ŜƴǊƻƭƭƳŜƴǘ ŎŀǇŀōƛƭƛǘƛŜǎ ǘƘŀǘ ŜƴŀōƭŜ ŘŜƭŜƎŀǘŜŘ enrollment agents to be assigned on 

a per-template basis.   

ω LƴǘŜƎǊŀǘŜŘ {ƛƳǇƭŜ /ŜǊǘƛŦƛŎŀǘŜ 9ƴǊƻƭƭƳŜƴǘ tǊƻǘƻŎƻƭ ό{/9tύ ŜƴǊƻƭƭƳŜƴǘ ǎŜǊǾƛŎŜǎ ŦƻǊ ƛǎǎǳƛƴƎ 

certificates to network devices such as routers.  

ω {ŎŀƭŀōƭŜΣ ƘƛƎƘ-speed revocation status response services combining both CRLs and integrated 

Online Responder services. 

http://download.microsoft.com/download/b/b/5/bb50037f-e4ae-40d1-a898-

7cdfcf0ee9d8/WS08_STEP_BY_STEP_GUIDE/WS08ActiveDirectoryCertificateServicesStep-By-

StepGuide_En.doc 

http://technet2.microsoft.com/windowsserver2008/en/servermanager/activedirectorycertifica

teservices.mspx (Active Directory Certificate Services Overview) 

 

http://technet2.microsoft.com/windowsserver2008/en/library/c47e0d48-abeb-493e-a9f1-

19bba1537ba51033.mspx?mfr=true (Active Directory Certificate Services: Web Enrollment) 

http://technet2.microsoft.com/windowsserver2008/en/library/99d1f392-6bcd-4ccf-94ee-

640fc100ba5f1033.mspx (Active Directory Certificate Services: Online Certificate Status 

Protocol Support) 

http://technet2.microsoft.com/windowsserver2008/en/library/569cd0df-3aa4-4dd7-88b8-

227e9e3c012b1033.mspx (Active Directory Certificate Services: Network Device Enrollment 

Service) 

http://download.microsoft.com/download/b/b/5/bb50037f-e4ae-40d1-a898-7cdfcf0ee9d8/WS08_STEP_BY_STEP_GUIDE/WS08ActiveDirectoryCertificateServicesStep-By-StepGuide_En.doc
http://download.microsoft.com/download/b/b/5/bb50037f-e4ae-40d1-a898-7cdfcf0ee9d8/WS08_STEP_BY_STEP_GUIDE/WS08ActiveDirectoryCertificateServicesStep-By-StepGuide_En.doc
http://download.microsoft.com/download/b/b/5/bb50037f-e4ae-40d1-a898-7cdfcf0ee9d8/WS08_STEP_BY_STEP_GUIDE/WS08ActiveDirectoryCertificateServicesStep-By-StepGuide_En.doc
http://technet2.microsoft.com/windowsserver2008/en/servermanager/activedirectorycertificateservices.mspx
http://technet2.microsoft.com/windowsserver2008/en/servermanager/activedirectorycertificateservices.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/c47e0d48-abeb-493e-a9f1-19bba1537ba51033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/c47e0d48-abeb-493e-a9f1-19bba1537ba51033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/99d1f392-6bcd-4ccf-94ee-640fc100ba5f1033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/99d1f392-6bcd-4ccf-94ee-640fc100ba5f1033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/569cd0df-3aa4-4dd7-88b8-227e9e3c012b1033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/569cd0df-3aa4-4dd7-88b8-227e9e3c012b1033.mspx
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http://technet2.microsoft.com/windowsserver2008/en/library/532ac164-da33-4369-bef0-

8f019d5a18b81033.mspx (Cryptography Next Generation) 

http://www.microsoft.com/downloads/details.aspx?FamilyID=3c670732-c971-4c65-be9c-

c0ebc3749e24&displaylang=en (Implementing and Administering Certificate Templates in 

Windows Server 2008) 

Other References:  

The default dynamic port range for TCP/IP has changed in Windows Vista and in Windows 

Server 2008 : http://support.microsoft.com/default.aspx?scid=kb;EN-US;929851 

Netlogon (DSGETDCNAME) : http://msdn.microsoft.com/en-us/library/ms675983.aspx 

DNS (Back Ground Zone Loading) : http://technet.microsoft.com/en-

us/magazine/cc137727.aspx 

New Networking Features in Windows Server 2008 : http://technet.microsoft.com/en-

us/library/bb726965.aspx 

Global Namespace Zone Deployment : 

http://www.microsoft.com/downloads/details.aspx?FamilyID=1c6b31cd-3dd9-4c3f-8acd-

3201a57194f1&displaylang=en 

Local Multicast Name Resolution: http://technet.microsoft.com/en-us/library/bb878128.aspx 

Webcast:  

http://www.microsoft.com/events/series/windowsserver2008.aspx?tab=webcasts 

http://technet.microsoft.com/en-us/windowsserver/2008/bb405958.aspx (Windows 2008 

Express Demo Videos)  

http://www.microsoft.com/events/series/detail/webcastdetails.aspx?seriesid=96&webcastid=1

032341077  (Microsoft Windows Server 2008 and Kernel Changes (Level 400) 

 

24 Hours of Windows Server 2008 Webcast (24 Part Series) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 01 of 24): Overview (Level 200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 02 of 24): Server Virtualization with Hyper-V 

Features and Architecture (Level 200) 

http://technet2.microsoft.com/windowsserver2008/en/library/532ac164-da33-4369-bef0-8f019d5a18b81033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/532ac164-da33-4369-bef0-8f019d5a18b81033.mspx
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TechNet Webcast: 24 Hours of Windows Server 2008 (Part 07 of 24): IIS 7.0 Overview and Architecture 

(Level 200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 08 of 24): IIS 7.0 Advanced Management 

(Level 200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 09 of 24): IIS 7.0 Centralized Configuration 

(Level 300) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 10 of 24): IIS 7.0 Diagnostics and 

Troubleshooting (Level 300) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 11 of 24): IIS 7.0 Web and Applications 

Support (Level 300) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 12 of 24): Migrating and Upgrading to IIS 7.0 

(Level 300) 
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(Level 300) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 14 of 24): Windows PowerShell (Level 300) 
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TechNet Webcast: 24 Hours of Windows Server 2008 (Part 16 of 24): Windows Server 2008 Active 
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TechNet Webcast: 24 Hours of Windows Server 2008 (Part 20 of 24): Windows Server 2008 Public Key 

Infrastructure (Level 200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 21 of 24): Additional Security Features (Level 

200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 22 of 24): Remote Location Technologies 

(Level 200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 23 of 24): Failover Clustering and Network 

Load Balancing (Level 200) 

TechNet Webcast: 24 Hours of Windows Server 2008 (Part 24 of 24): High Availability with Hyper-V 

(Level 200) 
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