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What is Group Policy Preferences

AGroup Policy Preferences adds more than 20
additional extensions to Group Policy Objects

AClient Sides extensions are installed on
computers used for GPO management

Alnstall client on computers that need to process
Group Policy Preference settings

AProvides per-policy item filtering



Benefits

AReduce energy consumption
AStandardize desktops
AAvoid complexity of configuration scripting

ADevelop flexible, predictable, standard
configurations

ATarget configuration to systems or users based
your specific criteria

AReduce help desk calls, desktop visits



System Requirements

A Client Side Extension Installation

A System Requirements

Operating system requirement for managing the Group
Policy Preferences

Windows 2008 Or Windows Vista SP1

Operating system requirement for being managed :

Windows 2008, Windows 2003 SP1, Windows Vista
Windows XP Sp2 or later

943729 Information about new Group Policy preferences in Windows Server 2008
http://support.microsoft.com/default.aspx?scid=kb;:EN -US:943729



http://support.microsoft.com/default.aspx?scid=kb;EN-US;943729
http://support.microsoft.com/default.aspx?scid=kb;EN-US;943729
http://support.microsoft.com/default.aspx?scid=kb;EN-US;943729

Policy Vs Preferences

Group Policy Preferences Group Policy Settings
Enforcement  APreferences are not enforced A Settings ar
A User interfaceA User interf

A Can be refr es h ASettings are refreshed

Flexibility AEasily create preference items for AAdding policy settings
registry settings, files, and so on requires application
| mport i ndi vi d supportandcreating
settings or entire registry branches administrative templates
from a local or a remote computer A Cannot cr ec
settings to manage files,
folders, and so on

Local Policy  ANot available in local Group AAvailable in local Group
Policy Policy




Policy Vs Preferences Continued..

Group Policy Preferences Group Policy Settings
Awareness ASupports non-Group Policy-aware ARequires Gr
applications aware applications
Storage APreferences settings are removed  AOriginal settings are
once the user or computer falls out  not changed
of scope, however AStored in registry
HOriginal settings are overwritten Policy branches
ARemoving the preference item ARemoving the policy
does not restore the original setting  setting restores the
but would original settings
Targeting and ATargeting is granular, withauser A Fi |l t er i ng
Filtering interface for each type of targeting  Windows Management
item Instrumentation (WMI)
A Supports tar get andrequires writing
individual preference item level WMI queries

A Supports f
PO level



Preference Extensions
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R
Windows Settings o Drive Maps

A The Drive Maps preference extension

* provides the ability to create, replace,
General | Commmon | update, and delete network drive
mappings. This extension enables you to
=2 aeaon: [cocan = map network drives without writing logon
scripts. Additionally, mapped network
Location: [Vou.dal bt woodgravebark compue .. | drives deployed using the Drive Maps
Recornect: ¥ Labelas: | Publc Fies preference extension work more
OrieeLetier I(:onslsten_tly than those deployed using
 Uoa st ctroat € e o B ogon scripts.
| A You can deploy multiple Drive Maps
Connect as (optonal) - preference items within a single GPO. You
Username: | canfalso target |nd|V|duaI_fI_Dr|(\j/e Maps
pusswords | Confimpasswords[ preference items to specific departments,
| locations, and so on. Using Group Policy
Hide Show this drive e Shom ol drives preferences to deploy mapped network
e £+ e drives provides just as much flexibility as
" Hide this drive (" Hide ol drives scripting but with less work and with fewer
" Show this drive (™ Show al drives problems.

Lok )| cncd | sooy | veo |




Windows Settings d Environment

——— x| A The Environment preference extension
enables you to manage user and system
General | Common | environment variables or update the path.
Combined with item -level targeting, the
E Acton:  [Update = Environment preference extension provides
a powerful way to configure variables for
(™ Uiser Variabile different scenarios using a single GPO.
¥ System Variable
Name: [SCRIFTS or [ PATH A" A powerful example for the Environment
I~ Fartia preference extension is to define variables
Value: | \idal. bx. woodgrovebank.com\Scripts that other preference items use. For
example, you can define the location of a
- Detads - file repository using the Environment
Update will replace the variable in the specified environment. If it preference extension; then, you can use the
A variable in other preference items rather

than hard-coding the path. This leaves you
a single GPO to update when the path
changes, rather than having to find the path
in other locations.

A" For more information about variable
expansion in Group Policy preferences, see
the section fAProcess Va

L) ool || et | v |




Windows Settings o Files

x| A The Files preference extension gives you
the ability to create, replace, update, and
al | comman ; , TEplatt, '
Ll ! delete files on the destination computer.
= - This extension supports wildcards in file
-ﬁ*‘ |update = paths, so you can easily copy groups of files

using a single GPO. It supports

Source fle(s) | \Waal.bx woodgrovebank, com\Source . | environment variables, too, allowing you
to create a preference item that is easier to

Destnation Fle: | 3eitindowrsDi % \lnstaler Source e maintain than one containing hard -coded
™ Suppress emors on indrvidual fle actions paths.
- Attributes A A common scenario for using the Files
I Raad-orly preference extension is to copy
 Hidden configuration files to
W Archive For example, you can copy a custom

dictionary or application files to the
AppData folder within each user profile.
Copying shortcuts using the Files
preference extension is not recommended,
however, because the Shortcuts extension
provides a user interface for this purpose
and is more flexible.




R
Windows Settings o Folders

A The Folders preference extension is
similar to the Files extension, but it
Y P —r—— x| allows you to create, replace, update,
Gl s delete, and even clean up folders on
il targeted computers. Like the Files
preference extension, it supports
environme_:lrét va&iablefs.lcllt doeshnot
support wildcards in folder paths,
P e = hoev%ver. P
Attt A As an example, you can use the Folders
I~ Resd preference extension to regularly clean
[ Hdden up temporary folders. The extension is
. flexible and can handle most
requirements. You can recursively
remove subfolders, allow or disallow
I/ Delete this folder (f emptied) removal of read-only files and folders,
' Recrsively delete o subfoiders (f empbed) and choose whether or not to remove
7 Delete ol fies in the folder(s) the root folder or just its contents. For
P R G example, you can use this extension to
remove temporary folders that some
applications create in the root of the
system drive or to clean up the Windows
sy | nep | temporary folder on a regular basis.

L

:jé Action: |Delete

¥ 1gnore errors for fles/folders that cannot be deleted




R\
Windows Settings 0 INI Files

y AThe Ini File

G ommen] preference

EI Action: | Lipdate =| . .
extension provides

Fie Path [ %eProgramFiesDe %\Appication Settings.ni .. | -

o | the ability to create,

T update, replace, and

delete individual
properties from . ini
flies.

[C] Tl || sy || e |




R\
Windows Settings 0 Network Shares

New Network Share Properties x|
sharing | Common |

b | Acton:  [update =
Share name: | Scrots )
Foider path: | \\dal. tx. woodgrovebank. com\Srpts l
Comment: |
Action [~ Update all regular shares
Fodiers: ™ Update af hidden non-admristrative shares

[~ Update ol administrative driveJetter shares

User limit: % No change
" Maxomum allowed

" Allow this number of users: I ' 3

Although Windows does not

provide a way to centrally
manage network shares on
multiple computers, the
Network Shares preference
extension supports

managing network shares on
multiple, targeted computers
(see the sectio
Controlo). Addi
Network Shares extension
allows you to manage
Accessbased Enumeration
(ABE), which prevents users
from seeing subfolders for
which they lack permission

to access, and configure user
limits.

|
1



R\
Windows Settings 0 Reqistry

A The Registry preference extension provides a flexible and

- easy-to-use way to create, replace, update, and delete
AN 1 registry settings on multiple computers. To use Group
| ] Common | Policy settings to configure arbitrary registry settings, you

must create an Administrative template. With the Registry
@3 extension, you can use three different preference types to
ﬂ’ acten:  [Upaate ~] add Registry preference items to a GPO and organize them:

A Registry Item.  Configure an individual registry setting,
including the REG_SZ, REG_DWORD, REG_BINARY,

Hives [eev_cmmenT useR g REG_MULTI_SZ,and REG_EXPAND_SZ types.
. , A Collection Item.  Create a folder in which to organize
Key Palh: | Control Panel Desktop e Registry items, similar to how Windows organizes settings
Vi in them. However, you donét hayv
e in the same hierarchy as the registry keys and subkeys.
[ Defodt  [ActvevindTraaTmeout Instead, you can organize settings by department, location,
and so on.
A Registry Wizard.  Import one or more registry settings
Value type: [res_oworn =] from the local computer or from a remote computer. You
can select individual registry settings or entire registry
Ve data: | 00000001 branches.

A Using the Registry preference extension is a great way to

== deploy settings without having to write scripts. For
% Hexadedmal example, you can deploy settings for a third-party _
" Decmal application or an appli-awatei on t

However, using the Registry extension to deploy settings for
which Group Policy preferences already provide a user
interface is discouraged.

s | |_w




R
Windows Settings 0 Shortcuts

A Using the Shortcuts preference extension,
you can create, replace, update, and delete
Mew Shortcut Properties x| three types of shortcuts on multiple,
General | targeted users and computers (see the
. Common | section ATargeting Cont
:tﬁ ackore [creone A File System Object.  Traditional shortcuts
that link to programs and documents. For
—_— - example, you can add a custom shortcut for
: | Customer Intranet
Target type: [
Location: [Expierer Favantes

an application to the Start menu.

A URL. Shortcuts to Web pages. For
example, you can add a shortcut to a
depart ment al i ntranet s
Favorites menu.

A Shell Object. Obijects that appears in the
shell namespace, including Control Panel,
Recycle Bin, and so on. For example, you
can add the Control Pan
desktop.

A The Shortcuts preference extension
supports creating shortcuts in numerous
locations, including the desktop, Start
menu, Favorites folder, Quick Launch
toolbar, and so on. You can also specify the

a1 Gl full path and name of a folder in which to
| || | create the shortcut.

Target LI | http: {ntranet. woodgrovebark. com/

Shortout keys

W ]I el |l

‘??“

Toon file path:




Control Panel Settings o Data Sources

A Group Policy provides a setting
for distributing applications, but

x| it does not provide a setting for
Deta Surce | Comon | configuring the Open Database
5] o <] Connectivity (ODBC) data
. sources used by many of them.
C sy ut S The Data Sources preference
Dets Source Name N): | = extension provides a way to
Oriver: = create, replace, update, and

|
: | delete data sources for users and
User Name: [ computers. Additionally, user
|
I

s data sources roam with users
o from computer to computer,
— s | further simplifying their
’_ deployment. Using the Data
Sources extension reduces the

| e | _cromen | | complexity and cost of managing
business applications for which
[oc ] cod | soov | ho | you must configure data sources.




Control Panel Settings 0 Devices

A Organizations with high -security or

[Mew Devios Properties % compliance requirements often must
restrict the use of removable media. The
General | Common | Devices preference extension provides a
- targeted method for disabling specific
L—,’.-_, Actian: [0 not use this device (dsable) = device classes for users or computers.
For example, you can disable the USB
Device css:  [Floppy sk diives | ports, floppy drives, and other

removable media for users who work
with sensitive information, such as
customer records or intellectual

property. Standard users cannot change
these settings. This preference extension
gives you more control over the
information that leaves your
organization.

A The Devices extension does not prevent
users from installing devices. Rather, it
enables or disables devices after they are
present on the computer. On the other
hand, Group Policy can prevent users
from installing specific types of devices.

oy | s | Additionally, the Devices extension

works on all supported platforms.

Device type: | Floppy disk drive




Control Panel Settings d Folder Options

New Folder Options (Windows Vista) Properties

Advanced sattings:

) Fes and Folders
[T] Always show icons, never thumbnads
[[] Aways show menus
Display file kon on thumbnals
[¥] Display fie size information in folder tps
[v] Display semple folder view in Navigation pane
[7] Display the fid path in the Stie bar (Classic folders only)
) Hidden files and folders
(3 Do nat show hidden files and folders
O Show hidden files and folders
Hide extensions for known fie types
[¥] Hide protected operating system fies (Recommended)
[[] Launch folder windows in & separate process
[V] Remember sach folder's view settings
[7] Restore previous folder windows at logon
Show drive letters

|»

Wa-myvzﬁacmfs@fmsﬁgsfcw _'J
Restore Defoults |
[k ] coxe | s | me |

A
A

The Folder Options preference
extension supports two types of items:

Folder Options.  Configure Windows
Explorer folder options for Windows
XP or Windows Vista. Folder options
include whether or not Windows
Explorer shows hidden files, displays
file extensions for known file types, and
so on. The figure in the left column
shows the Folder Options preference
item for Windows Vista.

Open With. Configure associations
between file extensions and file types.
Two scenarios are common. First, you
can break file associations to prevent
programs from running accidentally or
maliciously (many e-mail viruses rely
on file associations to run). Second, you
can associate file extensions with
different programs, depending on the

user 6s requl rements.



Control Panel Settings dInternet Settings

A The Internet Settings preference extension
allows you to configure Internet Explorer

New Internet Explorer 7 Properties ’ 2 options for Windows Internet Explorer 5,
General | seaurity | Privacy | Connections | Programs | Advanced | Common | Internet Explorer 6, and Internet Explorer 7
e (sho;xvnf It?\ the It?'ft COItlfJ1mtn). You c_:lartl) Ico_nfltghure
most of the settings that are available in the
Ry e g S ok ech ks v o v e Internet Options control panel. For example,
e A anet weaayrovebenk o - you can configure different home pages for
_____________________________________________ =i users in different departments, and you can
| usassn | 1 e ) configure a high security level for users who
work with sensitive information. The Internet
B ey Settings extension also allows you to
) e ey ¥ eas Hatory, cockis; Saved pRmewordy configure advanced options.
e | setwnos | A Many of these settings are available as Group
Search Policy sFlettings that are strictly ?nforced.
() Change search defauits. ot Using the Internet Settings preference
p [ =it | extension, you can create a default Internet
Tobs Explorer configuration that users can later
Change how webpages are dsplayed n Setings | change. Additionally, you can configure
- individual settings using this preference
Appearance extension rather than configuring entire
: || | Il s groups of settings.
Cocel | aodly | o |




Control Panel Settings dLocal Users and Group

A Local Users and Groups

A The Local Users and Groups
preference extension
supports configuring local
user accounts and groups for
multiple, targeted computers
(see the sectio
Controlo). 1t s
preference types:

A Local User. You can create,
update, replace, or delete
users account from local
computers. For example, you
can change the password for
or disable the local
Administrator account .



