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The Challenge

» SharePoint administrators rely heavily on
PowerShell

» Office 365 is a $1.5 billion a year business and
growing

» What does the increased adoption of Office 365
mean for traditional SharePoint administrators?

| £ |
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The Challenge

» Does No Server Access == No PowerShell?
» Are we back in the dark ages of GUI based

administration?
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The Solution

» Of course not!

» A number of PowerShell Cmdlets are available for
SharePoint Online

» Download the SharePoint Online Management Shell
to get started here

= SharePoint Online Management Shell

The SharePoint Online Management Shell is a tool that contains a Windows PowerShell
Module to manage your SharePoint Online subscription in the Office 365.

@ Details
@ System Requirements

@ Install Instructions u
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http://www.microsoft.com/en-us/download/details.aspx?id=35588

SharePoint Online Management Shell

» So, I've installed it — what next?
» Let's take a closer look:

EE' SharePoint Online Management Shell

» Focused on Site Collection and User
administration tasks

£ |
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SharePoint Online Management Shell

» Includes 30 Cmdlets, which is slightly less than On-
Premises! Link

SharePoint Online Cmdlets Count.ps1 X

1 Import-Module Microsoft.Online.SharePoint.Powershell -DisableNameChecking
2 $sPOL Get-Module -Name "Microsoft.Online.SharePoint.Powershell”
3  Write-Host "SharePoint Online has" $SPOL.ExportedCmdlets. Count "Cmdlets" -ForegroundColor Green

PS C:\> C:\Users\brendg\Desktop\SharePoint Online Cmdlets Count.psl

SharePoint Online has 30 Cmdlets

| SharePoint Cmdlets Count.psl

1 asnp *SharePoint®* -ErrorAction SilentlyContinue
2 §5P = Get-Command -Module Microsoft.SharePoint.PowerShell
3 Write-Host "SharePoint has" $SP.Count "Cmdlets" -ForegroundColor Green

:\Users\SharePoint Cmdlets Count.psl

has
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http://technet.microsoft.com/en-us/library/fp161364(v=office.15).aspx

0365 vs. On Premises Cmdlets

lj Office 365 @ SharePoint
» Get-SPOSite » Get-SPSite

» Set-SPOSite » Set-SPSite

» New-SPOSite » New-SPSite

» Remove-SPOSite » Remove-SPSite
» New-SPQOUser » New-SPUser

> . > .

» Spot the difference?
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0365 vs. On Premises Cmdlets

» “l will only need to make minor changes to my scripts” —
Brendan Griffin (2013)
= Wrong!!! — Cmdlets aren’t functionally equivalent
= Have different Methods and Properties
= |n some cases behave differently

Get-SPSite Methods and Properties.psl
1 fsite Get-SPSite "http://sp2013-2"
2 tMembers $Site | Get-Member
Write-Host "Get-SPSite has" $Members.Count "Methods and Properties" -ForegroundColor Green

Ps C:\> C: \Users\Get aPa1te Methods and Properties.psl

Get-SPSite has 154 Methods and Properties
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0365 vs. On Premises Cmdlets

» Example:
= Get-SPSite returns all Site Collections
= Get-SPOSite returns all Site Collections except My Sites

» In some cases limitations can be addressed using a
different approach — more on this later...

» Let’s take a look at some of the Cmdlets in action...

] Office 365
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SPOL Management Shell — Getting Started

» Import the Microsoft.Online.SharePoint.PowerShell Module
» Use Connect-SPOService to connect to the Tenant

Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

> K 8 » b B w |8 Boo|®om.

Gt‘thtrtdu1)(

1 ::Spemfy Tenant Admin User

2 "admin@brendg.onmicrosoft.com”
3 ;Specncy Tenant Admin URL

enantURL "https://brendg-admin.sharepoint. com”
5 ;Inpo rt Powershell Ikod '\e
6  Import-Module Microsoft.Online.SharePoint.PowerShell -DisableNameChecking -ErrorAction SilentlyConti
7  #Connect to Tenant
8 Connect-SP0Service -Url $TenantURL -Credential $user

PS C:\WINDOWS\system32>

Completed Ln1 Col 25 125%

SharePoint® Evolution Roadshow 2014



<3 Administrator: Windows PowerShell ISE - B

File Edit View Tools Debug Add-ons Help

& B 4 =P B = | 5 oo mom.
Getting Started.ps1 X o~
1 #;pec1Ty Tenant Admin User
2 Suser "admin@brendg.onmicrosoft. com”
3 #Specify Tenant Admin URL
! yTenantURL "https://brendg-admin.sharepoint.com"
#Import PowerShell Module
Import-Module Microsoft.online.SharePoint.PowerShell -DisableNameChecking -ErrorAction SilentlyContinue
7 #Connect to Tenant
8 Connect-5P0Service -Url §TenantURL -Credential SUser

PS C:\WINDOWS\system32>

Completed Ln 1 Col

[
wn
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= Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help

N & B & B > e = | 8B oo

PS C:\Windows\System32\WindowsPowershell\vl. 0>

Completed
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Administrator: Windows PowerShell ISE

File Edit View

SCFIFIt >

PS C:\WINDOWS\system32:>

Completed Ln1 Col 25
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Get-SPOSIite Summary

» Use the —Detailed parameter with Get-SPOSite if you need the
following properties returned

= Locklssue

= WebsCount

= CompatibilityLevel

= AllowSelfServiceUpgrade
= ResourceUsageCurrent
= ResourceUsageAverage
= StorageUsageCurrent
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What Sites Do | Have?

» Inventory all Site Collections and output results to a
CSV file using Get-SPOSite

SPO Site Inventory.ps1 X

#Retrieve basic information about each Site Collection (excluding My Sites)

?  Get-SPOSite -Detailed

Export-CsV -LiteralPath SiteInventory.csv -NoTypeInformation

LastContentModifiedDate StorageUsageCurrent WebsCount Url

03/06/2014 09:39
05/06/2014 10:03
05/06/2014 10:03
05/06/2014 10:03
03/06/2014 09:37
05/06/2014 10:03
03/06/2014 10:19
03/06/2014 10:20
03/06/2014 13:38
03/06/2014 09:39
04/06/2014 09:56
04/06/2014 09:56
03/06/2014 10:19
04/06/2014 16:53
03/06/2014 10:19
03/06/2014 09:39

128
71
25

141

1
1187

73

200

95

1 http://brendg-public.sharepoint.com/
2 https://brendg.sharepoint.com/
1 https://brendg.sharepoint.com/search
1 https://brendg.sharepoint.com/sites/BICenter
1 https://brendg.sharepoint.com/sites/communities
65 https://brendg.sharepoint.com/sites/contoso
1 https://brendg.sharepoint.com/sites/contosobeta
9 https://brendg.sharepoint.com/sites/contosopartners
1 https://brendg.sharepoint.com/sites/demo
8 https://brendg.sharepoint.com/sites/ediscovery
1 https://brendg.sharepoint.com/sites/Finance
1 https://brendg.sharepoint.com/sites/HR
1 https://brendg.sharepoint.com/sites/KnowledgeCenter
1 https://brendg.sharepoint.com/sites/marketing
11 https://brendg.sharepoint.com/sites/SMBverticals
1 https://brendg-my.sharepoint.com/

Owner

admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
robinc@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com
admin@brendg.onmicrosoft.com

Template
BLANKINTERNET#0
STS#0

SRCHCEN#0
BICENTERSITE#0
COMMUNITYPORTAL#D
BLANKINTERNET#0
STS#0
BLANKINTERNET#0
STSHO

EDISC#D

STSH0

STSHO
BLANKINTERNET#0
STS#0

STS#0
SPSMSITEHOST#0

Title

Contoso Bistro
Contoso Team Site

Bl

Communities

Home

Contoso Beta

Contoso Partner Portal
Demo Site

Legal Discovery Center
Finance

HR

Knowledge Center
Marketing

MVP Demos

SharingCapability
ExternalUserAndGuestSharing
ExternalUserAndGuestSharing
Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled
ExternalUserAndGuestSharing
ExternalUserSharingOnly
Disabled

Disabled

Disabled

Disabled
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Who Has Access?

» List the SharePoint Groups that each user is a member
of within a Site Collection using Get-SPOUser

SPO Site Users,ps1 X

1 BURL "https://brendg.sharepoint.com/sites/HR"
2 Get-SPOUser -Limit All -Site SURL Select DisplayName, LoginName, Groups

DisplayName LoginName

Alex Darrow alexd@brendg.onmicrosoft.com {HR Owners}
Brendan Griffin l1ive.com#brendankgriffin@hotma... {HR Members}
Everyone true

Everyone except external users spo-grid-all-users/391f79f7-db. ..

Kari Furse karif@brendg.onmicrosoft.com
MOD Administrator admin@brendg.onmicrosoft. com
System Account SHAREPOINT\system
YLO001\_spocrawler_43_3936 y10001\_spocrawler_43_3936
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Site Level Administration

» Set-SPOSite can be used to:
= Change Site Owner

1 SURL "https://brendg.sharepoint.com/sites/Marketing”
2 Set-SP0Site -Identity SURL -Owner "RobinC@brendg.onmicrosoft.com"

= Configure the Storage and Resource Quota

1 Set-SPOSite -Identity SURL -StorageQuota 1000 -ResourceQuota 500

= Change the Title

1 Set-SPOSite SURL -Title "New Title"
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Site Level Administration

» Set-SPOSite can also be used to:

= Lock a Site
Set-SP0Site -Identity SURL -LockState NoAccess

= Requests to Sites that are locked can be redirected to a
specific URL

Write-Host (Get-SPOTenant) . NoAccessRedirectURL -ForegroundColor Green

https://brendg.sharepoint.com/SitePages/Site is Locked.aspx

= Redirect URL is configurable using
Set-SPOTenant -NoAccessRedirectURL
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Tenant Level Settings

» Get-SPOTenant can be used to retrieve Tenant level

settings

Get-5P0Tenant

StorageQuota
StorageQuotaAllocated
ResourceQuota
ResourceQuotaAllocated
CompatibilityRange

ExternalServicesEnabled
NoAccessRedirecturl
SharingCapability

StartASiteFormurl

: 30644
: 22650
: 5900
: 5400
: 15,15
: True
: https://brendg.sharepoint.com/5itePages/Site 1s Locked.aspx
: ExternalUserAndGuestSharing

DisplayStartASiteOption :

True
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Configuring External Access

» Configure the External Sharing Capability for a specific
Site Collection

» Use Set-SPOSite with the SharingCapability
parameter, options:
= Disabled
= ExternalUserAndGuestSharing
= ExternalUserSharingOnly

Configure-ExternalSharing.ps1* X
1  #No Sharing

Set-SP0OSite -Identity https://brendg.sharepoint.com/sites/IT -SharingCapability Disabled
#External and Guest

Set-SPOSite -Identity https://brendg.sharepoint.com/sites/Finance -SharingCapability ExternalUserAndGuestSharing
#External Only

Set-SP0Site -Identity https://brendg.sharepoint.com/sites/HR -SharingCapability ExternalUserSharingonly
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Auditing External Access

» Who has access? Where do they have access? Who
Invited them?

ExternalSharingReportps1 X
#Report on External Sharing Configuration and Users

$Sites Get-5P0Site | where {%_.SharingCapability "Disabled"}
Foreach (%$5ite in $5ites)
-1{

Write-Host "Checking" $5ite URL -ForegroundColor Green
Write-Host "-Sharing Capability:" $Site.SharingCapability -ForegroundColor Yellow
7 | Get-SPOExternalUser -SiteUr] $Site.URL | Select DisplayMName, Email, InvitedBy. WhenCreated | FT -AutoSize

[ R R W

e g i) =
-Sharing Capabi 1ty. ExternalUserAndGuests aring

DisplayName Email InvitedBy whenCreated

Lee Palmer Tlee.palmerl2@yahoo.co.uk garthf@brendg.onmicrosoft.com 03/06/2014 13:53:48
g htt / i

—Shar1ng Capability: Exter a]UserShar1ngDn1y

DisplayName Email InvitedBy whenCreated

Brendan Griffin brendankgriffin@hotmail.com alexd@brendg.onmicrosoft.com 03/06/2014 13:51:48
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How Does this Actually Work?

» Get-SPOSIte “Under the Covers”

» Connect to the client.svc WCF service and sends a
request as XML

||_E’}4B4 200 HTTFS brendg-admin.sharepaint.com  /_wt_bin/dient.svc/ProcessQuery 847 private applicationfjson; charset=utf-8

Headers TextView \WebForms HexView Auth Cookies Raw JSON |XML

=) Request [ AddExpandoFieldTypeSuffix =true SchemaVersion=15.,0.0.0 LibraryVersion=15.0.0.0 ApplicationName = ,NET Library xmins=http://schemas.microsoft.com
[= Actions
' <ObjectPath Id="60" ObjectPathld ="59" xmins="http://schemas.microsoft.com /sharepoint/dientquery/2009" />
<ObjectPath Id="62" ObjectPathId="6 1" xmins="http: //schemas.microsoft.com/sharepoint/clientquery/2009" />
(= Query [1d=63 ObjectPathid=61 ]
-1 Query [ SelectAllProperties =true ]
! <Properties xmins="http: /fschemas.microsoft.com/sharepoint/dientquery/2009" />
[=- ObjectPaths
<Constructor Id="55" Typeld="{268004ae-eftb-4e5b-8425-127220d84719}" xmins="http://schemas.microsoft.com/sharepoint/dientquery/2008" />
-}- Method [ Id=61 Parentld=59 Name =GetSitePropertiesByUrl ]
(=)~ Parameters
-I-Parameter [ Type=5String ]
‘- https://brendg.sharepoint.com/sites/marketing
-|-Parameter [ Type=Boolean ]
& trm
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Under the Covers: Get-SPOSite

» Response is returned as JSON:

= el
£ f
&0
-
62
i
&3

L}

Get Syntandview Transformer Headers | Textiiew | ImageYiew Hieiewe

_Objectldentity_=908bed0-a04-4413-b4a0-88345847d 110: 19 1F79F7-dbde4e 54-a 147-43049 714480 25iteProper teshtips % 1a % 2f % 2fbrendg sharepoint.
_ObjectType_=Microsaft. Online. SharePoint. Tenanbidministration. SiteProper ties

AbowSeliServicellpgrade =True
Averagefesourcellsage =0
Compatblitylavel=15
Currenifesourcelisage =0
DeryvAddAndCustomimePages=1

LastConteniModifiedDate = Date{2014, 5,3, 16, 15, 19, 110)/

Lod=1033

Locklssue=(null)

LockS tabe-=Linkodk

Cwner =robincbrendg. onmicrosoft. com
i AEnabled =0

SharingCapabiity =0

Status=Active

Storageflaamuml evel =500
Storagelisage=2

StorageWarningl evel =0

Templabe =5T5.50

TeneZoneld=13

Tithe =Marketing

Ul =httpes: [ fbrendg. shar epoint. oom fsites marketing
UserCodeMamimumlewel =300
UserCode'Waminglevel=(
WebsCourt=1

Wiebiew | Auth Caching | Cockies | Raw | [1som |
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But, What about X?

» SPOL Management Shell is great for basic Site
Collection and User administration

» But...
= | can do x On-Premises, it doesn’t appear to be possible to do
this using the SPOL Management Shell?
= | need to do something with Managed Metadata, User Profiles
and Search, why isn’t there a Cmdlet?
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CSOM to the Rescue!

» The Client Side Object Model was introduced in
SharePoint 2010 and is available in SharePoint Online

» Provides a subset of the Server Object Model
» Can be executed remotely using JavaScript or .NET

JavaScript Controlsand Logic
Browser JSON Response ‘ \ ‘

| JavaScriptoM }_1 - .eroM
| |
IR SRR

\ Proxy [ —
| Client.sve l

XML Request

\ Proxy | — '
I SN Resnotiss Content
| Managed OM  |{uemm— Database
Managed Client ’ —
Managed Controlsand Logic ‘

SharePoint Server
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Getting Started with CSOM

» Download the SharePoint Online Client Components
SDK here

» Includes the DLLs required for CSOM
» Fire up PowerShell and away we go...

IJ SharePoint Online Client Components SDK

The SharePoint Online Client Components SDK can be used to enable development with
SharePoint Online

@ Details

@ Syst

(® nstall Instructions

SharePoint® Evolution Roadshow 2014


http://www.microsoft.com/en-us/download/details.aspx?id=42038

<
File Edit

Windows PowerShell ISE
View Tools Debug Add-ons Help

H & B » ' : A & ’; my B B -

Getting Started - CSOM.ps1 X

1 E LA P g B

[ I S W S s R W Y ]

Completed

#specify User

fUser "admin@brendg.onmicrosoft. com"”

#specify Site to connect to

§57telURL "https://brendg.sharepoint.com/sites/Finance"

#add references to SharePoint client assemblies and authenticate to Office 365 site
$16H ve "C:\Program Files“Common Files‘Microsoft Sharediweb Server Extensions'16"
Add-Type -Path "$16H1ve\ISAPI'Microsoft.SharePoint.Client.d11"

Add-Type -Path "$16Hive\ISAPI'Microsoft.SharePoint.Client.Runtime.dl1"

#Authenticate to Site

fPassword Read-Host -Prompt "Please enter your password"” -AsSecurestring

fContext New-Object Microsoft.SharePoint.Client.ClientContext(35iteURL)

{Creds Mew-Object Microsoft.SharePoint.Client.SharePointOnlineCredentials (SUser,$Password)
f{Context.Credentials fCreds

Ln1 Col9




CSOM — What Went Wrong?

» CSOM is different to the Server Side Object Model

» To minimize data transfer a slightly different approach
IS used

» Requests are bundled together and then sent to the
server for execution

» Only when an object has been returned, can it be used
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e Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

N e’/ & o » P& B = | 8B oD &
C50M in Action.ps1* X

#Aattempt to retrieve the Site owner

#wWrong way!
fContext.Site.Owner.Email

LA P R

#Correct way

f0Owner fContext.S51ite.Owner

& #Load the new variable into the context

9 fContext.Load(f0wner)

10  #Send the request to the server for execution
11 fContext.Executequery()

PS C:\WINDOWS\system32:>

Completed

Ln1 Col 25




CSOM: 4 Steps to Success

A

Create Variable
Load into the Context
Execute the Query

#step 1 - Create variable

$Lists $Context.S5ite.RootwWeb. Lists

#step 2 - Load into the Context

LContext.Load(%Lists)

#Step 3 - Send the request to the server for execution
$Context.ExecuteQuery()

#Step 4 - Use the variable

TLists Select Title,ItemCount FT -Autosize

Use the Variable

Composed Looks
Content type publishing error log
Converted Forms
Documents

Form Templates
List Template Gallery
Master Page Gallery

MicroFeed

Project Policy Item
Site Assets

Site Pages

Solution Gallery
Style Library
TaxonomyHiddenList
Theme Gallery

ItemCount

List

User Information List

web Part Gallery
wipub
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Using CSOM to Create a Web

e Administrator; Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

O & =3 4 a » 9 P B = & B oo m .

C50M in Action - Create Web.ps1* X

#Create WebCreationInformation object to store settings
SWCI New-0Object Microsoft.SharePoint.Client.wWebCreationInformation

#Set the appropriate values

$WCI.URL "Newweb"

WCI.Title = "Newweb"
JCI.UseSamePermissionsAsParentSite $true
WCI.webTemplate "STS#0™

[« N, =AY

|
L L L L

#Create the Web
SNewweb $Context.Web.webs.Add($WCI)

#Send to the server for execution
$Context.Load(ENewweb)
§Context.ExecuteQuery()

LA e WD 0D

PS C:\WINDOWS\system32>

Completed Ln1 Col1

=« J0W 2014



Using CSOM to Create a Web

e SRS S hitps://brendg.sharepoint.com/sites/ marketing/NewWeb/_layc O ~ @& & & NewWeb - Home

Outlook Calendar People MNewsfeed OneDrive Sites ... Admin ~ EESIIRNNLTLTIGEGTE SN o TS

] Office 365

B

€ SHARE Y7 FOLLOW # EDIT O

BROWWSE PAGE

> Home # EDIT LINKS Search this site - D
Home Get started with your site  removeThis r
Motebook
Documents

Site Contents

Y |
.

Add lists
other apps.

= = =9
v

Working on a
deadline?

Your site. Your brand. Keep email in context.

Share your site. What's your style?

Newsfeed Documents

@ new 7T upload

Start a conversation

v [ Name

It's pretty quiet here, Invite more people to the site, or start a conversation. There are no documents in this view.

Ln1 Col1 {1 1252 TOW 2014
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What about Service Applications?

» CSOM can also be used with Managed Metadata,
Search and User Profiles

» The relevant assemblies need to be referenced
= Microsoft.SharePoint.Client. Taxonomy.dll (Managed Metadata)
= Microsoft.SharePoint.Client.Search.dll (Search)
= Microsoft.SharePoint.Client.UserProfiles.dll (User Profiles)

#Aadd referencez to SharePoint client assemblies

$16Hive "C: HProgram Files/Common Files'\Microsoft Shared\web Server Extensions’ 16"
Add-Type -Path "$16Hive\ISAPI'Microsoft.SharePoint.Client.dl1"

Add-Type -Path "$16Hive\ISAPI‘Microsoft.SharePoint.Client.Runtime.dl1"

#Service Application specific assemblies

Add-Type -Path "$16Hive\ISAPI'Microsoft.SharePoint.Client.Taxonomy.dl11"

Add-Type -Path "$16Hive\ISAPI'Microsoft.SharePoint.Client.Search.dl1"

Add-Type -Path "$16Hive\ISAPI‘Microsoft.SharePoint.Client.UserProfiles.dll"
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Exporting all User Profiles?

e = WV I R W N

#Configure Site URL and User

$51teURL "https://brendg-my.sharepoint.com”

#Bind to Site Collection

$Context = Mew-Object Microsoft.SharePoint.Client.ClientContext($SitelRL)
iContext.Credentials iCreds

#Identify users in the Site Collection
fUsers $Context.web. SitelUsers
$Context.Load(fUsers)
$Context.ExecuteQuery()

#Create People Manager object to retrieve profile data

$output = "D:\Output.csv"

$Headings "Name","Email","OneDrive URL"."Phone","Job Title", "Department"
$Headings "," | Out-File -Encoding default -FilePath Joutput

$PeopleManager MNew-Object Microsoft.SharePoint.Client.UserProfiles.PeopleManager ($Context)
Foreach ($User in $Users)

$UserProfile fPeopleManager.GetPropertiesFor(3User.LoginName)
$Context.Load($UserProfile)

fContext. ExecuteQuery()

If ($userProfile.Email $null)

Supp fuserProfile. UserProfileProperties
$Properties fuserProfile.DisplayName, fUserProfile Email, $UserProfile.PersonalUrl, $UPP.WorkPhone, $SUPP.'SP5-JobTitle' K SUPP.Department
$Properties "," | Out-File -Encoding default -Append -FilePath %Output

3
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Exporting all User Profiles?

Name Email OneDrive URL Phone Job Title Department

Alex Darrow AlexD@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/alexd_brendg_onmicrosoft_com/ +1 858 555 0110 Marketing Assistant sales & Marketing
Allie Bellew AllieB@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/allieb_brendg_onmicrosoft_com/ +1 4255550105 Administrative Assistant Finance

Anne Wallace AnneW@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/annew_brendg_onmicrosoft_com/ +15025550144 President Executive Management
Aziz Hassouneh AzizH@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/azizh_brendg_onmicrosoft_com/ +20 255501070 Accountant Il Finance

Belinda Newman  BelindaN@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/belindan_brendg_onmicrosoft_com/ +1 980 555 0101 Paralegal Legal

Bonnie Kearney BonnieK@brendg.onmicrasoft.com https://brendg-my.sharepoint.com/personal/bonniek_brendg_onmicrosoft_com/ +1 858 5550111 Sr. VP Sales & Marketing Sales & Marketing
David Longmuir DavidL@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/davidl_brendg_onmicrosoft_com/  +1 2625550106 Corporate Security Officer Operations

Denis Dehenne DenisD@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/denisd_brendg_onmicrosoft_com/  +1 2055550106 Paralegal Legal

Dorena Paschke DorenaP@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/dorenap_brendg_onmicrosoft_com/ +1502 5550102 CVP Engineering Engineering
Fabrice Canel FabriceC@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/fabricec_brendg_onmicrosoft_com/ +1 2055550103 Attorney Legal

Garret Vargas GarretV@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/garretv_brendg_onmicrosoft_com/ +1 206 5550105 CVP Qperations Operations

Garth Fort GarthF@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/garthf_brendg_onmicrosoft_com/  +1918 5550101 Web Marketing Manager Sales & Marketing
Janet Schorr JanetS@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/janets_brendg_onmicrosoft_com/  +14255550109 Product Marketing Manager  Sales & Marketing
Julian Isla Julianl@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/juliani_brendg_onmicrosoft_com/  +1309 5550101 Director Legal

Junmin Hao JunminH@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/junminh_brendg_onmicrosoft_com,/ +1913 5550101 CVP Research & Development Research & Development
Kari Furse KariF@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/karif_brendg_onmicrosoft_com/ +81 345550115 Budget Analyst Finance

Katie Jordan Katie)l@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/katiej_brendg_onmicrosoft_com/ +1412 5550103 Auditor Finance

MOD Administrator admin@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/admin_brendg_onmicrosoft_com/ 8006427676

Molly Dempsey MollyD@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/mollyd_brendg_onmicrosoft_com,/ +1918 5550104 Product Manager Sales & Marketing
Pavel Bansky PavelB@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/pavelb_brendg_onmicrosoft_com/ +17325550102 VP Sales Sales & Marketing
Robin Counts RobinC@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/robinc_brendg_onmicrosoft_com/  +1954 5550118 Marketing Assistant Sales & Marketing
Rob Young RobY@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/roby_brendg_onmicrosoft_com/ +1 309 5550104 CVP Legal Legal

Sara Davis SaraD@brendg.onmicrosoft.com https://brendg-my.sharepoint.com/personal/sarad_brendg_onmicrosoft_com/ +1 918 555 0107 Product Manager Sales & Marketing
Tony Krijnen TonyK@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/tonyk_brendg_onmicrosoft_com/ +1 205 555 0108 CVP Finance Finance

Zrinka Makovac ZrinkaM@brendg.onmicrosoft.com  https://brendg-my.sharepoint.com/personal/zrinkam_brendg_onmicrosoft_com/ +1858 5550109 VP Marketing Sales & Marketing
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Adding Terms to the Term Store?

File Edit Format View Help

hed
Gree
Blue
Yellow

Purple
Pink
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Adding Terms to the Term Store?

= C A e L P

$GroupName "Group"
$TermSetName "Term Set"
$Terms Get-Content "D:\Terms.txt"

#Bind to MMS
MM S
$Context. Load($MMS)

$Context. ExecuteQuery()

#Retrieve Term Stores
$TermStores tMMS. Termstores
$Context.Load(§TermStores)
$Context.ExecuteQuery()

#Bind to Term Store
fTermStore fTermStores [0
$Context.Load($TermStore)
$Context.ExecuteqQuery()

#Bind to Group

$Group fTermStore.Groups . GetByName (5GroupName)
$Context.Load($Group)

$Context. ExecuteQuery()

#Bind to Term Set

$Termset fGroup.TermSets . GetByName (§TermSetiName)
$Context.Load($Termset)

$Context. ExecuteQuery()

Foreach ($Term in $Terms)
{
$TermAdd
$Context.Load(§TermAdd)
$Context. ExecuteQuery()

Microsoft.SharePoint.Client. Taxonomy. TaxonomySession

fTermset.CreateTerm($Term,1033, [System. Guid

GetTaxonomySession($Context)

NewGuid() . tostring())
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Adding Terms to the Term Store?

SEARCH | GENERAL |

Taxonomy_kajmtléTubRkiKezqfOqhQ==

TAXONOMY TERM STORE Available Service Applications
English A site may consume multiple metadata | Taxonomy_kajmtle1usRkiKezgfOgh ==
4 ¢ Taxonomy_kajmtl61uERKIKezqfOGhQ== applications. Select the one to see in

the tree view.
> Tg Contoso

4 G
o = Sample Import

= Ter: : : .
4 ) Term Set The SharePoint metadata manager can  View a sample import file

] Blue import a term set from a UTF-8 CSV
=] Green format file. Use the sample file as a
template for creating import files.
] Pink . . .
Then import the file inte the desired
(2] Purple group to create a new term set.
(=] Red
] Yellow Term Store Administrators
> W HR Group You can enter user names, group admin@brendg.onmicrosoft.com;

names, or e-mail addresses, Separate
> i - . -
@ Locations them with semicolons. These users will
—
>[5 People be permitted to create new term set &EE
> I Products groups and assign users to the group

manager role.
> [ Search Dictionaries
Default Language

Select the default language for all English

Metadata in the system. &ll terms must

> g System

have a label defined in their default

language.
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Next Steps...

» Need to do something else?

» Refer to the Microsoft.SharePoint.Client namespace
documentation on MSDN

» The possibilities are endless (kind of!)

Microsoft.SharePoint.Client namespace
SharePoint 2013 | Other Versions ~ 1 out of 4 rated this helpful - Rate this topic
Provides a subset of types and members in the Microsoft.SharePoint namespace for working with a top-level site and its lists or child Web sites.
4 Classes
Class Description
“© AccessRequests Operates on access requests and external user invitations,
“ Alternate! ur Represents an incomin g URL and the zone with which it is associated.
« AlternateUrlPropertyNames This class and its members are reserved for internal use and are not intended to be used in your code.
© ApiBlockedException
“© ApiMetadata
“ App Represents an app loaded on SharePoint and ready to be installed.
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http://msdn.microsoft.com/en-us/library/office/microsoft.sharepoint.client(v=office.15).aspx

Next St

eps...

» SharePoint 2013 Client Browser Is a great tool to
determine the data that can be obtained using CSO

File Options Info
& &

=[P Site Collections

B
52

ps//] /it
Marketing (/sites/marketing)
5, Webs

marketing

- || Site Columns

[d] Content Types

M Lists
M appdata (0)
M Composed Looks (18)
[TT] Content type publishing error log (0)
A5 Converted Forms (0)
1 Documents (0)
o Form Templates (0)

Jigy List Template Gallery
{7 Master Page Gallery (
[T MicroFeed (2)
[T Project Policy Item List (0)
Jpy Site Assets (1)
¥ Site Pages (2)
& Solution Gallery
[ Style Library (5)
] TexonemyHiddenList
Aoy Theme Gallery (41)
[ User Information List
[ Web Part Gallery
& whpub (0)
1| site Features
L] Access App (AccSveAddAccessApp)
] Announcements Lists (AnnouncementsList)
B Contacts Lists (ContactsList)
. fig] Custom Lists (CustomList)
~41] d7004424-9F71-4a3f-9998-7238¢1 1ceTa (unknown feature)
i) Data Connections Feature (DataConnectionLibrary)
1] Data Source Libraries (DataSourcelibrary)
.fiz] Discussion Lists (DiscussionsList)
-P%] Document Libraries (DocumentLibrary)
i) Events Lists (EventsList)
| External Lists (ExternalList)

>

>

Properties | Raw List Data

|3

Schema XML | REST services (Preview)

MSDN Help

4 Misc
AllowContentTypes
BaseTemplate
BaseType
BrowserFileHandling
ContentTypes
ContentTypesEnabled
Context
Created
DataSource
DefaultContentApprovalWorkflowld
DefaultDisplayFormUrl
DefaultEditFormUrl
DefaultNewFormUrl
DefaultView
DefaultViewUrl
Description
Direction
DocumentTemplateUrl
DraftersionVisibility
EffectiveBasePermissions
EffectiveBasePermissionsForll
EnableAttachments
EnableFolderCreation
EnableMinorVersions
EnableModeration
EnableVersioning
EntityTypeName
EventReceivers
Fields

True

19

DocumentLibrary

The property or field ‘BrowserFileHandling' has not been initialized. It has not been reque;

Microsoft.SharePoint.Client. ContentTypeCollection

True

Microsoft.SharePoint Client. ClientContext

03/D6/2014 15:59

The property or field ‘DataSource’ has not been initialized. It has not been requested or th
0000-0000-0000.

The property or field *DefaultDisplayFormUrl" has not been initialized. It has not bee

The property o field *DefaultEditFormUrl' has not been initialized. It has not been re

The property or field 'DefaultNewFormUrl' has not been initialized. It has not been r

Microsoft SharePoint.Client. View

The property or field 'DefaultViewlUrl" has not been initialized. It has not been requested o

none

Reader

The property or field EffectiveBasePermissions' has not been initialized. It has not been re
The property or field EffectiveBasePermissionsForUl' has not been initialized. It has not b
False

False

False

False

True

SitePages

Microsoft. SharePoint.Client EventReceiverDefinitionCollection
Microsoft.SharePoint.Client FieldCollection

AllowContentTypes

Microsoft.SharePeint.Client.List Represents a list on a SharePoint Web site.
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https://spcb.codeplex.com/

Better Together

» CSOM and the SPOL Management Shell can be used
together
» Why?
= Management Shell is scoped at the Tenant level

= Able to connect to a Site Collection but cannot go deeper into
the hierarchy

= CSOM is scoped at the Site Collection level
= Able to work with Webs, Lists, Items...
= Used together the possibilities are endless!
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Better Together

» Example:
= Use the SPOL Management Shell to identify the URLSs for
each Site Collection within a Tenant
= Pass the URLs to CSOM
= CSOM can connect to the Site Collection

= Return useful information
— Webs
— Users
— Lists
— Features
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Better Together

ListAllWebsps1* X |

=k

#Use the SPOL Management Shell to obtain a list of Site Collections
$SPOLSites Get-SPOS1te
Foreach ($5ite in $SPOLSites)

#Use CSOM to connect to the Site Collection

$51teURL f£5ite.URL

$Context New-Object Microsoft.SharePoint.Client.ClientContext{($51telURL)

$Creds New-Object Microsoft.SharePoint.Client.SharePointOnlineCredentials (8User,$Password)
$Context.Credentials fCreds

#Create a variable listing each web
$webs $Context.web.webs
$Context.Load($webs)
$Context.ExecuteQuery()

#0utput the URL of each web
Write-Host $Context.URL -ForegroundColor Yellow
Foreach ($web in fwebs)

Write-Host "-" fweb_ URL -ForegroundColor Green

}
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Better Together

https://brendg.sharepoint.com/sites/contosobeta
https://brendg. 5harep01nt cnm[51t35£cuntﬂsupartner5
arepe ; qc111f1u3

https: ffbfendq 5harepo1nt comf51te§fdemu
https //brendg. 5harepo1nt comf51te5fed15cﬂvery
htt repe e

httpz:fﬁbrendq 5harep01nt comf51te5fF1nancE
https://brendg.sharepoint.com/s1ites/HR
https://brendg.sharepoint.com/s1ites/KnowledgeCenter
https: ffbrendq 5harep01nt com!51tesfmarket1nq
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CSOM to the Rescue — My Sites

» In preparation for v15 upgrades, | needed a list of all My
Sites running in v14 mode within a Tenant

» Get-SPOSiIte doesn’t return My Sites
» With a little CSOM magic this is possible

» How?
= Connect to the User Profile Service
= Return the My Site URL for each user
= Connect to each My Site
= Retrieve the CompatibilityLevel property
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CSOM to the Rescue — My Sites

1 #Specify tenant admin user, URL, the URL of the MySite host and the Tocation to output the results to
2 Suser "admin@brendg.onmicrosoft.com”

3 $TenantURL "https://brendg-admin.sharepoint.com"

4  IMySiteURL "https://brendg-my.sharepoint. com/"

5 SLogfile "D:\SPOCompatibilityLog.csv"

6

7 #Create log file

g  "site" " "Compatibility " | Out-File -Encoding default $Logfile

9

10  #Authenticate to Office 365 site - required for CS0M

11  %Password = Read-Host -Prompt "Please enter your password” -AsSecureString

12  $Context New-Object Microsoft.SharePoint.Client.ClientContext($MySiteURL)

13  $Creds Mew-Object Microsoft.SharePoint.Client.SharePointOnlineCredentials (SUser,$Password)
14 SContext.Credentials $Creds

15

16  #Identify users in the Mysite host Site Collection

17 $Users = $Context.web.SiteUsers

18  $Context.Load($Users)

19  $Context.ExecuteQuery()

20

21 #Create People Manager object to retrieve profile data

22  3PeopleManager = New-Object Microsoft.SharePoint.Client.UserProfiles.PeopleManager ($Context)
23 #Loop through each user, retrieve their MySite URL and then check the compatibilitylevel property
24 Foreach (SUser din SUsers)

25 E

26 $UserProfile = fPeopleManager.GetPropertiesFor($User.LoginName)

27 $Context.Load(fUserProfile)

28 $Context. ExecuteQuery()

29 If ($UserProfile.Email $null fUserProfile. UserProfileProperties. PersonalSpace Enull)
30 = {

31 $UserProfileMysite = IMySiteURL.Trimend("/") $UserProfile.UserProfileProperties.Personalspace. TrimEnd("/™)
32 Write-Host "Checking" SUserProfileMySite -ForegroundColor Green;

33 $Context2 New-Object Microsoft.SharePoint.Client.ClientContext(fUserProfileMysite)
34 $Context?.Credentials = $Creds

35 $Context?.Executequery()

36 IMysite = $Context2.Site

37 $Context?2.Load (IMySite)

38 $Context?. ExecuteQuery()

39 Write-Host " CompatibilityLevel:"iMySite CompatibilityLevel ""
40 $outputstring IMySite.URL " fMysite.CompatibilityLevel
41 Add-content SLogfile 30utputString
42 I
43 ¥
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CSOM to the Rescue — My Sites

Site Compatibility
https://brendg-my.sharepoint.com/personal/alexd_brendg_onmicrosoft_com 14

https://brendg-my.sharepoint.com/personal/allieb_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/annew_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/azizh_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/belindan_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/bonniek_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/davidl_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/denisd_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/dorenap_brendeg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/fabricec_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/garretv_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/garthf_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/janets_brendg onmicrosoft_com
https://brendg-my.sharepoint.com/personal/juliani_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/junminh_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/karif_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/katiej_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/admin_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/mollyd_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/pavelb_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/robinc_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/roby_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/sarad_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/tonyk_brendg_onmicrosoft_com
https://brendg-my.sharepoint.com/personal/zrinkam_brendg_onmicrosoft_com
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CSOM On-Premises?

» CSOM can also be used On-Premises

» Download the SharePoint Server 2013 Client
Components SDK

» Scripts could be run against SharePoint Online and On-
Premises*

g SharePoint Server 2013 Client Components SDK

The SharePoint Server 2013 Client Components SDK can be used to enable remote and
local development with SharePoint Server 2013

@ Details
@ System Requirements

@ Install Instructions

SharePoint® Evolution Roadshow 2014


http://www.microsoft.com/en-gb/download/details.aspx?id=35585

Summary

» PowerShell can be used to administrate
SharePoint Online

» The Management Shell provides basic
capabilities
» CSOM can be used to supplement
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