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Introduction to Site-to-Site Communications in SMS 2003 and Configuration Manager 2007
In a Microsoft Systems Management Server 2003 or Microsoft System Center Configuration Manager 2007 site hierarchy, each site must be able to communicate with its parent site and all of its child sites.  This communications capability is one of the features that enables the product to scale to levels necessary to make it an Enterprise-wide solution.   
Communication between sites is accomplished by using the Server Message Block (SMB) protocol (TCP/IP port 445) and is independent of the SMS 2003 security mode (Standard Security mode or Advanced Security mode) or the Configuration Manager 2007 site mode (native mode or mixed mode).
For sites to communicate, they must have a connectivity system (LAN protocols, RAS, or SNA Server) installed and configured according to the connectivity system's product documentation on all site servers in the SMS 2003 or Configuration Manager 2007 hierarchy. Then, for each site in the hierarchy, you must configure the site-to-site communications by creating and configuring the required addresses and senders.
SMS 2003 and Configuration Manager 2007 sites communicate using package routing. During package routing, communications are passed up and down a hierarchy from site to site. This means that a site needs addresses only for its parent site and child sites, but not for other upper-level, lower-level, or sibling sites.
Most of the individual SMS 2003 and Configuration Manager components use site-to-site communications to replicate data objects between sites.  At times it is necessary to know at their deepest levels the functional details of the components and the data flow paths involved in site-to-site communications in order to effectively troubleshoot other components.  This document explains these details and illustrates the data flow paths of these components.  This information can help you to resolve issues more quickly and efficiently. 
We start with a flowchart that shows the end-to-end flow of the components involved in site-to-site communications.  Then we take a detailed look at the individual components associated with this site-to-site communication.  This is followed by a short high-level look at the components and data flow paths before we dive into the details and trace out component functionality and interactions during the replication processes.  The Appendices contain supplemental information about site-to-site replication.
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Figure 1:  Site-to Site-Object Replication Flow (continued)
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Figure 1:  Site-to Site-Object Replication Flow (end)
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Components Associated With Site-to-Site Communications
The information in this section is applicable to both SMS 2003 and Configuration Manager 2007 because the functionality and design is the same in both products.
Passive components:
Address: Contains configured destination site code, site server name, site address account, schedule, and rate limits.
Active components with log files:
	Component
	Log File

	Replication Manager 
	%SMSroot%\Logs\Replmgr.log 

	Scheduler 
	%SMSroot%\Logs\Sched.log 

	Sender 
	%SMSroot%\Logs\Sender.log 

	Despooler
	 %SMSroot%\Logs\Despool.log


Replication Manager
REPLICATION_MANAGER (replmgr) is an SMSEXECUTIVE thread component that processes both incoming and outgoing objects that are replicated to or from a different site within the hierarchy.  Replication Manager packages outbound objects into replication files and hands them off to Scheduler as mini-jobs to be sent to the destination sites by a sender. Replication Manager also analyzes incoming replication files and moves the files to the targeted inbox folder on the destination site server.   
An SMS 2003 or Configuration Manager 2007 component requests replication by dropping a request into the Replication Manager inbox.  Replication Manager processes the request and places the outbound replication object in one of the High, Normal or Low directories under \inboxes\replmgr.box\outbound\, dependant on the replication priority of the request.  This causes a directory change notification. All three of these directories are scanned in descending order of priority. All outbound files for a given site are moved to ..\Inboxes\replmgr.box\process\<SITECODE> directory.  Note that if Replication Manager receives additional files that have the same replication priority and are destined for the same site before objects within an existing scheduled replication job are sent, the newly received files will also be moved into the  \replmgr.box\process\<SITECODE> directory.  Adding newly received files to the folder until immediately prior to scheduling results in more efficient replication as fewer replication jobs are required. Replication Manager continues to scan until one of the following conditions is met:
· No more files exist
· Elapsed time is longer than two polling intervals (polling interval is 5 minutes)
· There has been no activity for 5 seconds
Replmgr then evaluates the scanned files according to the logic in Figure 2: Replmgr Evaluates the Scanned Files. It then either creates a replication package and Scheduler mini-job or leaves them in the replmgr.box\Process\sitecode folder to be sent later.  The replication package is created in inboxes\replmgr.box\ready\*.sitecode folder; where * is a random name given to the folder and sitecode is the destination sitecode.  One such folder is created per replication job. The mini-job file (#.job) is created in \Inboxes\Schedule.box\.  Of particular note is that if a replication job started 6 hours ago (or longer), Replication Manager will create an additional compressed replication package and minijob destined for the applicable site.
Note that after a job has been created, it cannot be modified.  New replication data can and will be added to the queue (Replmgr.box\Process\Sitecode).  The next job to be created will schedule all data within the folder for sending.
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Figure 2: Replmgr Evaluates the Scanned Files

Immediately prior to scheduling, replmgr creates a compressed package consisting of all the objects that await scheduled replication to the destination site.  Replmgr generates a transaction ID (if required) for the package, moves the outbound replication files to replmgr.box\ready, and then creates a mini-job for the scheduler to schedule the package. 
Some SMS 2003 and Configuration Manager 2007 components use transaction-based processing for replication jobs.  The individual components themselves request this feature at the time they generate a replication request for Replication Manager.  Replication Manager in turn generates a unique transaction ID for each replication job in such instances.  For each transaction-based replication request received by Replication Manager, the site transaction ID maintained in site server’s registry is incremented by one.  This incremented transaction ID is imbedded in the replication file transmitted to the destination site. This affects "transaction-based" replication objects (site control files, collections, packages, and status summarizers).  Transaction-based replication objects are named differently by Replication Manager.  They are given a three-letter filename extension of .RPT.  Non-transaction based replication objects processed by Replmgr are given a three-letter filename extension of .RPL. 
Each site server maintains the following: 
· It’s own unique Transaction ID in the following registry key:
HKLM\Software\Microsoft\SMS\Components\SMS_REPLICATION_MANAGER\Transaction ID.
This Transaction ID is used only for outbound replication traffic and is incremented by one for each new outbound replication request that requires a transaction ID.
· Transaction IDs from other sites (either parent or child) that it has received transaction enabled replication objects from.  The destination/receiving site writes transaction ID numbers contained within replication jobs received from source/sending sites to a history file at \SMS\Inboxes\Replmgr.box\history\sitecode.trs. 
Inbound replication jobs that use transactions must bear a transaction ID that is greater than the existing number for that object type that is contained in the sitecode.trs present on the destination site.  If this condition is met, the transaction is considered valid and the inbound replication objects are passed to the destination component/inbox.  If this condition is not met, the transaction is considered invalid and the replication objects are discarded by Replication Manager.  
Each time an inbound replication file with a higher transaction ID number than the ID number in the history is processed, a history file reset is performed. This updates the history file with the new highest number processed for that object type. Each receiving site creates a text history (.trs) file for each site (child or parent) that sends transaction-based replication jobs to it.  This process doesn’t ensure delivery of each replication object. Instead, it only guarantees that receiving site replication components won’t process older versions of a replication object that has already been processed by the site.
You might need to manually manipulate transaction IDs during site recovery processes.  For more information about these processes, refer to  APPENDIX E:  Transaction IDs and Site Recovery.
Scheduler
SMS_SCHEDULER is an SMSEXECUTIVE thread component that manages data transfer between sites and it is based on user-defined addresses and sending schedules.  SMS_SCHEDULER receives replication job requests from Replication Manager, Distribution Manager, and Hierarchy Manager and wakes up senders to transfer the files.  Scheduler also keeps track of the job status until sending is finished.  After the job is finished, Scheduler updates the status of the job to complete and then deletes the job.  
The Scheduler cycle consists of the following actions.  Note that scheduler cycles through this sequence of actions while the scheduler thread is active.
1.  Processing jobs – Scheduler processes the job requests created in inboxes\replmgr.box\ready by Replication Manager, Distribution Manager, and Hierarchy Manager.  This processing includes creating a single compressed package file that contains all the files located in the inboxes\replmgr.box\ready folder that are to be replicated.  An instruction file is also created that instructs the Despooler component what specific actions to take on the replicated package file.  The instruction and package files are created in schedule.box\tosend.
2.  Processing Routing Requests- Scheduler processes routing requests only on middle tier sites.  These requests are used to send packages from the middle tier sites to 3rd and lower tier sites.  This is done so that the parent site is required to send the package only to the middle tier site.  Subsequent sending to 3rd tier sites is accomplished by the middle tier site.  Routing requests exist only at the middle tier sites.
3.  Updating Send Request List – Scheduler updates the send request list after performing the processing specified in the first two steps above.
4.  Building Outbox Send Request Lists – Scheduler then updates the send request lists for the jobs waiting to be actively scheduled and sent.
5.  Checking Status of All Send Requests – Then scheduler loops through and checks the status (progress) of all send requests.  During this time Scheduler may attempt to suspend in-progress sender transmissions because of bandwidth throttling, address closure, etc.  If there are send requests that haven’t been updated for a long time, Scheduler tries to restart them.
6.  Scheduling All Unscheduled Send Requests – Scheduler performs scheduling of all send requests that are currently not scheduled for sending.
7.  Cleaning Up Routing Packages – Scheduler deletes routing requests older than 25 hours that do not have send requests still pending.
Sender
SMS_LAN_SENDER is an SMSEXECUTIVE thread component that uses an existing connectivity system to facilitate site-to-site communication and to send instructions data objects among sites.  LAN sender manages connections, ensures the integrity of transferred data, recovers from errors, and closes connections when they are no longer needed. It also honors the bandwidth controls defined by the address for the destination site.
COURIER_SENDER is an SMSEXECUTIVE thread component that writes site data on physical media such as compact discs, floppy disks, or tapes to be sent to other sites when the only available bandwidth is very limited.  On the sending site, SMS Administrators must create a courier sender address so that Scheduler will create the courier sender outbox. Administrators can open the Courier Sender program on the source site to create the outgoing parcel file. The administrator can copy the parcel file to removable storage media.  On the receiving site, the administrator opens the courier sender program and imports the parcel file from the media and unpacks the parcel files and sends them over to Despooler for processing.
RAS SENDERS include the following:
· Asynchronous line - Use Asynchronous RAS Sender for RAS communications over an asynchronous line.
· ISDN line - Uses ISDN RAS Sender for RAS communications over an ISDN line.
· X.25 line - Uses X25 RAS Sender for RAS communications over an X.25 line.
· SNA - Uses Systems Network Architecture (SNA) RAS Sender in RAS communications over an SNA link.
NOTE: SMS 2003 allows you to install the same sender type on multiple servers within a single site.  Configuration Manager 2007does not allow this configuration.  

Despooler
DESPOOLER is an SMSEXECUTIVE thread component that processes instruction files replicated by the Sender component on the source site and it performs the actions specified by these instruction files.  There are several different action types that can be specified by the instruction file.  Instruction files created by the Scheduler component on the source site are always sent AFTER the accompanying package file.  This ensures that Despooler does not try to initiate action on a package file that has not yet replicated or is only partially replicated to the destination site. 
How Despooler processes instruction files: 
1. If Scheduler on the source site creates both a package file and instruction file:

a) Sender on the sending site writes. PCK file to Despoolr.box\receive
b) Sender begins writing the instruction file as a .TMP file to Despoolr.box\receive and renames the *.TMP to *.SNI when done. The PCK and SNI files have the same name, but different filename extensions.
c) Despooler renames PCK file to DS_*.PKG
d) Despooler renames SNI file to DS_*.IST. The PKG and IST files will also have the same names but different filename extensions.
e) Despooler then takes the IST file name, gives it a PKG extension (only in a variable, not the actual file) and then tries to open the PKG file with this name.  This is done immediately after it logs "Begin to calculate..." in its log file.
2. If there is no package file, only an instruction:
a) Sender writes TMP files to Despoolr.box\receive and renames it to SNI when complete.
b) Despooler sees SNI file and checks for a matching PCK file. If not found, it renames the SNI file to DS_*.NIL. (This would be the case, for example, if a resynchronization instruction came from a parent site).
c) This instruction type doesn't have a signature, so you won't see the "Begin to calculate ..." entry in schedule.log. The instruction is run and the NIL file is deleted.
There's is also a scenario where Despooler receives an INS file instead of an SNI file, but this is handled the same way as “1. If Scheduler on the source site creates both a package file and instruction file:”
Instruction File Action Types
Typically, most instruction file action results in Despooler transferring the accompanying package file to replmgr\inbox.  Exceptions to this behavior include the following:   
· If the instruction file contains a software distribution package routing instruction, Despooler uses Scheduler to create a send request for the compressed package file or package delta file to be scheduled for sending to the destination site.  This send request functions on middle-tier sites to send existing packages from that middle-tier site to child sites.
· If the package file contains an inventory resync instruction, Despooler adds a resynchronization request file (*.cfg) in the \\<ServerName>\SMS_<SiteCode>\Clidata.src directory. 
· If the replicated package file contains inventory .mif files from child sites, Despooler copies them to dataldr.box. 
· Site Control files (*.ct0) replicated to child sites by HIERARCHY_MANAGER at a parent site are written to the child site’s \Despoolr\Receive folder.  Despooler at the child site bypasses Replication Manager and moves the new site control file to Hman.box.
· If the replicated package files contains a compressed package source file, Despooler itself updates the master compressed copy of the package on the site by merging the changes in the package content (or copies the .pck to the SMSPkg folder if this is an initial package replication ) instead of passing the package to Distribution Manager.  Despooler then updates the database with the package information. 
Replication Component Flow
Most replication flow is from the requesting component thread to Replication Manager to Scheduler to Sender on the outbound site to Despooler, Replication Manager, and then the applicable thread component on the receiving site.  However, two SMSExecutive thread components bypass Replication Manager on the outbound site in specific situations and directly contact the Scheduler thread to create a .job file and request that the Scheduler component schedule outbound replication.  These situations are as follows:
· Secondary site installation initiated at parent site – If CD installation is not selected, Hierarchy Manager on the parent site starts a processing thread to compress the installation files into the \inboxes\hman.box\Sitepkg.p* on the parent server.  Hierarchy Manager then creates a mini-job for Scheduler (bypasses replmgr) to replicate this site installation package.  
· Distribution Manager package source (.pck) replication - Distribution Manager bypasses Replication Manager on the source site and creates a job file (*.job) when replicating compressed package source files (*.pck). Scheduler processes the job request by waking up the appropriate sender to transfer the compressed package source (*.pck) file.  Note that Distribution Manager package source replication also bypasses Replication Manager on the receiving site.  Despooler updates the master compressed copy of the package on the destination site by merging the changes in the package content (or copies the .pck to the SMSPkg folder if this is an initial package replication.  Despooler then updates the database with the package information. Only then does Distribution Manager act on the package and perform the package action. The section above that details Despooler functionality also refers to four other circumstances in which Despooler on the receiving site bypasses Replication Manager on the destination site and copies replicated files to the appropriate SMSEXECUTIVE thread component inbox.
The 10,000 Foot View of Replication with Replication Manager 
This example assumes replication processes that do not bypass Replication Manager on neither the source (sending) site nor the destination (receiving) site.  
Sending Site
Normal intrasite components do their assigned work.  When assigned work includes data that must be replicated to a different site, the following actions occur:
1. A replication request is made to Replication Manager. The thread component places a replication file (*.RPL or *.RPT) in \inboxes\replmgr.box\outbound\priority). Replication Manager creates a replication job or mini-job in inboxes\replmgr.box\ready.  The mini-job is copied to schedule.box.
2. Scheduler creates a send request (.SRQ file) in the Schedule.box\Requests folder, an instruction file (.INS file) and a package file (.P* file) in schedule.box\tosend folder.  If the package is destined for a grandchild site, we also create and transmit a routing instruction file (.RPG).  After scheduling, the appropriate sender is selected and the send request (.SRQ) file is moved to the \inboxes\schedule.box\outboxes\sender\*.srq where sender is the name of the sender being used.  The Sender component renames \inboxes\schedule.box\outboxes\sender\*.SRQ to \inboxes\schedule.box\outboxes\sender\*.SRS and begins sending the data.   Sender updates the .SRS file during transmission.  When sending is complete, Sender creates a .DWS file in schedule.box.  Scheduler’s cleanup cycle deletes the .SRS and . DWS file. 
Destination Site
Despooler receives the data in Despool.box\receive. Despooler decompresses the package and transfers the accompanying package file to replmgr.box\incoming.  Replication Manager determines the target component and transfers the replication objects to the appropriate component’s inbox folder.
The Detailed Examination of Replication with Replication Manager
NOTE: This example assumes replication processes that do not bypass replmgr on either the source (sending) site or the destination (receiving) site. It sends a site control delta (change) file from a parent site to a child site, which is achieved by creating a comment on the properties of the child site (PR1) at the parent site (CEN) console.  You can see the following activity that results from creating the comment and then clicking “OK”:
HMAN.log
Sent the proposed site control image to PR1
SMS_HIERARCHY_MANAGER
5/16/2010 11:35:49 AM
4168 (0x1048)

Sent the proposed site control image to PR1
SMS_HIERARCHY_MANAGER
5/16/2010 11:35:49 AM
4168 (0x1048)
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Figure 3: Replication Object Created by Hierarchy Manager

Replication Manager begins to process the new replication request. Note that this is a transaction based replication, which is why the replication files have the.rpt filename extension.
Replmgr.log:

Scanning high priority outbound replication directory.
SMS_REPLICATION_MANAGER
5/16/2010 11:45:13 AM


Found 1 replication files
SMS_REPLICATION_MANAGER
5/16/2010 11:45:13 AM
5892 (0x1704)

There may be more replication files coming in, wait 5 seconds and scan again.
SMS_REPLICATION_MANAGER


Waiting for incoming replication files...
SMS_REPLICATION_MANAGER
5/16/2010 11:45:13 AM
4668 (0x123C)
Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 11:45:18 AM
5892 
Scanning normal priority outbound replication directory.
SMS_REPLICATION_MANAGER
5/16/2010 11:45:18 AM


Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 11:45:18 AM
5892 

Scanning low priority outbound replication directory.
SMS_REPLICATION_MANAGER
5/16/2010 11:45:18 AM
Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 11:45:18 AM
5892 

Minijob created.  Priority 1, transfer root (\\CEN\SMS_CEN\inboxes\replmgr.box\ready\1_1cobwp.PR1).

Waiting for outbound replication files...
SMS_REPLICATION_MANAGER
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Figure 4: Replication Objects Awaiting Action by Scheduler
[image: image7.jpg]Doutboxes
(Dorequests
El 2 outboxes. Dtosend
D Lan Duo
1 requests. 2]000000C7.108
12 tosend
Duo

(£ sinv.box

218

File Folder
File Folder
File Folder
File Folder
Task Object

3123/2009 12:54 AM
5162010 9:55 AM
5162010 9:56 AM
5/16{2010 11:45 AM
5162010 11:45 AM

A




Figure 5: The Scheduler Job/Minijob Created by Replication Manager

Scheduler monitors its inbox, \inboxes\schedule.box.  When it finds the minijob file (*.JOB), Scheduler creates the following:
· A compressed package file (*.p*) in folder \inboxes\schedule.box\to send.  This compressed file contains all files located in the applicable \inboxes\replmgr.box\ready\ folder.
· An instruction file (*.i*) for the just-created package in folder \inboxes\schedule.box\tosend
· A send request (.SRQ) file in folder \schedule.box\requests\ 
The folder schedule.box\requests is referenced as the “Unscheduled” outbox in log files.  This outbox is where all send requests queue up when they are not currently scheduled for sending.  Scheduler computes a signature for the package file. This signature is written to the instruction file (*.i*). If the package is destined for a grandchild site, a routing instruction file is also created.  
The send request (.SRQ) file is an instruction file for Sender.  This file contains sender priority, destination site code, preferred address of destination site, a job identifier, location of sender’s outbox, location and names of the package and instruction files, action codes, and routing information. 
After these three files are created, Scheduler schedules the package to be sent.  After scheduling, the send request (.SRQ) file is moved to \inboxes\schedule.box\outboxes\sender\ where sender is the name of the sender being used.  A send request ID is then generated. 
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Figure 6: Instruction and Package Files Created by Scheduler
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Figure 7: Send Request File Created by Scheduler
Scheduler.log

========  Starting Processing Cycle ( 5/16/2010 11:56:26 AM Eastern Daylight Time) ========
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

========  Processing Jobs  ========
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

<Activating JOB 000000C7> [Inter Site Replication]
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

Destination site:  PR1, Preferred Address: , Priority: 1
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

Instruction type:  MICROSOFT|SMS|MINIJOBINSTRUCTION|REPORTING
SMS_SCHEDULER
5/16/2010 11:56:26 AMCreating instruction file: \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.I10
SMS_SCHEDULER


Transfer root:  \\CEN\SMS_CEN\inboxes\replmgr.box\ready\1_1cobwp.PR1
SMS_SCHEDULER
5/16/2010 11:56:26 AM


Creating package file: \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.P3k
SMS_SCHEDULER
5/16/2010 

Begin to calculate signature on \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.P3k
SMS_SCHEDULER


Signature on \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.P3k is 7007CF2EEE38150211C46CE564CBEB0A2AC3FAA86D9FE70EBF5A2E3C0368CAE299E7269F9F5F751FED67F68E187779538A1718E2CE28285DB8A294343CEBEA815422721BE9C2EC2BD3F5D081C7CF6E3C7217628B840DABF8E6FC601695CF63AF654D03F2E8DFE571BD1C76337706E4293DA0E8118ECE3626058503E87229FC55
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 Hash algorithm ID on \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.P3k is 0x800C
SMS_SCHEDULER
Instruction (and package) file created.  Mark job active.
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

<JOB STATUS - ACTIVE>
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

<Updating JOB 000000C7> [Inter Site Replication]
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

Destination site:  PR1, Preferred Address: , Priority: 1
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

Created new send request ID:  1005JCEN
SMS_SCHEDULER
5/16/2010 11:56:26 AM
4336 (0x10F0)

Job count is 1.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0) 

========  Processing Routing Requests  ========
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

========  Updating Send Request List  ========
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

====  Found 1 send requests in outbox e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\requests.
Send Request 1005JCEN~    Job:        000000C7  DestSite:  PR1        FinalSite: ~    State:      Pending   Status:               Action:    None~    Total size: 1       k Remaining: 1       k Heartbeat: 11:56~    Start:      12:00     Finish:    12:00      Retry:
SMS_SCHEDULER)

========  Building Outbox Send Request Lists  ========
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

========  Checking Status of All Send Requests  ========
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

====  Checking send requests for outbox e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\requests.Checking unscheduled send request 1005JCEN
SMS_SCHEDULER
5/16/2010 

========  Scheduling All Unscheduled Send Requests  ========
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 

There is direct address to site PR1, no need for routing for send request 1005JCEN.
SMS_SCHEDULER
5/16/2010 

====  Scheduling send requests.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

Scheduling send request 1005JCEN.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

Selected outbox.  From: e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\requests to \\CEN\SMS_CEN\inboxes\schedule.box\outboxes\LAN.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

========  Cleaning Up Routing Packages  ========
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

Time to clean up completed jobs and send requests list.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

Deleting completed jobs.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

Deleting job data that's not associated with valid jobs.
SMS_SCHEDULER
5/16/2010 11:56:36 AM
4336 (0x10F0)

========  Finished Processing Cycle ( 5/16/2010 11:56:36 AM Eastern Daylight Time) ========
SMS_SCHEDULER


Sender begins processing the request.  When the .SRQ is written as \inboxes\schedule.box\outboxes\sender\*.srq, the applicable sender wakes up and reads the .SRQ.  The Sender checks the destination site address properties for transmission windows and transmission throttling.  If no transmission window is configured or if a configured transmission windows allows sending, Sender proceeds with preparation for transmission.  Sender changes the .SRQ extension to .SRS.  If using LAN sender, the Sender connects to the site share on the destination site (\inboxes\despoolr.box\receive) and begins transmission using any configured throttle settings.  Sender writes a compressed package file (*.pck) and a temp file (*.tmp) on the remote site server.  This *.tmp file is renamed to *.sni.  Sender frequently updates transmission status in the .SRS file during transmission. If Sender encounters an error, it will write an error status to the .SRS file.  When the data transmission is complete, the .SRS file is updated to a completed status and it is then deleted.  Sender creates <send request id>.DWS file in schedule.box.  What remains are a compressed package file and an instruction file on the destination site server.
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Figure 8: Send Request File Renamed by Sender Thread
Sender.log

Found send request.  ID: 1005JCEN, Dest Site: PR1
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

We have 0 active connections
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

Checking for site-specific sending capacity.  Used 0 out of 3.
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

We have 0 active connections
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

Created sending thread (Thread ID = 1540)
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

No (more) send requests found to process.
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

Waiting for new/rescheduled send requests, Maximum Sleep Time = 60 minutes
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5584 (0x15D0)

Trying the No. 1 address (out of 1)
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5440 (0x1540)

FQDN for server TchildPr is TchildPr.KDX.com
SMS_LAN_SENDER
5/16/2010 12:21:20 PM
5440 (0x1540)

Passed the xmit file test, use the existing connection
SMS_LAN_SENDER
5/16/2010 12:21:21 PM
5440 (0x1540)

Package file = e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.P3kInstruction file = e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.I10
SMS_LAN_SENDER

Checking for remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK
SMS_LAN_SENDER
5/16/2010 12:21:21 PMChecking for remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.SNI
SMS_LAN_SENDER
5/16/2010 12:21:21 PMChecking for remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP
SMS_LAN_SENDER
5/16/2010 12:21:21 
Attempt to create/open the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK
SMS_LAN_SENDER
5/16/2010 

Created/opened the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK
SMS_LAN_SENDER
5/16/2010 12:21:21 PM

Attempt to create/open the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK
SMS_LAN_SENDER
5/16/2010 

Created/opened the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK
SMS_LAN_SENDER
5/16/2010 12:21:21 PM

Sending Started [e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.P3k]


Attempt to write 1024 bytes to \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK at position 0
SMS_LAN_SENDER


Wrote 1024 bytes to \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK at position 0
SMS_LAN_SENDER
5/16/2010 

Attempt to write 450 bytes to \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK at position 1024
SMS_LAN_SENDER


Wrote 450 bytes to \\TchildPr.KDX.com\SMS_Site\1005JCEN.PCK at position 1024
SMS_LAN_SENDER
5/16/2010 

Sending completed [e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.P3k]

Attempt to create/open the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP
SMS_LAN_SENDER
5/16/2010


Created/opened the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP
SMS_LAN_SENDER
5/16/2010 12:21:21 PM


Attempt to create/open the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP
SMS_LAN_SENDER
5/16/2010 

Created/opened the remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP
SMS_LAN_SENDER
5/16/2010 12:21:21 PM


Sending Started [e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.I10]


Attempt to write 396 bytes to \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP at position 0
SMS_LAN_SENDER


Wrote 396 bytes to \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP at position 0
SMS_LAN_SENDER
5/16/2010 12:21:21 PM


Sending completed [e:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.I10]


Renaming remote file \\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP to \\TchildPr.KDX.com\SMS_Site\1005JCEN.SNI


Rename completed [\\TchildPr.KDX.com\SMS_Site\1005JCEN.TMP]
SMS_LAN_SENDER
5/16/2010 12:21:21 PM
5440 

Sending completed successfully
SMS_LAN_SENDER
5/16/2010 12:21:21 PM
5440 (0x1540)

We now see from replmgr.log entries that the replication objects have been sent successfully to the destination site server.  We’ll examine that in more detail below.  But before that, we’ll look at what remains on the originating site server and how SMS 2003 and Configuration Manager 2007 clean up after a replication job is successful.  This cleanup is performed by the scheduler cycle.
Files on the originating site server waiting Scheduler cleanup cycle:

· E:\Program Files\Microsoft Configuration Manager\inboxes\replmgr.box\ready\1_1cobwp.PR1
· E:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.I10
· E:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\tosend\000000C7.P3k
· E:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\outboxes\LAN\1005JCEN.SRS
· E:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\000000C7.JOB
· E:\Program Files\Microsoft Configuration Manager\inboxes\schedule.box\1005JCEN.DWS
schedule.log

========  Starting Processing Cycle ( 5/16/2010 12:55:16 PM Eastern Daylight Time) ========
SMS_SCHEDULER

====  Found 1 send requests in outbox \\CEN\SMS_CEN\inboxes\schedule.box\outboxes\LAN.
SMS_SCHEDULER

Send Request 1005JCEN~    Job:        000000C7  DestSite:  PR1        FinalSite: ~    State:      Working   Status:    Success    Action:    None~    Total size: 1       k Remaining: 0       k Heartbeat: 12:21~    Start:      12:21     Finish:    12:21      Retry:
SMS_SCHEDULER

========  Processing Routing Requests  ========
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

========  Updating Send Request List  ========
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

====  Found 1 send requests in outbox \\CEN\SMS_CEN\inboxes\schedule.box\outboxes\LAN.
SMS_SCHEDULER

Send Request 1005JCEN~    Job:        000000C7  DestSite:  PR1        FinalSite: ~    State:      Working   Status:    Success    Action:    None~    Total size: 1       k Remaining: 0       k Heartbeat: 12:21~    Start:      12:21     Finish:    12:21      Retry:
SMS_SCHEDULER

========  Building Outbox Send Request Lists  ========
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

========  Checking Status of All Send Requests  ========
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

====  Checking send requests for outbox \\CEN\SMS_CEN\inboxes\schedule.box\outboxes\LAN.
SMS_SCHEDULER

Checking send request 1005JCEN
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

Sending completed (1870 bytes/sec).
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

========  Scheduling All Unscheduled Send Requests  ========
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 

========  Cleaning Up Routing Packages  ========
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

========  Finished Processing Cycle ( 5/16/2010 12:55:16 PM Eastern Daylight Time) ========
SMS_SCHEDULER


Sleeping for maximum 10 seconds.
SMS_SCHEDULER
5/16/2010 12:55:16 PM
5280 (0x14A0)

========  Starting Processing Cycle ( 5/16/2010 12:55:26 PM Eastern Daylight Time) ========
SMS_SCHEDULER

========  Processing Jobs  ========
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

<Updating JOB 000000C7> [Inter Site Replication]
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)
Destination site:  PR1, Preferred Address: , Priority: 1
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

Send request was PENDING, now ACTIVE.
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

Send request has successfully completed.
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

<JOB STATUS - COMPLETE>
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

Deleting instruction file \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.I10
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

Deleting package file:     \\CEN\SMS_CEN\inboxes\schedule.box\tosend\000000C7.P3k
SMS_SCHEDULER
5/16/2010 

Deleting job package source [\\CEN\SMS_CEN\inboxes\replmgr.box\ready\1_1cobwp.PR1].
SMS_SCHEDULER

Deleting send request with ID: 1005JCEN.
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

Deleted job 000000C7.
SMS_SCHEDULER
5/16/2010 12:55:26 PM
5280 (0x14A0)

Job count is 0.
SMS_SCHEDULER
5/16/2010 12:55:36 PM
5280 (0x14A0)

=============

The replication cycle is now complete on the originating site server.

Destination site server:

The destination folder on the destination site server is \inboxes\despoolr.box\receive. This folder is the SMS_SITE share for the site server.  The Despooler process decompresses the instruction file and implements the instructions contained within that file – to decompress the package into the \replmgr.box\incoming folder. The excerpt from despoil.log listed below shows Despooler move the incoming replication object to Replication Manager.
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Figure 9: Replication Objects Arrive at Destination Site Server
Despool.log:

Found ready instruction 1005jCEN.sni
SMS_DESPOOLER
5/16/2010 1:10:13 PM
1100 (0x044C)

Used 0 out of 3 despooling threads
SMS_DESPOOLER
5/16/2010 1:10:13 PM
1100 (0x044C)

Verifying signature for instruction E:\PROGRAM FILES\inboxes\despoolr.box\receive\ds_uvbi1.ist of type MICROSOFT|SMS|MINIJOBINSTRUCTION|REPORTING
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

Created a new despooling thread CE0
SMS_DESPOOLER
5/16/2010 1:10:13 PM
1100 (0x044C)

CPublicKeyLookup::CPublicKeyLookup("CEN")
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

CPublicKeyLookup::CPublicKeyLookup("CEN") Initializing to file: E:\PROGRAM FILES\inboxes\hman.box\pubkey\CEN.pkcSMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

CPublicKeyLookup::GetNextKey() Getting Iteration: 2
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

CPublicKeyLookup::GetNextKey() Checking E:\PROGRAM FILES\inboxes\hman.box\pubkey\CEN.pkc for Key0
SMS_DESPOOLER
CPublicKeyLookup::GetNextKey() No Match Found, Trying E:\PROGRAM FILES\inboxes\hman.box\pubkey\CEN.pkp


CPublicKeyLookup::GetNextKey() Found Key: 0602000000A40000525341310004000001000100B525FED4E3E611BEF7BA1C92B21DBDC95ACE5D48556F95FEB6B0EE195FEC20C4A4C0DFEDBFDFD2068D15B7D677D8F509175B7750327E1B5313FBE966CDCA89D3E44C1D8D4CB28C29FC43A3B0B0A8CF10A8CFD98FC6854B2B9AF7C33CF726698A5A491F8E9B35677622644ECB0910D60972D69D3D9BEA4EA2692A9B2816864ACD

Begin to calculate signature on E:\PROGRAM FILES\inboxes\despoolr.box\receive\ds_uvbi1.pkg using hash algorithm ID 0x800C

Verified package signature from site CEN
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

CPublicKeyLookup::CPublicKeyLookup("CEN")
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

Signature checked out OK for instruction coming from site CEN, proceed with the instruction execution.
SMS_DESPOOLER

Executing instruction of type MICROSOFT|SMS|MINIJOBINSTRUCTION|REPORTING SMS_DESPOOLER
5/16/2010 1:10:13 Waiting for the next instruction....
SMS_DESPOOLER
5/16/2010 1:10:13 PM
1100 (0x044C)

Waiting for ready instruction file....
SMS_DESPOOLER
5/16/2010 1:10:13 PM
1100 (0x044C)

Moved E:\PROGRAM FILES\inboxes\replmgr.box\6lcuscu1.TMP\hsrm13y7.RPT to E:\PROGRAM FILES\inboxes\replmgr.box\incoming\1m5vy6qf.RPT
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

Despooler successfully executed one instruction.
SMS_DESPOOLER
5/16/2010 1:10:13 PM
3296 (0x0CE0)

Replication Manager analyzes incoming files and replicates the objects to appropriate inbox folders on the site server.  Below we will see that Replication Manager moves the replicated object to the \sitectrl.box\incoming\ folder.  Our test comment created on the parent site server is now in the inbox of Site Control Manager on the child site.
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Figure 10: Replicated Object is Moved to Replication Manager

Replmgr.log

Found 5 replication files
SMS_REPLICATION_MANAGER
5/16/2010 1:20:32 PM
2724 (0x0AA4)

There may be more replication files coming in, wait 5 seconds and scan again SMS_REPLICATION_MANAGER
5/16/2010 1:20:32 

Moved incoming replication file to E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1
Waiting for incoming replication files...
SMS_REPLICATION_MANAGER
5/16/2010 1:20:32 PM
2280 (0x08E8)

Found 1 replication files
SMS_REPLICATION_MANAGER
5/16/2010 1:20:37 PM
2724 (0x0AA4)

There may be more replication files coming in, wait 5 seconds and scan again.
SMS_REPLICATION_MANAGER

Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 1:20:42 PM
2724 

Scanning low priority outbound replication directory.
SMS_REPLICATION_MANAGER
5/16/2010 1:20:42 PM

Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 1:20:42 PM
2724 

Minijob created.  Priority 2, transfer root (\\TCHILDPR\SMS_PR1\inboxes\replmgr.box\ready\2_uxo6mc.CEN).


Waiting for outbound replication files...
SMS_REPLICATION_MANAGER
5/16/2010 1:20:42 PM
2724 

You might think that life is good now – our parent site server CEN successfully replicated our child site change to the desired thread on the child site PR1.  The site-to-site replication threads have completed their task of replicating the site change from the parent site where it was generated to the child site.  But that’s not the end of site change processing.  Child site processing includes generating a new site control file for the child site that incorporates the change just replicated from the parent site.  The new site control file generated by the child site is replicated to the parent site.  This processing begins after Replication Manager on the child site moves the replicated data to \sitectrl.box\incoming\ as shown in the extract of the log file above.  The Site Control Manager component wakes up and begins to process the change.
Sitectrl.log

Processing delta site control file "E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1"...


The delta site control file "E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1" contains a record submitted by the Microsoft.ConfigurationManagement.dll running as user KDX\Administrator on computer CEN at site CEN via the SMS SDK on Sun May 16 15:35:10 GMT.  The record was assigned the serial number 11 at site CEN.
SMS_SITE_CONTROL_MANAGER

STATMSG: ID=2807 SEV=I LEV=M SOURCE="SMS Server" COMP="SMS_SITE_CONTROL_MANAGER" SYS=TCHILDPR SITE=PR1 PID=1864 TID=3332 GMTDATE=Sun May 16 17:20:32.991 2010 ISTR0="E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1" ISTR1="Microsoft.ConfigurationManagement.dll" ISTR2="KDX\Administrator" ISTR3="CEN" ISTR4="CEN" ISTR5="2010 05 0 16 15 35 10 000" ISTR6="11" ISTR7="" ISTR8="" ISTR9="" NUMATTRS=0
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:32 PM
3332 (0x0D04)

Wrote temporary file "E:\PROGRAM FILES\inboxes\sitectrl.box\temp\00000030.ct0".
SMS_SITE_CONTROL_MANAGER

Copied file "E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0" to "E:\PROGRAM FILES\inboxes\sitectrl.box\history\0000002F.ct0".
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM

Moved file "E:\PROGRAM FILES\inboxes\sitectrl.box\temp\00000030.ct0" to "E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0".
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM
3332 (0x0D04)

The "Site Definition" item named "Site Definition" in the master site control file was modified.  Compare the file "E:\PROGRAM FILES\inboxes\sitectrl.box\history\0000002F.ct0" with the file "E:\PROGRAM FILES\inboxes\sitectrl.box\history\00000030.ct0" for more information.
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM
3332 (0x0D04)

STATMSG: ID=2814 SEV=I LEV=M SOURCE="SMS Server" COMP="SMS_SITE_CONTROL_MANAGER" SYS=TCHILDPR SITE=PR1 PID=1864 TID=3332 GMTDATE=Sun May 16 17:20:33.038 2010 ISTR0="Site Definition" ISTR1="Site Definition" ISTR2="E:\PROGRAM FILES\inboxes\sitectrl.box\history\0000002F.ct0" ISTR3="E:\PROGRAM FILES\inboxes\sitectrl.box\history\00000030.ct0" ISTR4="48" ISTR5="E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1" ISTR6="E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0" ISTR7="" ISTR8="" ISTR9="" NUMATTRS=0
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM
3332 (0x0D04)

Updated the master site control file "E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0", the new serial number is 48.

STATMSG: ID=2811 SEV=I LEV=M SOURCE="SMS Server" COMP="SMS_SITE_CONTROL_MANAGER" SYS=TCHILDPR SITE=PR1 PID=1864 TID=3332 GMTDATE=Sun May 16 17:20:33.038 2010 ISTR0="E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0" ISTR1="48" ISTR2="E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1" ISTR3="" ISTR4="" ISTR5="" ISTR6="" ISTR7="" ISTR8="" ISTR9="" NUMATTRS=0
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM
3332 

Copied file "E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0" to "E:\PROGRAM FILES\inboxes\sitectrl.box\history\00000030.ct0".
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM

Wrote a copy of the master site control file "E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0" to "E:\PROGRAM FILES\inboxes\sitectrl.box\outgoing\4dne1nk6.ct2" in SMS VarFile format.
SMS_SITE_CONTROL_MANAGER

Moved file "E:\PROGRAM FILES\inboxes\sitectrl.box\outgoing\4dne1nk6.ct2" to "E:\PROGRAM FILES\inboxes\hman.box\4dne1nk6.ct2".
SMS_SITE_CONTROL_MANAGER
5/16/2010 1:20:33 PM
3332 (

STATMSG: ID=2865 SEV=I LEV=M SOURCE="SMS Server" COMP="SMS_SITE_CONTROL_MANAGER" SYS=TCHILDPR SITE=PR1 PID=1864 TID=3332 GMTDATE=Sun May 16 17:20:33.053 2010 ISTR0="E:\PROGRAM FILES\inboxes\sitectrl.box\sitectrl.ct0" ISTR1="48" ISTR2="" ISTR3="" ISTR4="" ISTR5="" ISTR6="" ISTR7="" ISTR8="" ISTR9="" NUMATTRS=0

Deleted file "E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1".
SMS_SITE_CONTROL_MANAGER

Successfully processed delta site control file "E:\PROGRAM FILES\inboxes\sitectrl.box\incoming\lafk1w0y.CT1".

We see from this log information that child site PR1 wrote a new site control file that incorporated the change generated on parent site CEN.  Now Hierarchy Manager on the child site begins replication of the new PR1 child site control file to the parent site.

Hman.log

Sent the actual site control image to site CEN
SMS_HIERARCHY_MANAGER
5/16/2010 1:31:37 PM
3984 (0x0F90)

Created site control notification for site PR1
SMS_HIERARCHY_MANAGER
5/16/2010 1:31:37 PM
3984 (0x0F90)

STATMSG: ID=3306 SEV=I LEV=M SOURCE="SMS Server" COMP="SMS_HIERARCHY_MANAGER" SYS=TCHILDPR SITE=PR1 PID=1864 TID=3984 GMTDATE=Sun May 16 17:31:37.028 2010 ISTR0="E:\PROGRAM FILES\inboxes\hman.box\4DNE1NK6.CT2" ISTR1="Primary 1" ISTR2="PR1" ISTR3="48" ISTR4="" ISTR5="" ISTR6="" ISTR7="" ISTR8="" ISTR9="" NUMATTRS=0
Replmgr.log:

Found 2 replication files
SMS_REPLICATION_MANAGER
5/16/2010 1:48:25 PM
1328 (0x0530)

There may be more replication files coming in, wait 5 seconds and scan again.
SMS_REPLICATION_MANAGER

Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 1:48:30 PM
1328 (0x0530)

Scanning low priority outbound replication directory.
SMS_REPLICATION_MANAGER
5/16/2010 1:48:30 PM

Did not find any additional replication files.
SMS_REPLICATION_MANAGER
5/16/2010 1:48:30 PM
1328 (0x0530)

Minijob created.  Priority 1, transfer root (\\TCHILDPR\SMS_PR1\inboxes\replmgr.box\ready\1_1p3gri.CEN). There are jobs to site CEN of the same priority waiting to be sent, won't send this batch.
SMS_REPLICATION_MANAGER

Waiting for outbound replication files...
SMS_REPLICATION_MANAGER
5/16/2010 1:48:30 PM
1328 
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Figure 11: A New Replication Job Destined FOR Parent Site Started TO Complete Child Site Control Change Process.

Appendix A: Files Types Generated During the Site-to-Site Replication Process
The following file types are generated during the site-to-site replication process.
	File Type
	Description

	.sta
	Status message file.  Generated on clients to report different events.

	.srv
	File generated by Distribution Manager, which  contains a package server list.

	.ct0
	Master site control file. 

	.ct1
	Proposed site control file from Hierarchy Manager. 

	.ct2
	Site control file.

	.ct3
	Proposed site control file from other services, such as Inbox Manager or License Metering. 

	.dat
	Inventory data file for inventory to be sent to parent site. 

	.dws
	“Done with sending” – created by sender in schedule.box when it completes a sending.

	.ins
	Compressed instruction file for advertisements designates what advertisement goes with what collection. 

	.ist
	Instruction file, received from another site and  is compressed and evaluated to determine which component should process the package file. 

	.job
	Job file to be processed. 

	.lkp
	Lookup file that describes which recipients (such as GUIDs) are to receive the instruction file. 

	.nal
	Network Abstraction Layer (NAL) file that describes where to find the package contents.

	.nil 
	File name for decompressed instruction file, if there is no associate package file.

	.p*
	Package file to be sent to another site.

	.pck
	Package file received from another site. 

	.pkg
	Package file that describes the package contents. 

	.pkn 
	Package creation notification to Distribution Manager. 

	.rpl
	Replication file that does not require transaction processing. 

	.rpt
	Replication file that requires transaction processing. 

	.sni
	File extension for plain instruction.

	.srq
	Send request file generated by Scheduler.  Used to notify Sender of scheduled replication jobs.

	.srs
	Renamed.srq file.  Sender accomplishes the rename when it begins active replication of the job.

	.svf
	Status file from client and server components.

	.TMP
	Temp file mask for all instructions and package files.


APPENDIX B: Folder/Inbox Locations Used For Replication Processes
The following folder and inbox locations are used for replication processes.
Sending Site:
	%SMSroot%\inboxes\replmgr.box

	
	\inboxes\replmgr.box\history

	
	\inboxes\replmgr.box\incoming

	
	\inboxes\replmgr.box\outbound\

	
	\inboxes\replmgr.box\outbound\high

	
	

	
	\inboxes\replmgr.box\outbound\low

	
	\inboxes\replmgr.box\outbound\medium

	
	\inboxes\replmgr.box\process

	
	\inboxes\replmgr.box\ready

	%SMSroot%\inboxes\schedule.box

	
	\inboxes\schedule.box\outboxes

	
	\inboxes\schedule.box\outboxes\sendername  (can be multiple senders installed)

	
	\inboxes\schedule.box\requests

	
	\inboxes\schedule.box\tosend

	
	\inboxes\schedule.box\UID


Receiving Site:

	%SMSroot%\inboxes\despoolr.box\

	
	\inboxes\despoolr.box\receive

	%SMSroot%\inboxes\replmgr.box

	
	\inboxes\replmgr.box\history

	
	\inboxes\replmgr.box\incoming

	
	\inboxes\replmgr.box\outbound\

	
	\inboxes\replmgr.box\outbound\high

	
	\inboxes\replmgr.box\outbound\low

	
	\inboxes\replmgr.box\outbound\medium

	
	\inboxes\replmgr.box\process

	
	\inboxes\replmgr.box\ready


APPENDIX C: SMS/Configuration Manager Functionality and Site-to-Site Replication 
The following functionality might change or require consideration when you use site-to-site replication:
· Site-to-Site Communications Security
· Sender Pulse Mode
· Site Addresses and Address Data Transfer Rates
· Fan Out Package Software Distribution Package Replication
Site-to-Site Communications Security
By default, servers running Configuration Manager 2007 use signed communications when communicating with other sites. The receiving site has a copy of the public key of the sending site. Before it accepts the communication from another site, the receiving site tests the authenticity of the source using the public key of the sending site.  If this authenticity test fails, the replicated files are dropped on the destination site without further processing.
When a site fails, it loses its private/public keys.  New keys are created when the site is recovered. Before communications from the failed site will be accepted by other sites, the new public key of the failed site must be propagated to the other SMS/Configuration Manager sites. The failed site also loses its stored copies of the public keys of any other sites. Consequently, it will not accept communications from other sites until it has new copies of the public keys for the other sites.
You can use the Hierarchy Maintenance Tool (Preinst.exe) to perform a secure key exchange between parent and child sites during recovery.  
For more information about site to site communication signing, see Overview of Configuration Manager Cryptographic Controls:http://technet.microsoft.com/en-us/library/bb693798.aspx
For more information about the Hierarchy Maintenance Tools, see Hierarchy Maintenance Tool (Preinst.exe) : http://technet.microsoft.com/en-us/library/bb693624.aspx
Sender Pulse Mode
SMS 2003 SP1 and later versions and Configuration Manager 2007 support pulse mode.  This mode allows you to specify the size of the data blocks that are sent, and also to specify a time delay between sending each data block. Pulse mode can be configured in the properties of an address on the Rate Limits tab.  Pulse mode is useful when you have a very low network bandwidth available between sites.
Site Addresses and Address Data Transfer Rates
To control network load, you can schedule when SMS 2003 and Configuration Manager 2007 can use an address and the amount of network bandwidth that can be used when it sends to that address.  Also, to provide increased throughput or to act as a backup if some addresses are unavailable, you can define multiple addresses to each destination site.  If you define more than one address to a site, you can specify a priority for each address use for sending to that site. The results pane of the Configuration Manager console lists multiple addresses to a single destination site in priority order.
By default, the data transfer rate that SMS2003 and Configuration Manager 2007 sites will use to send data to an address (another site) is unlimited at all times. This means that when a site is transmitting data to another site, it could potentially consume 100% of the available bandwidth during the data transfer. However, you can limit how much connection bandwidth is used at different times of the day by setting maximum data transfer rate for the address. Setting limits on data transfer rates prevents SMS 2003 and Configuration Manager 2007 sites from consuming all the available bandwidth for the connection between the current site and the destination site. When you configure a maximum transfer rate for an address, the originating site will calculate the available bandwidth, and then apply the maximum transfer rate during the transmission process.  For example, if the maximum transfer rate for an address is set to 50%, SMS/Configuration Manager will achieve 50% bandwidth utilization by sending a block of data to the destination site, and then pausing for the same amount of time it took to send the data before sending another block of data. Repeating this process for each block of data sent to the address will effectively provide 50% bandwidth utilization during the transfer.
Note that when you enable a limit to the maximum transfer rate for a given site, you are limited to one concurrent sending.  This limitation takes precedence over the configured per site maximum concurrent sendings that is configured on the applicable sender.   
The default configuration on the Standard Sender for the maximum concurrent sendings is three.  This means that we can have three concurrent sendings to any remote site that we have an address for.  When we enable a Rate Limit  on a remote site address, we decrease to 1/3 or 33% the maximum possible data transfer rate.  This occurs because we reduce the number of concurrent sendings from the default of three to only one.  We cut the maximum transfer to only 1/6 or 16.67% of the default maximum transfer rate if we further configure a limit of 50% of connection bandwidth.  Be careful when configuring these limits to avoid inadvertently creating conditions that result in replication data being generated faster than it can be replicated between sites.  In this scenario, a backlog of unreplicated data can build up on the site.
Fan Out Package Software Distribution Package Replication
Fan-out distribution is a new feature in SMS 2003 SP1.  In Configuration Manager 2007, we refer to this functionality as “send from nearest site”.  It enables a mode of forwarding the compressed copy of a package to sites that are more than one tier below the central site.
Historically, the central site was solely responsible for creating requests to send the compressed copy of the package to child sites.  You might wonder  how this is handled in a site that is more than two levels deep:  For example, if you have a site hierarchy where Site A is the central site, Site B is a child site of Site A, and Site C is a child site of Site B, how does the file get from Site A to Site C?

The answer is in the magic of Scheduler.  If multiple active send requests referenced the same source file, then the operation was optimized somewhat.  In the scenario where the compressed copy of the package has to be sent to both Sites B and Site C, send requests are broken into master and slave send requests.  The file itself is sent once in the master send request, and then slave requests take care of forwarding the file further to child sites. Through this method, the file itself will only travel once across a given site-to-site link.

Scheduler looks to see if it has multiple send requests to non-directly addressed sites that have the same package that needs to be routed through the same address.  If it finds them it combines them into master/slave send requests.  The instruction file gets replaced with a “routing instruction” and this is sent only once to the sub-site.  At the sub-site the routing instruction creates a routing package and a RTR (routing request). Scheduler will change the RTR to multiple send requests that all reference the same routing package (RPG) file.  When Scheduler on the sub site begins to process the new requests this process could repeat itself yet again.  

However, this method only optimizes site-to-site replication for send requests that are created at approximately the same time.  This works great if a package is created on a central site and immediately distributed to distribution points on all child sites. It does not work if each site is added independently or one at a time.  In these scenarios, multiple active send requests would not be present at a given time, so we are essentially back to a “master-only” replication model – the file is sent across each site-to-site link to the child site.

APPENDIX D: SMSExecutive Service Thread Components that Use Site-to-Site Replication
The following SMSExecutive service thread components use site-to-site replication.
	Component
	Description

	OFFER MANAGER
	Offer Manager replicates advertisements to child sites.  Creates a file named SMS_<sitecode>\inboxes\replmgr.box\outbound\<Priority>_<ObjectID>.RPT. 
Replication Manager then creates a mini-job in SMS\inboxes\schedule.boz\ by using a sequentially numbered job file.

	DISTRIBUTION MANAGER 
	Distribution Manager manages the replication of package definition files and package source files from parent to child sites.  For package definition file replication, Distribution Manager creates a package (.pkg) file in SMS_sitecode\Inboxes \Replmgr.box\Outbound\Normal\<ObjectID>.RPT.  Replication Manager then creates a mini-job in SMS\Inboxes\Schedule.box\ by using a sequentially numbered job file. 
Distribution Manager also manages package status and creation and replication of package status messages.

	COLLECTION EVALUATOR 
	Collection Evaluator on child primary sites inputs collection rules in a .psd file, replicates collection definition or deleted notifications to each child site using normal replication processes - replmgr, scheduler, sender.  On secondary sites, collection rules that are replicated to secondary sites are stored in a *clf file.

	INVENTORY DATALOADER
	Hardware Inventory .mif files are forwarded from child sites to their parent using normal replication processes – replmgr, scheduler, and sender. Site attach - child site converts all inventory data in its site database to .mif files and this data then replicates up the parent chain.

	DESPOOLER
	Despooler processes replication instruction files from the current site as well as parent and child sites.   Despooler reads the file instruction files in order to determine what action to take.

	DISCOVERY DATA MANAGER
	All child sites forward discovery data to their parents. Secondary site DDR  processing - Secondary sites send all DDRs to their parent for processing.  After processing is complete there, the parent site replicates a *.pdr file back down to the secondary site server and replicates the .ddr to its parent site.

	INVENTORY PROCESSOR
	All child sites forward inventory data to their parents. Secondary sites forward inventory data to their parent site by using standard replication processes.

	HIERARCHY MANAGER
	Hierarchy Manager replicates the heartbeat site control file up the site hierarchy and ensures that each parent site’s database contains the up-to-date configuration.  
Site Control files replicated to child sites use normal replication paths to transmit the data to the child site..  However, Despooler at the child site bypasses Replication Manager and moves the new site control file directly to Hierarchy Manager.  
Secondary site installation initiated at parent site - Hierarchy Manager creates a mini-job to send a Setup package to the secondary site server.  When  installation is selected,  Hierarchy Manager starts a thread to compress the installation files into the \Inboxes\Hman.box\Sitepkg.p*folder on the parent server; then creates a mini-job for Scheduler (Replication Manager) to replicate this site installation package.  *.ct2 on the new site is replicated back to the back to the parent site. Secondary site’s parent site replicates to its parents. 

	SOFTWARE INVENTORY PROCESSOR
	The Software Inventory Processor (SinvProc) reads inventory information in the form of .SIC (full report) and SID (delta report) files from the\inboxes\auth\sinv.box\ inbox, and the \inboxes\sinv.box inbox. It parses the file, and updates the database with the new inventory information. 
The reports may also contain collected files, in which case the files are written to \inboxes\sinv.box\FileCol\.  If running on a child site, the inventory data is packaged into a set of binary files and replicated to the parent.  Secondary sites replicate inventory data to their parent site where the data is added to the site database.  This inventory data is further replicated from child to parent  sites.

	SITE CONTROL MANAGER
	Site Control Manager replicates site control files between sites.  Changes made at a parent site are replicated to child sites as .CT1 files.  After child sites process the parent sites changes, the child site replicates a .CT2 file back to its parent site.

	OBJECT REPLICATION MANAGER
	Object Replication Manager (ORM) provides the infrastructure to do basic site to site replication of various kinds of SMS objects.  
· ORM is responsible for creation of replication objects on the parent site. It has a mechanism to register various object types for replication. After it is registered, the database table for the object on the parent site is monitored.  If there are changes to the object, different files (depending on object type) get dropped into the \inboxes\objmgr\ folder and the parent site thread processes these objects and serializes them to files that constitute replication jobs. It then makes a call to replication manager to replicate these changed objects to all sites.  Object Replication Manager uses transaction based  replication (transaction IDs). 
· On the child site, when replication manager drops incoming  replication files into the \inboxes\objmgr\ folder, ORM  processes these files and calls into the appropriate base classes to  insert, delete, or update the appropriate object on the child site.  
The different types of objects that Object Replication Manager replicates in Configuration Manager 2007 are the following:
· Configuration Items 
· Update Sources 
· Software Update Categories 
· SDM Packages 
· EULAs (End User License Agreements)
· Device Setting Items 

	CI ASSIGNMENT MANAGER
	CI Assignment Manager runs on every primary site in the hierarchy, managing CI Assignments and replicating them to  other sites.  It also manages changes to CI Assignment objects such as addition and deletion of CIs and changes to CI Assignment properties. 
When a new CI Assignment is added, updated or  deleted, CI Assignment Manager gets notified via a database trigger. This causes it to create a new replication file for that CI Assignment and send it down to all its primary child sites. When the child site’s CI Assignment Manager receives this file it updates the database of the site accordingly. 
For more information about Configuration Items see About Configuration Baselines and Configuration Items:
http://msdn.microsoft.com/en-us/library/cc144216.aspx

	SMS_OFFER_STATUS_SUMMARIZER
	Monitors for and gathers offer status data from advertisement  status messages raised by clients.  Summarized status is replicated up the site hierarchy to Advertisement Status Summarizer on the parent sites.

	SMS_SITE_SYSTEM_STATUS_SUMMARIZER
	Monitors and gathers data on disk space, network accessibility and availability state for all server roles.  Summarized status is replicated up the site hierarchy.

	SMS_COMPONENT_STATUS_SUMMARIZER
	Monitors and gathers component status messages and availability state for all servers.  Summarized status is replicated up the site hierarchy.

	SMS_OFFER_STATUS_SUMMARIZER
	Monitors for and gathers offer status data from advertisement status messages raised by clients.  Summarized status is replicated up the site hierarchy.

	SMS_STATUS_MANAGER
	Monitors for status messages and applies all enabled status filter rules to each  received message.  This includes replication of messages up the site hierarchy.


APPENDIX E: Transaction IDs and Site Recovery
This appendix provides information about using Transaction IDs during a site recovery.  
Each site server maintains the following: 

· It’s own unique Transaction ID in the following registry key:
HKLM\Software\Microsoft\SMS\Components\SMS_REPLICATION_MANAGER\Transaction ID.
This Transaction ID is used only for outbound replication traffic and is incremented by 1 for each new  outbound replication request that requires a transaction ID.
· Transaction IDs from other sites (either parent or child) that it has received transaction enabled replication objects from.  The receiving site writes transaction ID numbers contained within replication jobs received from sending sites to a history file at \SMS\inboxes\replmgr.box\history\sitecode.trs. 
Note that the registry entries for a specific site are on the sending site and the sitecode .trs files are on the receiving sites. To re-enable transaction-based replication on a recovered site, increment the transaction ID on the recovered site instead of deleting sitecode.trs files on multiple sites that the failed site communicated with.  This action has the following advantages:
· When incrementing the transaction on the recovered site, a single change to the registry key indicated above is required on the recovered site server.  If sitecode.trs files are deleted on other site servers instead, it is necessary to delete the file on every site server in the communication chain that the recovered has sent a transaction-based replication job to in the past. 
· After deleting a sitecode.trs file on a site server, the first transaction-based replication job received from the sending site server will be processed and the transaction ID will be recorded to a new sitecode.trs.  This might result in replication jobs being processed out of order, as the processed replication job may or may not be the first job sent to the recovered site server after the recovery is completed.  If replication jobs are processed out of order, valid replication jobs can be discarded.
The recovering site's transaction ID should be larger than the highest number in any TRS file on sites that will receive transactions from the recovering site. The transaction ID rolls over at 4,294,967,295, so there should be plenty of room to increase it.  Note that transaction ID numbers are written as base 16 (hexadecimal) numbers in the registry.  These must be converted to base 10 before making calculations.
Typical methods to arrive at a number to change this value in the registry are as follows: 
· When recovering sites restored with an SMS Backup or ConfigMgr backup:  Multiply the number of days the site was down times 1,000, and then add this to the current value of the Transaction ID.
· When you recover sites without an SMS Backup or ConfigMgr Backup:  If there are few sites in the hierarchy, open the \SMS\Inboxes\Replmgr.box\history\sitecode.trs files on the recovering site's parent and all child sites and look for the highest number. Add 20 to this number.  If there are many sites in the hierarchy: Open a 5 percent to 10 percent random sample of \SMS\Inboxes\Replmgr.box\history\ sitecode.trs files on other sites, looking for the highest number. Use both parent and child sites as references. Make sure that your sample sites have connected to the recovering site as recently as any other sites; check the client agent time in the resource explorer on these computers, as they are also clients.  The highest number found in the .TRS files should be doubled or increased by 1 million, whichever makes a smaller increase.
For more information about the Backup SMS Site Server Task, see Scenarios and Procedures for Microsoft Systems Management Server 2003: Maintenance, Backup and Recover and  Appendix C: The Backup SMS Site Server Task: http://technet.microsoft.com/en-us/library/cc181719.aspx
For more information about the Backup ConfigMgr Site Server Task, see Backup ConfigMgr Site Server Task Overview: http://technet.microsoft.com/en-us/library/bb633003.aspx
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