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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

AT SEATTLE
MICROSOFT CORPORATION,
- L] Y 2 "I r‘
Plaintiff, CaseNo.C].l -0222
v COMPLAINT
JOHN DOES 1-11 CONTROLLING A
COMPUTER BOTNET THEREBY **FILED UNDER SEAL**
INJURING MICROSOFT AND ITS
CUSTOMERS,
Defendants.

Plaintiff MICROSOFT CORP. (“Microsoft™) hereby complains and alleges that JOHN
DOES 1-11 (*Defendants™) are controlling an illegal, notorious, and world-wide computer
network known as the “Rustock botnet,” made up of end-user computers connected to the
Internet, which Defendants have infected with malicious software, and which Defendants
consequently can and do direct and control for nefarious and illegal purposes through servers
connected to the Internet.

NATURE OF ACTION

1. This is an action based upon: (1) the Computer Fraud and Abuse Act (18 U.S.C.

§ 1030), (2) CAN-SPAM Act (15 U.S.C. § 7704), (3) trademark infringement under the
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Lanham Act (15 U.S.C. § 1114), (4) false designation of origin under the Lanham Act (15
U.S.C. § 1125(a)}, (5) trademark dilution under the Lanham Act (15 U.S.C. 1125(c}), (6)
common law trespass to chattels, (7) common law conversion, and (8) unjust enrichment.
Microsoft seeks injunctive and other equitable relief and damages against Defendants for their
creation and ongoing use of the “Rustock™ Botnet, which has caused and continues to cause
irreparable injury to Microsoft, its customers and the public.

PARTIES

2. Plaintiff Microsoft is a corporation duly organized and existing under the laws of
the State of Washington, having its headquarters and principal place of business in Redmond,
Washington.

3. The Defendants control server sofiware operating from and through the
Command and Control IP Addresses/Domains set forth at Appendices A and B, which is used
to cause harm to Microsoft, its customers and the public.

4., Microsoft is unaware of the true names and capacities of the Defendants sued
herein as John Does 1-11, inclusive, and therefore sues these Defendants by such fictitious
names. Defendants own, operate and control the Rustock Botnet from and through the
Command and Control IP Addresses/Domains set forth at Appendices A and B.

5. Microsoft will amend this complaint to allege the Defendants’ true names and
capacities when ascertained. Microsoft will exercise due diligence to determine Defendants’
true names, capacities and contact information, and to effect service upon those Defendants.

6. Microsoft is informed and believes and therefore alleges that each of the
fictitiously named Defendants is responsible in some manner for the occurrences herein alleged,
and that Microsoft’s injuries as herein alleged were proximately caused by such Defendants.

7. The servers located at or hosting the Command and Control IP
Addresses/Domains are maintained by the companies set forth at Appendices A and B to this
Complaint.

8. The actions and omissions alleged herein to have been undertaken by the
Defendants were undertaken by each Defendant individually, were actions and omissions that
COMPLAINT 2 Onmick Herrington & Sutciffe LLP
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each Defendant authorized, controlled, directed, or had the ability to authorize, control or direct,
and/or were actions and omissions each Defendant assisted, participated in, or otherwise
encouraged, and are actions for which each Defendant is liable. Each Defendant aided and
abetted the actions of the Defendants set forth below, in that each Defendant had knowledge of
those actions and omissions, provided assistance and benefited from those actions and
omissions, in whole or in part. Each of the Defendants was the agent of each of the remaining
Defendants, and in doing the things hereinafter alleged, was acting within the course and scope
of such agency and with the permission and consent of other Defendants.

JURISDICTION AND VENUE

9. This action arises out of Defendants’ violation of the Federal Computer Fraud
and Abuse Act (18 U.S.C. § 1030), CAN-SPAM Act (15 U.8.C. § 7704) and the Lanham Act
(15 U.8.C. §§ 1114, 1125(a), (c)). Therefore, the Court has subject matter jurisdiction over this
action based on 28 U.S.C. § 1331. This is also an action for trespass io chattels, unjust
enrichment and conversion. Accordingly, this Court has subject matter jurisdiction under 28
US.C. § 1367.

10.  Defendants have directed acts complained of herein toward Washington, have
utilized instrumentalities located in Washington to carry out the acts alleged in this Complaint,
and engage in other conduct availing themselves of the privilege of conducting business in
Washington. In particular, Defendants have used server software operating from and through
the Command and Control IP Addresses/Domains to control a network of compromised user
computers, called a “botnet,” which is used by Defendants to conduct illegal activities, thereby
causing harm to Microsoft as well as Microsoft’s customers and other members of the public in
Washington.

11.  Defendants have directed actions at Washington, including specifically the
Western District of Washington, by directing malicious computer code at the computers of
individual users located in Washington and the Western District of Washington specifically,
infecting those user computers with the malicious code and thereby making the user computers
part of the “botnet,” which is used to injure Microsoft, its customers and the public. Figure 1
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depicts the geographical location of user computers in Washington to which Defendants are

known to have directed malicious code, causing them to become infected and part of the botnet:

Figure 1

12.  Defendants have undertaken the foregoing acts with knowledge that such acts
would cause harm through user computers located in Washington, thereby injuring Microsoft,
its customers and others in Washington and elsewhere in the United States. Therefore, this
Court has personal jurisdiction over Defendants.

13.  Pursuant to 28 U.8.C. § 1391(b), venue is proper in this judicial district. A
substantial part of the events or omissions giving rise to Microsoft’s claims, together with a
substantial part of the property that is the subject of Microsoft’s claims, are situated in this
judicial district. Venue is proper in this judicial district under 28 U.S.C. § 1391(c) because the
Defendants are subject to personal jurisdiction in this judicial district.

FACTUAL BACKGROUND

A. Rustock’s Architecture Provides A Platform For World-Wide lllegal Activity

1. Overview of Rustock Architecture

14.  Botnets are networks made up of tens of thousands and sometimes, as is the case
with Rustock, over one million infected end-user computers around the world. Malicious actors

often use botnets because of their ability to support a wide range of illegal conduct, their resilience
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against aftempts to disable them, and their ability to conceal the identities of the malefactors
controlling them. They provide a very efficient general means of controlling huge numbers of
computers and targeting any action internally against the contents of those computers or externally
against any computer on the Internet.

15.  Rustock is a “botnet” and is made up of end-user computers that have been
infected, via the Internet, with malicious software (“malware™) that places them under the control
of Defendants, who use the infected end-user computers for a variety of illegal activities. Rustock
significantly harms Microsoft, its customers, and the public, and if allowed to continue operating,
will only increase the damage it inflicts.

16.  Rustock has a muiti-tier architecture. The lowest tier, the “Infection Tier,” consists
of approximately one million Rustock-infected end-user computers. The Infection Tier performs
Rustock’s daily illegal activities, such as sending out enormous volumes of spam e-mail. The
middle tier in Rustock’s architecture, the “Control Tier,” consists of specialized Command and
Control Servers that relay commands and information to the Rustock-infected end-user computers
in the Infection Tier. On information and belief, the top tier in Rustock’s architecture, the
“Command Tier,” which is effectively obscured behind the Control Tier, is made up of the
computers that Defendants use to control and direct the Command and Control Servers. This

hierarchical architecture is depicted in Figure 2.

Figure 2
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2. The Infection Tier
17.  The Infection Tier in the Rustock architecture is made up of a large number of

Rustock-infected end-user computers of the type commonly found in businesses, living rooms,
schools, libraries, and Internet cafes around the world. For example, between January 22, 2011
and February 4, 2011, Microsoft detected that Rustock-infected end-user computers connected to
the Internet from over 1,300,000 unique IP addresses around the world. The locations of these

addresses world-wide are shown in Figure 3.

Figure 3

W Sen Antarsifca

18.  Analysis by Microsoft and independent researchers indicates that Rustock uses
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several methods to infect end-user computers. One method involves using malware known as a
“Trojan downloader” that infects the end-user computer with Rustock malware, often along with
other types of malware that, upon information and belief, are used to steal the user’s confidential
information and/or enlist his or her computer in other illegal conduct. In general, Defendants are
constantly engaged in infecting additional end-user computers with Rustock malware. To counter
them, numerous software providers and software security firms are constantly engaged in trying to
disinfect those computers. However, this is a complex task: owners of infected computers would
need to undertake a specific investigation to even become aware of the infection, something many
consumers are unable to undertake independently,

19.  Reliable analyses estimate that there are upwards of one million Rustock-infected
end-user computers in the world. Defendants direct these Rustock-infected end-user computers to
generate and send out a staggering volume of unsolicited bulk e-mail, commonly known as
“spam.” For example, in one 45 minute period on January 25, 2010, Microsoft’s investigative
team directly observed a single Rustock-infected end-user computer generate approximately 7,500
spam messages. At various times in 2010, Rustock was credited with generating between 20%
and 60% of all spam on the Internet. Recent data shows that Rustock’s capacity to send out
massive volumes of spam remains strong.

20.  The vast majority of Rustock-generated spam e-mails promote counterfeit or
unapproved generic pharmaceuticals from unlicensed and unregulated on-line drug-sellers, A
large number of Rustock’ spam e-mails use the trademarks of a well-known pharmaceutical
manufacturer, Pfizer, Inc. to promote counterfeit pharmaceuticals. Still other Rustock spam e-
mail used both Pfizer’s and Microsoft’s trademarks to promote these pharmaceuticals. Other
Rustock spam samples used Microsoft’s “Microsoft,” “Hotmail,” and “Windows” trademarks (the
“Microsoft Marks™) to lure recipients into a confidence scam known as “advance fee frand,” in
which spammers attempt to convince recipients that they’ve won a lottery and that they need to
send the spammers some amount of money to collect the larger lottery winnings. On information
and belief, most, if not all, owners of Rustock-infected end-user computers are unaware that their
computers are infected and operating as part of the Rustock botnet, or that their computers are
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sending out spam messages.

3. The Defendants Command The Rustock-Infected End-User Computers
Through the Control Tier

21.  The second level of the botnet, the Control Tier, is comprised of Command and
Control Servers' that, upon information and belief, Defendants have purchased or leased and
which they use to relay commands to control the Rustock-infected end-user computers of the
Infection Tier. There are presently approximately 96 Rustock Command and Control Servers
operating on the Internet. The number and locations of the Command and Contro]l Servers may
change over time, and Microsoft and other security-researchers monitor Rustock to detect these
changes.

22.  The Rustock Command and Control Servers send Rustock-infected end-user
computers information and instructions over the Internet that force the Rustock-infected end-user
computers to send out spam messages without the knowledge, approval, or involvement of the
end-users. On information and belief, the spam sent out by Rustock-infected end-user computers
is based on “spam-templates™ or resource files that the end-user computers receive from the
Rustock Command and Control Servers.> On information and belief, spam templates or resource
files containing Microsoft trademarks are stored on the Rustock Command and Control Servers.
The Rustock-infected end-user computers use these templates and resource files to generate the
spam that they send out.

23.  The Rustock Command and Control Servers listed in Appendix A are located at IP
addresses that are associated with computers physically located at data centers or web hosting

companies’ operated by third-parties in the United States. Defendants have either purchased or

' The term “Command and Control Servers” refers either to physical server computers in the Command Tier
completely dedicated to supporting Rustock, or may be Rustock server software running on computers that might
also be running software that is not connected to Rustock.

? The term “spam-template” refers to a file that contains what amounts to a pre-written spam message with certain
information such as the “To” address and the date represented by variables (essentially, placeholders) that can be
replaced with actual information before sending. The term “resource file” refers to a type of file commonly used in
software applications that stores strings of text, images, or other information in a way that can be accessed and used
by other software programs.

? The term “hosting company” refers to a type of company that specializes in offering computer hardware, software,
connection to the Intemet, technical support, and other services to companies or individuals seeking to have a website

or some other presence on the Internet.
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leased these computers, or purchased a subscription plan that allows them to run Rustock

command and control software on these computers.

B. RUSTOCK DIRECTLY INJURES MICROSOFT'S CUSTOMERS

1. Overview of Harm To Microsoft And Its Customers

24.  Microsoft is a provider of the Windows operating system, Hotmail e-mail services
and a variety of other software and services. Microsoft has invested substantial resources in
developing high-quality products and services. Due to the high quality and effectiveness of
Microsoft’s products and services and the expenditure of significant resources by Microsoft to
market those products and services, Microsoft has generated substantial goodwill with its
customers, has established a strong brand, has developed the Microsoft name and the names of its
products and services into strong and famous world-wide symbols that are well-recognized within
its channels of trade. Microsoft has registered trademarks representing the quality of its products
and services and its brand, including the Microsoft Marks.

25.  The activities carried out by the Rustock botnet, described in detail above, and the
numerous resulting injuries to the public at large and Microsoft’s customers, injure Microsoft and
its reputation, brand and goodwill because users subject to the negative effects of the Rustock
botnet may incorrectly believe that Microsoft is the source of computer problems caused by the
botnet. Microsoft is similarly injured because the botnet directs a large amount of spam e-mail to
users of Microsoft’s e-mail services. Microsoft and its customers must bear this heavy burden and

customers may incorrectly believe that Microsoft is to blame for the spam e-mail.

2. Rustock’s Unauthorized Intrusion Into Microsoft’s Customers’
Computers

26.  The most direct injury to Microsoft’s customers is the installation of the Rustock
malware on their computers without their authorization or knowledge. Rustock malware is
specifically designed to infect and run on computers equipped with the Windows operating
system, which is licensed by Microsoft to end-users. End users’ computers can become infected
with Rustock malware through a variety of mechanisms, some of the most common of which are
visiting an infected website where a Trojan downloader designed to download Rustock is staged,
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or opening an infected attachment to an e-mail.

27.  The installation of Rustock malware in and of itself damages the user’s computer
and the Windows operating system on the user’s computer. During the infection of an end-user’s
computer, Rustock malware makes changes at the deepest and most sensitive levels of the
computer’s operating system including the kernel, registry, and systems files. It installs its own
kernel mode-driver and intercepts and processes various Windows driver-requests. It alters the
behavior of various Windows operating system routines by manipulating various registry key
settings. It replaces Windows files with files of the same name that contain the Rustock malware.
It installs software that it needs to generate spam and to communicate with the Rustock Command
and Control Servers. Microseft’s customers whose computers are infected with Rustock malware
are damaged by these changes to Windows, which alter the normal and approved settings and
functions of the user’s operating system, and destabilize it, and which result in the customers’
computers being forcibly drafted into the botnet.

28.  Customers are usually unaware of the fact that their computers are infected and
have become part of the Rustock botnet. Even if aware of the infection, they lack the technical
resources or skills to solve the problem, allowing their computers to be misused indefinitely.
Even with professional assistance, cleaning a Rustock-infected end-user computer can be
exceedingly difficult, time-consuming, and frustrating.

3. Microsoft Customers’ Computers Are Used in Criminal Activity

29.  Once infected with Rustock malware, the end-user’s computer is under the control
of the Rustock bot-herder and used by the Defendants for illegal activities. The primary function
of a Rustock-infected end-user computer is to send out a very large quantity of illegal spam e-mail
each day of its operation. Furthermore, the spam e-mails sent out by Rustock-infected end-user
computers illegally infringe the trademarks of Microsoft and other companies. Rustock spam
promotes pharmaceutical products that have been shown to be counterfeit, unlicensed, and
poientially dangerous to purchasers. Customers are harmed by having their computers impressed

into these illegal, harmful, and potentially criminal activities.
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4. Microsoft’s Customers’ Computer-Resources Are Utilized for Ilicit
Purposes

30. A Rustock-infected end-user computer’s processing power, memory,

communications bandwidth, and other resources are used for the high volume of processing, data
transfer and connections to the Internet that the Rustock-infected end-user computer engages in.
For example, Figure 4 shows the tiny handful of Internet connections made by an uninfected

Windows computer (circled) over the course of almost six hours.
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31.  Incontrast, Figure 5 shows the enormous number of Internet connections made in a
mere 24 minutes by a Rustock-infected end-user computer. The Rustock-infected end-user
computer made the three normal commections of the baseline computer, but in addition, it
performed 1406 unique lookups for various DNS “A” hosts on the Internet, 2238 unique lookups
for DNS “MX™ records for mail servers on the Internet, attempted to send spam e-mail to 1376 e-

mail servers on the Internet, including to a number of Hotmail and MSN e-mail account

customers; and in addition made 22 connections to Command and Control Servers or other servers

on the Internet. The computing power and resources devoted to Rustock’s nefarious activities are

unavailable for the customer’s legitimate uses.

Figure 5
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5. Microsoft Customers Are Directly Targeted by Rustock’s Spam
Campaigns

32.  Microsoft customers are also targeted by Rustock spam campaigns. For example,
during the four-day period between October 26, 2010 and October 29, 2010, Rustock-infected
end-user computers sent approximately 34 million e-mails to roughly 50 million Hotmail
accounts, resulting in an average of approximately eight million spam e-mails per day, providing a
good approximation of the total amount of Rustock spam sent to Hotmail customer accounts on
any given day. Approximately 450,000 of these e-mails got through Microsoft’s spam filters and
reached Microsoft’s Hotmail customers. The very large amount of spam reaching Microsoft’s
Hotmail customers frustrates them and diminishes their regard for Hotmail and Microsoft. Aside
from the harm done to Microsoft Hotmail account customers resulting from the sheer volume of
Rustock spam bombarding their Hotmail accounts, Rustock’s spam attempts to lure them into
confidence schemes hatched by the spammers or other activities that will lead to further potential
injury, such as purchasing counterfeit or unapproved pharmaceuticals on the Internet.

33.  Pharmaceutical counterfeiting, heavily promoted by Rustock, is, in essence, a
crime of fraud, trick, and deceit. Counterfeiters deceive patients into believing that the products
they offer are safe and effective medicines from trusted pharmaceutical companies such as Pfizer,
upon whose integrity they have relied to receive medicines that permit them to live happier and
healthier lives. In reality, however, counterfeit pharmaceutical products place human lives at
grave risk. And patients who order pharmaceuticals online in response to spam e-mail promotions

are particularly likely to place their health at risk.

6. Microsoft Pays The Cost Of Protecting Hotmail Account Customers
From Rustock Spam

34.  Microsoft, as a provider of online e-mail services such as Hotmail, must maintain
spam filters to stop Rustock spam from reaching its customers. Rustock was acknowledged as the
largest known spam botnet in the world at its 2010 peak, with an estimated capacity to send over
40 billion spam e-mails per day, including to users of Microsoft’s Hotmail e-mail service. Known
as the “King of Spam” in the Internet security community at that time, Rustock was estimated to

disseminate approximately 40 percent of the world’s spam ¢-mail. While the volume of spam
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attributed to Rustock fluctuates over time, recent data shows that Rustock is continuing in 2011 as
major contributor of spam on the Intemet. Microsoft Hotmail systems are the target of a
substantial volume of Rustock spam. The sending of vast amounts of spam e-mail to Microsoft’s
Hotmail e-mail services imposes a burden on Microsoft’s Hotmail systems, and requires

Microsoft to expend substantial resources in an attempt to defend against and mitigate its effects.

7. Microsoft Pays The High Cost of Assisting Customers Whose
Computers Are Infected By Rustock

35.  Additionally, Microsoft devotes significant computing and human resources to
combating Rustock infections and helping customers determine whether or not their computers are
infected, and if so, cleaning them. Customers’ frustration with having to deal with Rustock
infections on their computers diminishes their regard for Windows and Microsoft, and tarnishes
Microsoft’s reputation and goodwill.

FIRST CLAIM FOR RELIEF
Violation of the Computer Fraud & Abuse Act, 18 U.S.C, § 1030

36.  Microsoft realleges and incorporates by reference the allegations contained in
paragraphs 1 through 35 above.

37.  Defendants: (1) knowingly and intentionally accessed Microsoft customers’
protected computers and Microsoft’s protected computers without authorization or in excess of
any authorization knowingly caused the transmission of a program, information, code and
commands, and as a result of such conduct intentionally caused damage without authorization
to the protected computers (18 U.8.C. § 1030(a)(5)(A)); and (2) intentionally accessed the
protected computers without authorization, and as a result of such conduct caused damage and
loss (18 U.S.C. § 1030(a)}(5)(C)).

38.  Defendants’ conduct has caused a loss to Microsoft during a one-year period
aggregating at least $5,000.

39.  Microsoft has suffered damages resulting from Defendants’ conduct.

40.  Microsoft seeks compensatory and punitive damages under 18 U.S.C. § 1030(g)
in an amount to be proven at trial.
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41.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

SECOND CLAIM FOR RELIEF
Vielation of CAN-SPAM Act, 15 US.C. § 7704

42.  Microsoft realleges and incorporates by reference the allegations contained in
paragraphs 1 through 35 above.

43.  Microsoft is a provider of Internet access service. Microsoft enables users to
access content, including proprietary content, electronic mail, and other Internet services.

44,  Defendants initiated the transmission of unsolicited, bulk spam e-mail, which are
commercial electronic messages, via the Rustock botnet, through Microsoft customers’
computers and through Microsoft’s computers, which are used in interstate and foreign
commerce and communication, to thousands or millions of computers, which are also used in
interstate and foreign commerce and communication and are “protected computers” as defined
by 18 U.S.C. § 1030(e)}(2)(B).

45. By sending messages via the Rustock botnet, Defendants initiated the
transmission of commercial electronic mail messages, to protected computers that contained
materially false or misieading header information in violation of 15 U.8.C. § 7704(a)1).

46.  Defendants initiated the transmission of commercial electronic messages to
protected computers with actual or fairly implied knowledge that the subject headings of the
messages would likely materially mislead recipients regarding the contents or subject matter of
the message in violation of 15 U.S.C. § 7704(a)2).

47.  Defendants transmitted to protected computers commercial e-mail messages that
did not contain a functioning return electronic mail address or other Internet-based mechanism
that recipients could use to contact Defendants and indicate their desive to opt-out of future
messages from Defendants, in violation of 15 U.S.C. § 7704(a)(3).

48.  Defendants initiated the transmission to protected computers of commercial
electronic messages that did not provide (a) clear and conspicuous identification that the
i 15 O Horgt & Suite LP
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message was an advertisement or solicitation; (b) clear and conspicuous notice of the right to
decline to receive future message; or (¢} a valid physical postal address of the sender, in
violation of 15 U.8.C. § 7704(a)(5).

49.  Defendants’ unsolicited, bulk e-mails were sent as part of a systematic pattern

and practice that did not conspicuously display a return electronic mail address by which the

recipients could submit to the true sender a reply requesting that no further commercial e-mails

be sent to the recipient.

Cw ~ O U b W N =

50.  As adirect result of Defendants’ actions, Microsoft has suffered harm in an
9 | amount to be determined at trial.

10 51.  Microsoft is entitled to the greater of actual damages or statutory damages in

11 | accordance with 15 U.S.C. § 7706(g)(1)(B).

12 32.  Oninformation and belief, Defendants’ actions were willful and knowing,

13 } entitling Microsoft 1o aggravated damages in accordance with 15 U.S.C. § 7706(2)(3)(C).
14 533.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
15 | suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will

16 | continue unless Defendants’ actions are enjoined.

17 THIRD CLAIM FOR RELIEF
18 Trademark Infringement Under the Lanham Act - 15 U.S.C, § 1114 e. seg.
19 34.  Microsoft realleges and incorporates by this reference each and every allegation

20 | set forth in paragraphs 1 through 35 above.

21 55.  Defendants have used the Microsoft Marks in interstate commerce.

22 36.  The Rustock botnet uses counterfeit copies of the Microsoft Marks in spam e-
23 | mail, including through the software operating from and through the Command and Control

24 | Servers. By doing so, Defendants are likely to cause confusion, mistake, or deception as to the
25 || origin, sponsorship, or approval of the spam e-mail and material promoted through the spam e-
26 | mail.

27 57. By using the Microsoft Marks falsely in connection with spam e-mail,

28 | Defendants are likely to cause confusion, mistake, or deception as to the origin, sponsorship, or
A N O s

Seattle, Washington 28104-7097
tel+1-205-838-4300

L




W 00~ D o bR W N -

N RO RN N NN N RN = o e ed ek a3 ek =k e WA
O ~I O AW N a2 SO 0N AW N SO

Case 2:11-cv-00222-JLR Document 1 Filed 02/09/11 Page 17 of 48

approval of the e-mail sent by the Rustock Botnet.

58.  Asaresult of their wrongful conduct, Defendants are liable to Microsoft for
violation of this provision of the Lanham Act.

59.  Asadirect result of Defendants® actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

60.  Defendants’ wrongful and unauthorized use of the Microsoft Marks to promote,
market, or sell products and services constitutes trademark infringement pursuant to 15 U.8.C. §
1114 et seq.

FOURTH CLAIM FOR RELIEF

False Designation of Origin Under The Lanham Act — 15 U.S.C. § 1125(a)

61.  Microsoft realleges and incorporates by this reference each and every allegation
set forth in paragraphs 1 through 35 above.

62.  The Microsoft Marks are distinctive marks that are associated with Microsoft
and exclusively identify Microsoft’s business, products, and services.

63.  The Rustock Botnet makes unauthorized use of the Microsoft Marks. By doing
so, Defendants are likely to cause confusion, mistake, or deception as to the origin, sponsorship,
or approval of the conduct, actions, products and services carried out by or promoted by
Defendants and the Rustock Botnet, including software operating from and through the
Command and Control Servers.

64.  As aresult of their wrongful conduct, Defendants are liable to Microsoft for
violation of this provision of the Lanham Act.

65.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

FIFTH CLAIM FOR RELIEF
Trademark Dilution Under The Lanham Act— 15 U.S.C. § 1125(¢c)

66.  Microsoft realleges and incorporates by this reference each and every allegation

o v Ot Hertton & Susie LL?

Seattle, Washington 86104-7087
tel+1-206-839-4300
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set forth in paragraphs 1 through 35 above.

67.  The Microsoft Marks are distinctive marks that are associated with Microsoft
and exclusively identify Microsoft’s business, products, and services.

68.  The Rustock Botnet makes unauthorized use of the Microsoft Marks. By doing
so, Defendants are likely to cause dilution by blurring and dilution by tarnishment of the
Microsoft Marks.

69.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

SIXTH CLAIM FOR RELIEF

Common Law Trespass to Chattels

70.  Microsoft realleges and incorporates by this reference each and every allegation
set forth in paragraphs 1 through 35 above.

71.  Defendants’ actions in operating the Rustock Botnet result in unauthorized
access to the computers of Microsoft and its customers and result in unsolicited, bulk electronic
mail being sent to, from or through the computers of Microsoft and its customers.

72.  Defendants intentionally caused this conduct and this conduct was unauthorized.

73.  Defendants’ actions have caused injury to Microsoft and its customers and
imposed costs on Microsoft and its customers, including time, money and a burden on the
computers of Microsoft and its customers, as well as injury to Microsoft’s business goodwill
and diminished the value of Microsoft’s possessory interest in its computers and software.

74.  Asaresult of Defendants’ unauthorized and intentional conduct, Microsoft has
been damaged in an amount to be proven at trial.

75.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.

COMPLAINT , 18 Orrick Herrington & Sutcliffe LLP

701 5th Avenue, Sulte 5600
Seattle, Washington 88104-7007
tel+1-206-838-4200
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SEVENTH CLAIM FOR RELIEF
Conversion

76.  Microsoft realleges and incorporates by this reference each and every allegation
set forth in paragraphs 1 through 35 above.

77.  Defendants have willfully interfered with and converted Microsoft’s personal
property, without lawful justification, as a result of which Microsoft has been deprived of
possession and use of its property.

78.  Asaresult of Defendants’ actions, Microsoft has been damaged in an amount to
be proven at trial.

79.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

EIGHTH CLAIM FOR RELIEF
Unjust Enrichment

80.  Microsoft realleges and incorporates by this reference each and every allegation
set forth in paragraphs 1 through 35 above.

81.  The acts of Defendants complained of herein constitute unjust enrichment of the
Defendants at Microsoft’s expense in violation of the common law.

82.  Defendants accessed, without authorization, computers running Microsoft’s
software or computers which otherwise belong to Microsoft.

83.  Defendants used, without authorization or license, the facilities of Microsoft’s
software and computers which belong to Microsoft to, among other acts, deliver malicious
software, support the Rustock Botnet, infringe Microsoft’s trademarks, deliver unsolicited, bulk
e-mail and deceive users.

84.  Defendants’ actions in operating the Rustock Botnet result in unauthorized
access to the computers of Microsoft and its customers and result in unsolicited, bulk electronic
mail being sent to, from or through the computers of Microsoft and its customers.

o ? Ok Hetiogion & Suife LLP

Seattle, Washington 88104-7097
tel+1-206-839-4300
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85.  Defendants profited unjustly from their unauthorized and unlicensed use of
Microsoft’s software and the computers of Microsoft and its customers.

86.  Defendants had an appreciation and knowledge of the benefit they derived from
their unauthorized and unlicensed use of Microsoft’s software and the computers of Microsoft
and its customers.

87.  Retention by the Defendants of the profits they derived from their unauthorized
and unlicensed use of Microsoft’s software and the computers of Microsoft and its customers
would be inequitable.

88.  Defendants’ unauthorized and unlicensed use of Microsoft’s software and use of
the computers of Microsoft and its customers have damaged Microsoft in an amount to be
proven at trial, and Defendants should disgorge their ill-gotten profits.

89.  Asadirect result of Defendants’ actions, Microsoft has suffered and continues to
suffer irreparable harm for which Microsoft has no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff Microsoft prays that the Court:

1. Enter judgment in favor of Microsoft and against the Defendants.

2. Declare that Defendants conduct has been willful and that Defendants have acted
with fraud, malice and oppression.

3. Enter a preliminary and permanent injunction enjoining Defendants and their
officers, directors, principals, agents, servants, employees, successors, and assigns, and all
persons and entities in active concert or participation with them, from engaging in any of the
activity complained of herein or from causing any of the injury complained of herein and from
assisting, aiding or abetting any other person or business entity in engaging in or performing
any of the activity complained of herein or from causing any of the injury complained of herein.

4, Enter a preliminary and permanent injunction isolating and securing the botnet
infrastructure, including the software operating from and through the Command and Control IP
Addresses/Domains and placing that infrastructure outside of the control of Defendants or their
COMPLAINT 20 Orrick Herrington & Sutdiiffe LLP

701 5th Avenue, Suite 5600

Seattle, Washingtan 23104-7097
tel+1-206-839-4300
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1 | representatives or agents.
2 5. Enter judgment awarding Microsoft actual damages from Defendants adequate to
3 | compensate Microsoft for Defendants’ activity complained of herein and for any injury
4 | complained of herein, including but not limited to interest and costs, in an amount to be proven
5 | attral.
6 6. Enter judgment disgorging Defendants’ profits.
7 7. Enter judgment awarding enhanced, exemplary and special damages, in an
8 | amount to be proved at trial,
9 8. Enter judgment awarding attorneys’ fees and costs, and
10 9. Order such other relief that the Court deems just and reasonable.
1"
12 | Dated: Febnmry._z_, 2011. ORRICK, HERRINGTON & SUTCLIFFE LLP
13
14
15 .
16 Ranjit Narayanan (WSBA No. 40952)
rnarayanan{@orrick.com
17 701 Sth Avenue
48 Suite 5600
Seattle, WA 98104-7097
19 Telephone: +1-206-839-4300
Facsimile: +1-206-839-4301
20 Of counsel:
21 Gabriel M. Ramsey (pro hac vice application pending)
gramsey(@orrick.com
22 Jacob M. Heath (pro hac vice application pending)
jheath@orrick.com
23 1000 Marsh Road
24 Menlo Park, CA 94025
Telephone: +1-650-614-7400
25 Facsimile: +1-650-614-7401
26 Attorneys for Plaintiff Microsoft Corp.
27
28
COMPLAINT 21 Orrick Hemrington & Sutciffe LLP
701 Sth Avenue, Sulte 5800
Seaftle, Washington 68104-7007
tel+1-208-839-4300
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DEMAND FOR JURY TRIAL

Microsoft respectfully requests a trial by jury on all issues so triable in accordance with
Fed. R. Civ. P. 38.

Dated: February \E’ , 2011, ORRICK, HERRINGTON & SUTCLIFFE LLP

By:

le L. Box {(WSBA No. 37534
jeox(@orrick.com

Ranjit Narayanan (WSBA No. 40952)
rnarayanan{@orrick.com

701 5th Avenue

Suite 5600

Seattle, WA 98104-7097
Telephone: +1-206-839-4300
Facsimile; +1-206-839-4301

Of counsel:

Gabriel M. Ramsey (pro hac vice application pending)
gramsey(@orrick.com

Jacob M. Heath (pro hac vice application pending)
jheath@orrick.com

1000 Marsh Road

Menlo Park, CA 94025
Telephone: +1-650-614-7400
Facsimile: +1-650-614-7401

Attorneys for Plaintiff Microsoft Corp.

COMPLAINT 22 Orrick Herrington & Sutcliffe LLP

701 5th Avenue, Suite 5600
Segttle, Washington 98104-7097
tal+1-206-339-43200
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IP Addresses OF Location OFf The Data Centers, Hosting Companies

Command And  Where Defendants Have Placed Fhe Commueand And Control Servers
Control Servers

204.45.118.202
204.45.118.250

204.45,121.130

FDCservers.net, LLC

45.119.2 141 W. Jackson Blvd., Suite 1135
204.45.119.10 Chicago, IL 60604
204.45.119.18

204.45.11926  |And/or

204.45.119.34

204.45.119.42  [1500 Champa St.
204.45.119.50  [Denver, CO 80202
204.45.119.74

204.45.119.82  [And/or

204.45.119.90

204.45.121.18 (15204 Kishwaukee Valley Rd.
204.45.121.34  [Woodstock, IL 60098
204.45.121.42

204.45.121.50

204.45.121.58

173.208.131.178
173.208.141.154
173.208.143.90
173.208.163.242
173.208.163.178
204.12.217.218
204.12.217.98
173.208.128.50
173.208.143.114

09.197.144.138 ‘Wheolesale Internet Datacenter LLC
69.197.158.250 Wholesale Internet, Inc.
69.197.161.34
173.208.143.194 324 E. 11th St.
173.208.154.90 Suite 1000
204.12.192.250 Kansas City, MO 64106
204.12.217.42
204.12.217.250  |And/or
204.12.237.202
204.12.243.34 1102 Grand Blvd, Suite 905
204.12.243.42 |Kansas City, MO 64106
204.12.243.58
204.12.248.66
208.110.82.186
204.12.217.218
169.197.158.242




Case 2:11-cv-00222-JLR Document 1 Filed 02/09/11 Page 25 of 48

204.12.220.122
208.110.71.58

64.120.144.69
64.120.149.117
64.120.153.117
{64.191.38.165
64.191.53.37
64.191.59.245
66.96.224.213
66.197.161.181
66.197.251.69
96.9.180.21
96.9.182.101
96.9.182.197
96.9.183.149
66.96.214.53

64.191.18.149

173.212,241.42
173.212.241.50

173.212.243.114
173.212.214.194

BurstNET Technologies, Inc.
d/b/a Network Operations Center, Inc.

420-422 Prescott Ave
Scranton, PA 18510

F96.0.203.82
96.0.203.90
96.0.203.98
96.0.203.106
96.0.203.114
06.0.203.122

173.83.26.26
173.83.26.34
96.9.169.53

Ecommerce, Inc.

1774 Dividend Dr
Columbus, OH 43228

74.86.210.134
208.43.17.44
208.43.18.12
208.43.40.148
208.101.27.108
208.101.27.72
74.86.210.133
173.192.135.98
173.192.135.99
208.43.157.96
173.192.135.102
67.228.206.92
174.36.237.84
208.43.102.220

Softlayer Technologies

c/o Infomart Data Center Facility
1950 North Stemmons Freeway
Dallas, TX 75207-3118

and

4030 Lafayette Center Dr.
Chantilly, VA 20151

and
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c/o Sabey carrier hotel
3355 S. 120th Place
Tukwila, WA 98168

08.126.42.26 VPLS Inc. d/b/a Krypt Technologies

[ ‘ - [T300 Southi Grand Ave -
Santa Ana, CA 92705

And/or

One Wilshire

624 South Grand Ave
Los Angeles, CA 90017
And/or

600 West 7th Street, Suite 530
Los Angeles, CA 90017

And/or

800 South Hope
Los Angeles, CA 90017

66.79.162.86 DCS Pacifie Star, LLC
66.79.163.102
66.79.162.138 5050 El Camino Real, Suite 238 and/or 268
Los Altos, CA 94022

69.50.197.191 Atjeu Publishing LL.C / Atjeu Hosting LL.C

1515 West Deer Valley Road
Bldg C-103
Phoenix, AZ 85027

98.141.220.194 Reliable Hosting Services, LLP
98.141.220.226

76.161.33.58 11513-19 Sunset Hills Road
Reston, VA 20190
96.31.81.44 Noc4Hosts Inc.

4465 W. Gandy Blvd
Suite 812
[Tampa FL 33611
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s Registries:

Verisign Naming Services

21345 Ridgetop Circle
4% Floor
Dulles, VA 20166

Afilias USA, Inc.
Building 3, Suite 105
300 Welsh Road
Horsham, PA 19044

¢ Domains:

gbsup.com
djl004daiywyed62wd.me
osgh0agsinpspyo.info
pan00c4sshiwgi.info
ovnQ0elprixiSbébodr.name
db600rgsairyc.com
pre015koynvhkigjal.name
pf703fivipluauo.com
rj7089ht31wdyxettj.info
cme070vafafcsrh.info
ipj07fyuft62nxih.name
fgw07sow850ofbe0.com
aws07th6sI38vv.me
bap07yd2syjafp.name
IdvO7yigrplsju.com
oeelaZatch31tsrp07n.net
qq70aixymnlowclg.info
voeDamtb2theg.net
afelavd85efvdjy.name
1100bBelOrehe?762p70xr.net
ts70brfitisf.name
bvDOcfxmgpirddij.me
irnGesbtrnv70o0.com
hel0e7sk62ycdhexbu.net
i850eaqdpoch)77afc.net
rff0edbdyjbeyl.name
xwbOeikesriess54.name
pwrOenkgc4ubS4sn.net
70c0epgigtgyv00xi.me
31vlepoqpqwadneal.com

Domains and Registries

07fhvk3feedeedwir.me
igmbhwaBcbifidBfuo.net
83mhx1cvibatijbx.name
thuhxspadaa.info
r83hxwopfotn.me
kdbhygfyuwquf.info
bsqi16fd2tihom69kt.net
qgnid1 w7 7xwynoys.net
axoiBgjifoygsobBc.info
gvaié9wwujsdobn.name
5bei70leuqchbm.name
edaiacf46ibua.com
yhtiafiaybxybgm.net
hkriahfrtbm31vba.name
B5sialfsschdkrm.info
dkxibhuabmOsho.me
elkicmthxpmswef.me
dvbid207 7wglhv.net
tsmidhbykgk231cu.name
djyidw31jhukcbs.me
theidyeDcddrg.com
uljiebveddecmtyb.name
j23isiacalaBé2h.info
h8ciel4693cmbugifs.name
intieldgteui.info
cififduanticjho.com
vgiifnd1cseedgni.me
B5bifoeekdyjy.com
rxgifurhfé@sihy07.name
vicigfvwixyq.info

miibygfofSdo.info
fobyx3fkorG2rvm.info
fmfcicvmiqgaad3gb.name
olnc41cjbkndoyuB9k.info
iencdabwrafpc.name
kelc4duptiic.name
4dncdfdqnyjxjfkmb.name
rbbedjkvsfgoo.net
wikpcdideomnit.info
v3acdmkttuxficd.name
vecdxuusxkrhge.name
ihacdyrfhcygbBxgr.name
vsfcb4dfubmfcbo.net
ssxc54rw3f38lohf70.info
yqdc62mkywwddke.info
2avc§9oxrS4kew15mt.net
ykbe85rpntiicie7. me
00kc8cjgbfcsd24dg.me
ckmcaischbf3ic.name
wk8cabpuoxcwem.com
x8cacacuajpajj.net
ibBcafwvsyeqbBgbp.com
jigcatejfwrq.me
hwtcawn1Smksmjo.info
hnmcaxosesqgogg.me
oescb31ot46oer.me
S5bocb646xyhqcl.info
85xch7ektth899 ox.net
2axch93aminifnaf.me

3frchafwb6dctvqgv.com
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ximQeqvksjmp.net
btiGermli07gbBmedc.net
tgsOesgnaelnjm38.info
et70fhpbitib.net
hj00fwpgblxgepn.namse
rs00gfik8cejau.info
ipe0gm9aidlifwdgsp.net
uoeDiojpfovuqpfbd.com
[j70klepssba.name
ri0Okgte7ymlvdddd.com
jk70lifnetb1cd9h.com
Ixe0lieeyd9bmjogt.info
twellplhbtsh.com
kreOnixsnfca8kxmbi.net
nvelrspgfSbuvur3st.name
dcO0tvoriseveq.me
a000wb6bcinetpSh.com
bmeOwkcb93padne7cs.com
cdeQype7ve7hl15fug.info
uc31318cwvojmv.name
nek1515wid1ugbbxkv.com
lji162agrfisxro.name
mtm4562dgwgfwyc.info
tpm15d3fivnxipray.me
3fe15e7gwvBSyagk.info
y7015ifdynrdys.info
cbp150shnpwB2m.com
feq15mecyuo1sSu.com
thd15wvnh5bidc.net
nfc18x00gxruigm.info
dwa150mmkykkpfaa.me
xt319acc?70erpwmbe.me
2aatatfafmixbhbgc.name
wil1cdicvmswhbb.net
cb61cgpdhwi cjttf.info
uim1cgqohsd9iwlap.name
pfald9magnvoqj.com
ayalhdxcl00ax.me
b31jqigvybbo.name
#t31mynwivkwiwgn.net
eb31ppvwgwoabaf.info
gmaiqceordcib.me
tvatre85jfal38shgb.com
kd31sh8cTeljd9cbmwa.me
rc31umxssden.net
pr31x9alejxyybju.com
vd31xi544dfddnfmm.me
ioa1xorbtfigrpb.name
cop23acbwb9iib.net
ibi23bhsseepgi.me

B90igxk85ruyqyng.info
liyihejpmsbm70.com
ubxihynedimix0e.info
e70ihypdjhgbtiy.name
afgii62uvahi.info
15diic4ufee700i.me
mxbiilxisdfjc62s.com
nuxikfcuSb9aeryal.me
ra8ikt70ajslesi.info
xmnim85lesswp.info
oynimtgowltwwyj.me
aqringxiskte23.me
193i0023mahd2afqot.com
fd9ioxknxxtypih.name
wbdipathxddmdd2.me
3feipemhpovighv.com
yofigimud07i.com
dvwimcdvfcsshe.name
d2eisgxqpicie.info
eblisicwjbcb.name
qvhitekamwkkyy.net
dhnitfixpdnfé8ach.com
rehitynrea@pvsmOe.info
e7liu461cotctn69.com
gtniuftnkkprqn.me
saoiuio7esujc.info
pxyiulinetd70eou.name
i85iuvejfeagan93a.me
irsiv70bfadih.info
cqsiwkokuerivp.net
euwixdkcb3tut.info
abpixeZaaalccih.com
vktixfrwwbpbh.com
medixokemmil15.info
m2aixsglewyif5.info
cjdiyfSwnerq.info
Ikniyue15cwj.net
yqviyuihctn.net
kkjjdOveckvcgses.net
rkyj6907]3800d2rma.com
quljé8ririjbxjjb.me
atcjalelcwrpgsxv.name
v38jafagbgrtbb.me
joajafdkwplge.net
70tjamxShsuvrb3im.name
qppjanb6djpscrd2e.info
nvijb6umatfimksj.name
uh3jcbdhedunt.com
lijcpapledp.info
nxijdotvddhpk.name

cjgcbbdafejgahidx.com
uagcbbhhxxrypo.name
t15chdcbouhfjcdv.info
coochdtwd2widf3f.info
sedcbduxqugigdh.com
jelcbepond2f.info
mn8cbfbdatfSomwiv.com
pxdcbhnpuugre.name
dmccbmyvs85shoov.com
jlhcbpgeejevig.me
egmcbpupdebdgi.net
xawchga1ffpykv.name
fSfcbgm8cejmen.info
iwvcbrmnf3talgee.net
fitcbrppé2xpkub.net
pSbcbtpmbikhvicd.me
mY9acc46mri5Slggeebm.me
{7ecclencwnd.net
dfScenq77xsoq.me
23cceqgmibi2qa.net
x9accwwnpwawuhyi.net
ec8cd2krigfpcO7th.name
mafcd946f70fe7atu.info
vnicdxckiBSry.net
kefcoeasagfb8csb.net
ssucegsfmtcj.com
csncejnhpvat.me
Oefcetgfcvxowh.name
QeicfdoaBveos.me
vilcfid9akngn2aa07.info
diveg93gpiio8c62.name
snxcgmoqwhici.info
pnech8507kglalw.com
bédchspsuf77bnbbde.info
xnjcibxhxeesdn.com
ge/cietgjhaimbume
mbaciosskowfc.net
awbcivbneyqs.me
prvej15uxickxmuf.info
Oeecjavbrkynx9aw.info
bj1cjwh6vijto3i.name
deuckeTurpckit2ik.me
gldckerjaalareald.net
b7eckmvsd@djot.info
cbgcknde7bdudidfkfx.com
23qclkhocygBcxas.me
dfgcimaf3rvebdxl.name
f5achxwmdadtn.name
h15cmbdeiyowf.net
ibbemebbukseesb.com



Case 2:11-cv-00222-JLR Document 1 Filed 02/09/11 Page 30 of 48

kdt23gremasxit.net
tia23lbsn23icbg00dn.info
tai23nb6rvi5kd.me
sff23054xgle7kp.me
weu23p00wco00frt.com
xmf23poeewdfSbru.info
aym23uubhcdkd.me
bdd293iongsrn3sot.me
jd62a23a1viisfwdifc.net
ngb2a23uokcgra.me
lgp2aicipnqjbdn.info
31o2akkknriwjtabe.name
qbd2Zagefaluut.me
dqd2aute7euddi85.me
saf2avc7eqwhm00qg.me
yhd2be7uvpfon.me
dx62gucdurjm85.net
usB2ialpkkijklvp.net
rc62107cbfn703fwojux.com
sbd2mcjchjooqgiod.me
vi62pe7pa70dbedpmn.com
xf62svif31vicwidf.me
fad2und9cdsiv7 Teymf.net
imd2uoxpB954vw.net
suGvdxcrc62hny.info
cbB2xbipuixpde7eb.info
K¥62xyhSaveapixqc.info
15h31230jbmobsadylw.info
hgi3146mvb31igley.net
6903 1envphfnm.me
ifg31gwasnbwkr.com
aab31mhaSbwtdgeil.com
wmi31tfmbnhfic.net
gp2331svxje9xj0e.net
wb63831qaataleockm.com
jkp38cc8s9aed1Svp.name
uae38gme7eirhch07x.net
1cc38hmysxifSimp.net
eDi38iehcgofwt.info
bbd38n69crspew.net
fcc38nscrswkxg.net
ivb38pre7bfxnlu.me
ecn38rimadncdcTevmo.name
ic83cdfxkddegmxi.com
Iq93cw7emnjfdt.net
jn93edbixusbepg.net
aw93e0g35x1chnijsb.info
raf3f70bqpv70cmd8e.name

bm23fafyjkpufysh.com
fwa3fchcicu9zoj.me

n8cjdqhlcpfeiv.info
kdajeedddoxph.name
xejjelwgedatdrd3eq.com
iDejenid2meyunc4dfj.me
ulyjetxmtfwye7.name
tiejff54wixTewg.name
dfjifxyxybbe7fBa.com
k62jg3815xttdxki62.name
e93jgefyqjalae23.name
kipigitscqwbqep.info
bkijgpugkobtggu.me
khpjgujieDfviak.com
caljgxvgkahrwbt.name
lotjhew15dyfade.net
pikjhinse7evasm31.com
jaojikgfShcor.net
vawik8ccbogfcepn.name
huqikagfafc431e?.info
mveikuwgtyqdS4s.net
rwkjl07qdybe7od8hh.me
hpkjicedjbdq.net
mrijmdgdagry.info
Imijmissbx70kig.net
jedin31bggmxuaj77.name
qyajn70ljkvSbibddb.me
brojodmncnoj.name
upyjofwibwedl.net
O07ojonrfpdwrwix54t.info
agtiorbdka?7dak.me
kegjp9axaBooy.me
¢1cjpm0ecf569ibdjc.net
fvijprigrirgadh.net
vrejpsgtpcavv.name
yujjptaa8yntj.name
gdkjptvxyiqyci38.com
fkmjpwud8lgeb.name
emnjrknbrore0.me
eajjrsq2al7vbp.net
ykpjta1hbBsckos.com
fhcitcjacbkicn.net
r2ajtepge0ddd9c.com
evmjtmfambkbu.com
85fjudBb2asechtufe.com
poujuh70ophrbr.net
obrjuijwvgppof.net
gwdjvncdecgs.name
bdtiw31p8cb6axgi77.info
Xkbjwpycponuox.me
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gl1icmoanddxbaefp93.info
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gjccoqdehwdpxf.me
dcfcorns93k8cid2dq.name
vi1coxk38psbf.com

" ehscoyeyfebsBe.info

bqfepdigbruyrro.name
wpicpero85aes.name
eticpgtixkxfetkn.net
vmgceptubdiwy.me
v70crggipmkm77u69.net
pg1cs38fjgnddad2yj.net
eklesysdnirtpfp.com
em1ctxcdcjohkgj.name
vodctyccgsesy.name
eTocucfmliky.info
oelcucqycxkw.me
gfkcul93wadeeatmr.info
pj1cvS4vumdss.com
Kk1icvepbycer.info
opnevgyfviseim.net
erkcvjkicpjhivia.name
bxowcvocgidir.me
S84ucvrxigqgomr.net
ghicvue23esxi.info
vygcwabmhbGvenxm.me
psscweercxhdddmag.net
ysdewvxle771b.me
38pcexnjtcbebjoe.info
ypocxunihicu.net
thdcxytfxggfdtb.info
pgwcyddnkmbe.net
fSscyB2icthkdd2ndrx.me
wfecybgpsivi.name
ujreyhkkgrb.net
hrqeyhqtila8et.net
b77cyjkj2avjjfcp.info
itfcyliiwebxuddd.me
00hcypwxhlhyrgsx.com
ebwd07kijbxeexl.info
febdOedwrscwix.net
bksd15pivrauv.com
idfd23cgsof46d.net
fbdd2auxsxwigovh.net
ftwd2axiaanw.info
bmtd2ecxbgk7e.info
wdod2eenukmexgdfr.com
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f463fgeOuxjbekt.net
xrb3fivsurdiciga.me
via3fjhwc7ef07wibaid.me
xoc3fmdGagffgk.infa
85b3fpbclnmnfsl.com
sah3fukluc38bvy.com
fid3fyhb60elc70bfj.name
ipx3fyuocdmwmu.net
eb83gunomeois.net
sa93o0cwho54riG9l.com
wx93ptytuidfcbgyjb.com
nn23xjhxegeit.me
jhc400upjeodbom15m.info
ipcd2aromjd2txvgm9a.com
b6c45bifxufatapa8.net
wgsdéd 1cnueincofa.net
smi462an5biafkad.com
e7adB46xywprpm.name
cjod654snd4gebbijk.net
2a465bfoaligift.name
3fy46aoeniugmbb.name
kbi4ecfe746gqed.net
wqq46fSkiykogh.info
dyx46hwppjfm.net
etm48iywkjtqtg.info
egy46phngicje0egm.me
nqvdtrevviZkstDebh.net
ghb4d8rjysfh70.com
vhb46snqib&00dsr.info
31c470yposthd9amkt.name
vhedafsbwgbnfec.info
cmcedbbvvpruewsas.info
q7e4d77jrevilDepox.name
nuwddbxsdramm.name
hogdde093hbxklg.me
dhjddeexilbt.net
elS4dgetmpxec.name
escddqytowssgmfc.name
p154dxbymhuew.com
rafddybjhmypphymk.name
9aS4eTebjiocmq.info
do54eqd2ptemviei.me
8554fccS4scwhnivi.com
smc4fmetggigdeesn.net
bpcAftipoiey.info
jicdhbBsbgb85d.com
Ir54jmonpybbhup.name
hb54ls82ufeekxdumn.com
IkS4ofmriiauar.me
ijc4okbrjjafé2gli.me

62apxofjaf7eje.info
béupxbapgme7uym8c.name
dgnjygpodme317epg.me
fryjyrxngul.com
vqdjysig00sbEvfce.name
xIxjyxvs70iqecq.info
tksk07atleyc.net
i0TkOe2aapjdsi9aqea.com
tcok23mbmmfs2ank.com
ssgk2as69sbdS4x23c4.me
fkjk3fmitijji.net
hpjk46vsfcubpt.name
15uk69quutdsix.info
ajbkd3fgsvupicd3.me
jhtiSadfojjvurbt.me
ectkaliwkvwicxuhj.me
xodkannfdkopj.info
D7dkaottadZar.name
syskbcs1comaihbbg.name
xcokbdpgmgena8.info
vtakbdyrwgee.name
xcbkbsnsyree.me
oxikhxegemyhi.name
uxbkchisximpcop.net
lyokcktce7npnig.com
9ackdikrvnd2x.me
1ceke07ieb93yxypad9.info
1clke7fnjfSyvqi54l.name
rdvike7weskfk.me
vklkebailwgmdbk.me
f3fkf93ypgthxj.com
hqukfbfmlddpe.com
ssbkfsSa77lbmc4dsk.me
jsvkgxhdpyh.me
jkukhwwpnss.com
dfmkigykhget.name
38kklireveokobfe.info
usakiclsg7ega.name
rpnkisbhijee.com
mnukiwlaffeaBjj.name
gnukjaufpktsf.net
p3Bkjkiphukdveh.net
gftkjtvxyh23eh6270.name
mxxkkindZiy46kx.info
e0pkkmojtpa8rs.info
miekidej31km7emquo.com
hwvklda1yuo7evd.com
jpvkljafxhfukbe.info
adtklu38ieewB2cr.me
axekiwxknfebpfwn.com

qusd2fldBmgtbd.name
wvcd2htm15cme7.net
hekd2ilfe0hjwrmd.info
bbed2jchltSremacim.name
uold2oapchijjjep.name
ifbd2vtbbf5qf.info
h5bd2wrSbmlefexesi.info
ujmd3fda‘tScuad38ledb.info
pbfd54dshplyco.info
mwadB2gaukpuwfcr8c.me
hdnd62tbvnS54i.info
olbd85eutaBmevilx.me
sbnd9ealhntq9aagw.com
eqqd9foeeueeebgcbgee.info
qirddghkd2skesq.me
gvid9moeaBaB85yafx.name
wdad9myu46jnpvg.net
hdxd9p4dkSbbgbdjwm.name
badd9r62igahfae.net
xxidSrbpgsioml.com
wbsdSrytatd9t.me
100d9yoruncakd38tc.me
akodaBmouaBaxse.net
by4daomtuehubetn.me
jhydb0715bfihb.net
1¢4db46069mubi0e.name
mj4dbhwxqgled.me
vBadbwy7ewfyv469al.net
fibdcagpeOptdiup.name
gfgdebdedBmili.info
feddcwwijejvenjhu.me
guadd2m38inmyk.com
nfpdd7ec54xafti87e.me
wrfddapbjwa.com
mnbddriumiyyjql31.name
mhwde38kb6xpvico.net
gicdeccqise7cw.me
fobdedebkn31.net
megdekgjinuama.name
ofcdelgdee?7en.me
gvhdesrdmtk.net
fuqdfsvnpokfisy.info
rgbdfci0Obelwixgd.name
gibdg62¢sadfiicxev.name
odmdgbdtxqy.net
eevdgimb&dhbbjo.net
hondguvisyw.name
3fxdh07immvbdivOOmp.me
c4ydh70yrq46pdb00wx.info
gkbdhex2awts.me
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. muc4pbeuqrvgb.me
mcedqb2tnexgyoh.info
fccdgambwhtmw.net
jpS4gbuxpbedé2h.com
abc4qgxjedd59ag.net
d954uupthxd&fcwbok.info
kvs540eislgnhhil.me
bgd54aoy62oabegd.name
bpr54aqseempc.name
f0054b46nfcoacip.name
Oeab4k83qgbaeib.net
xcoS4ifSfichepoew.net
u8554lvxb8c00cyf.net
3fg54qgsiugwxd.name
lij54vgvd8wwoptb.info
rff54xbsur00s.com
Isf585pyfgikl.com
hefSb83eqcfcvsnOae.net
jfobbaid6kedblact. me
dhaShfc077edtagkwf.me
tavabfdfuobjxq.info
xyl5brttjd62phfSb6a.name
fwShtgBcelogb.name
aptdbuvt70sipiqw.name
hwiScatd9obaaa7iif5.com
th15daub4rqot.net
gs15duwirgtda.name
0085e0fdrwdclqvo.com
co85ewffwxilfho.me
dtfSfckkgddpg.me
au15gr3dyfeceeo70s.net
ydfSiaq85d62vmcyq.com
4685ispwhdmpdueb.name
7e85jogibdsywxtyj.com
r85jp07rcigiafjic.me
af85jtugwgjchd.me
px85mn7eek3fap93.name
fqfSrafiddbownwotd.net
it85rsy0emd2gmde69n.info
ew85tg70bnptid.com
im85Sthiekxwed.net
a115ud07emptmosgxi.name
iex627ewiul0dd2.com
asre2f5xx35uejiéy.net
m7062krpvngatwigkt.name
c4d62m62bdvkofrmsial.net
jhd62nkthsev.name
nfc62pv3fdddrurh.me
fvb62sq00odwyBc.me

. id464dljfael8c.me

sxbkmmjkrbbx.com
bdckmnfSdilgirwdd.info
ellknoi7epgjfhe.net
ffekpsfSbaanr.name
srskpudpmmggk.info
46ekg31lj69adw.com
m8ckqbBayp23pvw4sd.com
sfakqlvxw9atw.com
sitkgtxhqugtytd.me
jomkqvddgkqvixrj.info
ddvkqwifcyyryb8x.me
ucgkrgmwf8cp.info
mmikrpf5fihdj.name
2avks4669iunftqvic.net
xfgkshsitoujhg1c.com
ahiksjdvbdsogrsw.name
vubksxpi3fdwewl.net
fiwktdasi7762ggwj.com
qbbkindxsxswuwk.com
fibkutnxidl.me
bafkvecws70hsrm.com
862kvd9g0785ctn.com
cigkvsfeefeds.info
gi8kvwi31fifathbddn.name
bGakweeksgwd2una.info
iinkwithddweeviot.me
lupkwvo5Sbebf.com
rerkwxpypngk.com
twyloBex2axuxkf.net
hgrkxehxygk.com
geikxinasoee.me
olcky3fily23kaofc.info
joykyaalgijinkd.com
vivkyadrele0.me
2aukykuaiwkjijeks.me
nxvi3fgvuxtvap.me
biflddcfddevopTeh.info
viel62dbdB57762jjiec.name
khml70ag69wxtcs.info
tdol70xjligmer.com
adml7 7Tbdelafvcje.name
ikflajumnaeocf.name
esxlalfwqvm.info
cxalavofeje.info
ifqlb779aviueedw15.com
cbfibgjtodge7jii.net
indlcoh77fp7eh7ef.info
rjeld2d223gcfe9achm.net
lgtidbpxwejddor.me
pegldtd9wqdar.info

q54dit3fnotjbrr.info
fcbdjercglux70e.info
xhcdjprinmass.net
eufdkiche3tiey.name
frcdkj0762louwd93.com
wicdkreOynyskgie.net
x00dkugeuxppgsn.info
na8dlovbgchvd.me
vaodnwipaxw.com
fridoad9gqpsbboc.info
Bahdoeijyx3fpf.me
xkddonchumfxw.com
9ahdoublekumihe.info
esgdouyybdijq.net
c15draoxB62r77¢.net
whbedraxwayajnc.com
k4ddrdaka93n2a8c31c.info
pqmdrhqdwwowr.net
rhrdriw15d9rahmd.me
gd6drmgbdekk1c.com
cShdnulkfoca.name
Ixddsbms54afgeh.name
cnqdshxdrsfm.name
2abdsiupk8ccdyex07e7x.info
pendslhdypddp.info
wuedspvidesbgnv.me
akldtt5mqfyhy.com
atbdtdowtryvtygy.name
q77dte?fiskalm.me
mifdttig5tsthap.me
bnoduafaqehg23irg.net
migqduuwi93niie7pd.info
wGoduwexpdbf.me
rcxdvagklgamy.net
bbhdvgf5d15giinv.me
nybdvhmhryxwf.me
gepdvrdyyxnd.com
olidvuoBidirca.com
rchdwd2ekmbnvd.info
maedwiw2abdeva.name
mgpdwiwuv3dxthu.com
d2xiwqedbighavav.info
c44dwu570drich1 5sgr.me
ewldx07v31bxcbfx.com
ak4dxbkgndhcopbéo.me
gyfdxhOQugvic.name
te0dx038becvBeu.info
bxtdyq7ensdou.com
time.windows.com
xsueD0gxdvxy.info
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xd692307ymcbBgrd.net
Tjle98ce7usbdmnxsa.name
maa68boffdaBst2c.com
pdb6odd2a3faslg.neat
bfa69dgdhpucnpk.com
egd69dgrggam.me
o00769gspofdfce.info
pkwb9ishyrf38buie.net
wpd69malgewierjw.name
wmyG9paseqpg.name
siq69pqfjdrcy.me
ovwG9sm38scojt.me
qd269solriaxth.me
svetuwhwbted. info
vgqB6OviwSbrjs.info
fad6afctbimwkeyde.com
bsbBaqwk62dgju.info
op46ceelad7psvihy.com
jsh6fcuo85fq5493.net
bj46frxfpeauve.me
qog46fwgmcebgylk.me
ny48inhfhakfncaaf.info
webgkd4dtfrgmbBucdisc.me
obb6ky7015uymy.me
kebGowDeufndpx.com
scbBver23bekl.name
23bGxalqumasbdmyi.me
a8bBykicxtreet.me
aha7054c3fh0eeg.name
rfef0agqeey8546xmq.com
dfq70dpwsd9rft.name
qsi70geaxe7eejhg.net
hew70lbnrSbeecexr.name
dbc7Gobwhiuwriw.name
qp7738a1ysaalcbp.info
far7770acuopn.me
jus77b00dcvalhnw.me
gwi7 7Tepmeegmwj3fl.info
kfr7710elo000hggdy.net
wi77Ibp9axycdcb4dl.com
hhm77mvacweeop.com
abBg7 7TnpBcpxdch.name
ytg7 7td2io2ajche.me

viv7 7v70yblebe.info
be777Txonfhnx23n.info
Ihe7a8xnvialdpdika.com
py07alpviviigx31i.me
poD7asg1cnyac4sb.info
sb07cbos62dv7 7xj.net
Bce7cmvnvooqaywl.net

fatlebnryp3fkl.name
46nlepweuefglip.info
ysfleriyivage.name
ceslex@3veqiinet
latihdvahnbecdQje.com
j3flhnhcedigvrnwi.me
haalhvjindj.me
neviijeic1cqoBe.info
nqalixsfghmxbae.com
dwiijby31ygreiq.net
rkilif4dj23uxgh.me
wirjti0ews5igpchu.me
jiplivcifut.net
ggxlkgicinmdh.name
wil2lklr07vijm.name
obdlkobkcfcheexcb.info
ndulkxfbeemv2ad6e.com
ewbllud207cfs70in.com
GaximQ7ubgajlat.name
pgxinh8cfsyc38c.com
fxlinoxso6915y.me
sbélogvbkx5vb.me
dxvipddtgelwkriSip.name
mbjipaxiSawuu.name
f5vipsxkcuyi.com
xpmipwedpcdagunl.info
S4yloxmyqf23u.com
hdjiqeaoujwi.name
i8clgfvgvp2adq.com
t8cigkdaheesnrrpp.info
saflqgofemj3fide.me
cbqlqog85sehrbr.me
tunlqggfcbex.name
beflgqgwmsrnl.com
opdiqtitbgja.name
00pirbjuovijtf.info
nallrpfewpgxa.com
afels70ucnwkinl.name
8cslisoligfdpnr.me
acwisqnje7jth.net
chqlté2srq5b07ku.me
cwkitsendh85.info
bbnitwetiglk.info
xqiiu073fljy700e0.me
lqwivgvwsbt7ex.com
bdhiwchrfdxedabi.net
axsiwfe31nicah.me
ksclwmjBsmmxac.com
afttwmrkogvgb.com
d9cixbets3fcf.name
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qoyeDQifiwmf31def.info
pogedOtix46ecd.name
msre07undfren3877f.me
ajee07w23d9tusem.info
waueDaaBeB5f5sy70.info
n85e0acqguafSi.net
s70e0doeeqy0lac.net
xfoeleiihxo38vy.me
bgbelgbslihwnmfd.com
ahgeOgnxeeosne.com
bsse0hpxmkcbs.com
ixeOna38ifit.com
ievefomreinn.net
viceDgmafakvecrxv.info
jmeeluiyakof9cedw.name
e0oe0vdt7eatnimhj.com
ocjei5maBosfbEe7ol.com
23we23i008ctengt.name
hdee31uli2zaeewvalq.info
bmge3Bvkshfcjrurg.net
q38eb4voxigemxr.info
usea7lowucbmho.name
yica72ai23wtc38g.net
anve7ab6hv54jtwic.name
weveZbBoscbvSdcOabr.name
n62e7kthl46bbni9ax.me
mmte7na8bBbGacx.net
pe7e7o38isaedax.com
m2ae7gdun93csoBahvy.info
blre7tevb8mwibtac.info
nsqeaBuovvxdabbki.me
faeeaa1bifrid.com
whbjeaceaduuli.info
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vtyeayijl3138bd.info
puieb5bthgb6l.com
eerebbvlawyue.com
dZkebcbkdmhkj.name
8cbebdpflodkiaféchb.com
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Iniebfcujvrukjr.name
eisebjviprdp.me
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h77ecbinmx31ew.com
jipecbwibmmro.info
ludecbyxeeufSqr.me
mheecgochipn77wi.net
gased31ypkpot.com
S4feddqyykxycbbm.com
ir0edjtiwioh.name




Case 2:11-cv-00222-JLR Document 1 Filed 02/09/11 Page 34 of 48

rpe7csodiufn.name

2a77d9a4d467 Twwhpeh.name

wédd7ehhax31ailb.me
fgn7epmfgpfiw.name
ohf7eqvufdexgf.net
yd67ervjoliki38.net
yeaTevprig8colpl.com
vxm7ewabbpbugifSap.name
iy77f5khkhmgafskdj.name
7707gacxqvswgewlk.me
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as77jlhpvnafyn.me
yr77jwvjabi2307kb.name
gg77likcype7etn.info
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xx07nswjbmilstge.name
bto7 pafqlhvwwe.com
d977ppsbkrbnpj.com
nqe7tjd2cx8cabd7ekys.name
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eqedSernddsawwwy.me
69a85himisaxi.info
pfg85p62ifctwuwj.net
cai85spedjityfe.net
uwjB5uyhevps.net
f53877btqxebpmmf.net
hdh8c54fujbmnbcbsx.net
noyB8ca8amobfun.info
4638camiyafccbimeo.me
vngBceou7eyB9qwoeh.info
kto8cogxfvdmfcevdc.info
dhn8cicelyoeldxx.com
ilp8cj385bwbd3hee.net
e0n8ciee1cfpobeD.com
d318cmucbxgfesy.com
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byh8crmggwhe.com
698csxxd2amfyxp.net
ukl8cxwe7kahcd2dj.me
bBa8favgvulwi85su.info

miolxliky93jm.me
kevixtbtafoni.net
kqjbdicyebnw.net
mxwiyvvgingijcb.net
atym15fdieevus.com
jigm15xwogfg.name
bmbm1c07ja123n4do.com
v07m23689qduafodfv.com
koim31diysmr.net
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rwxgf7eumfbdbéa.net
mfegftgmcfsal.net
sbugg23jvuf85cd.net
yqqog3fbsbo3tbgbp.info
93tggtikh70vbk.info
ieqghcvmmddjw.info
qrkghvadiip.me
jmkghwkxhiw38mwe.info
boeghyapf70spm.name
alpgiOerucnodgn.me
mnxgidfefxip70r.net
buxgihcfgw.com
ttdgk46hswkght.name
roagkb93aasgigat.info
djygkfde7f7efixp.me
77igkfypcitm.com
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iacbd9wqemoitdgcdx.net
filbdcbpuyx00310ata.net
hicbdirdSfedefyxt.com
qs5bdib6ayic38hmve.name
tiqbdirt62ijio.name
qgwbdqcbbijth1ce93jx.com
fxibdtxjd9c4h.me
dvobdyddgxhgeOnofh.net
tncheBceehwieehdul.info
spkbeedettiew.name
nlebeslipgfica.me
iusbeqqraorjd.me
hitbfShpfirem.net
kejbfciffafxtsf.info
ffabfd93ckvioihri.net
ifcbffuyoyrd.info
cr5bficpomrspalph.me
mbgbfintdeonmm2a.com
chehfogbSbovr.net
f23bipbvxk70e93v.com
etcbgB85gghjxy.name
eBcbgdxpljugfpme.me
jlkbgfsifemkafsd.info
etrbgsxdcdxdxiSbf.name
ebibgvthbimn.info
4dpbhl77f5d9vrbioy.net
93gbicovrsuarb6.me
b6cbisqrfrpqm.com
tlebisunbscdf5.net
yfhbivixyuid.com
fdbbixdotis1cw.info
d2ibjdwnevdrmtnx.com
yeubjgokyjqxj.info
d9cbjykrsjnrpaf.me
r3fokbwd93e7elae7.name
vixbkctimx46ym.net
sywhidf7 7jxfaluyd.net
scvbkhsngjmelam.info
rbSbkniwgdotvx0e.com
bhublee7etd0ukfc.net
vaqblixpyal2a.me
38hbljwjpuhpde46f.me
i38bllpnto85v.me
cmiblyjgolwmks.net
oc5bmO0kkjjce.me
cjibmideygu.net
owebnykacwhpp.info
ruubobrSdvv46d70ys.com
xcjbocB8e8eqbd9sgni.net
ctgbohbuekcg.net

1egphglwwwia3. name
wipphrfcbbnghrom.com
flgphxiycnja.com
pS4pibyeagb77ab.net
Oerpjhacthbayf.com
kgbpknefdpl.net
csupkrenkifk.me
fetpmiviafro1cwq.info
frupmgyivgewduc.com
pewpmnxbaa8byq.info
bubpmowila8ié2yh.net
jabpnglé9kky.info
tbnppbane77c.name
iaoppinbBomiScg.name
f31ppincvkcieseqg.name
echpqict5j77bed3.info
kubprem 77xp00.name
kqvps85nhduah.info
62kpsdeysvvl.me
wnupskv85yod.info
j85pswpewiar.info
09apuqigxnhck.info
baypvbpigyumo.name
ulmpviewnij.info
gawpvochph46h.info
ibkpvpislbkxaB.com
sydpvpwpw3Boi.com
excpwrujdS4xagx.info
bpepwxgambbijtie.me
oxypxjltgisd.info
1copyaixgiwhe.net
Q0apylpevo3ihvddk.name
auhq00gebfgbnbycch.name
xbiq5489pia8fal.info
yoiq62fihbgvy4ddx.net
qmag9ass69dielcfgf.name
gleqad207x460t.me
iuvqagagwhi.net
udpgahd2e2362jy.net
jexgauapyovf.name
fqwqbaokd9dynb7ei.com
t9agbdfeqxato.info
gbwgbdyitwop85w.me
e0OmgbumdmdobEx23.name
Sdlqcarcthoveiwv.com
rgkqcauh3ttmki.com
detgcen3fgfu.info
vgxqoogxubbbr.com
swxqorentnes.name
dwmqesfbis1che.me

peggkgisd2wnd.net
hsogkliojin.info
hgagksfqsvi38.info
9angl38pdI0Duhxj.com
4drgiahgpd2uexw.me
qesgldnmdya8G0utw.net
fovglealrtge8sdr.net
jtagif1iceObnrgohfa.name
dimglodkmuwdv.me
aBjgirduB2xth.name
wwxgmnwb64dvvnasnf.com
pafgn85rgSbxal.info
Irwgnjnkntku.name
kkignl70gyigv.me
xsdgngalohddepjgd9.com
prtgod2bn2avpa8.name
m07gogefaom23je2a.name
odbgouqq69ij0e.com
HtgqD0akncw93.name
crigrddkmfcytvh6.net
krggrifcbxod00y.com
ijtgriknpwwixn.info
a77grubxbast.name
b38grytketadpxg.me
itygsi383fcyr.com
sasgsoxhych.com
inwgifenmb48.net
quegtkjcwinr.com
dfSgtsorfpmoet.me

aeagu8cl007vbmwr.com
3fegwsevuuuvib4dd.name
23lgwwsnigj23.net
ddagxjiSwxueiile.me
reegxjguatenxuo.net
xexgordich.name
idkgySbedowgfrmu.name
gimgyeb1cpxgpn.info
bdxgylgwigo69es.net
Irkgyxixariwpj4d.com
ryyh23kgifniuftg.me
c3fh2ahhtxpod31jh.com
yxfh7efde3Bia1fSge.net
mixhahheswusie.net
d46halkhmmee.me
fobhbrepcgiwm.info
dsfhcewalot15bo.name
07khchukabxgey.info
nsxhckawjjfexik.info
rknhcgsxtgeeqp.me
kebhcsknlosu.net
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qgdbokbdufmt0OCk7e.com
k15bonaBjy62kjiih.net
rugbopkeiwqdnfo.name
rvsbpgesib4bxm.me
thtbpqveTegp3ffev.com
e7dbgbkpawhjm3f.name
Ihgbghdmwab69jg.com
cqxbgiqqdfsv.info
nrabgjaips3fa.info
eslhgifaldena8ap.name
15ubgqngqpe8akicj.com
dnxbgvimbggj.me
fmtbr4dhh54teeiSbno.com
wvlbrdgkd969sew.net
xcebrho85eovt.net
al15brreoxiibbjb38.name
patbrrn23nxyoaB.net
bdibrtwpyjsrt.info
orgbrxcefccqx.name
dbwbrypjcwqf5i.info
xfcbsfirtsr.name
ewrbtbpfw77vk.name
fixbtbpsxokbBv46.info
jTebtp8cci7Oxipl.net
faSbitclugxckjd2y.com
easbuaBrcbwdn.name
ryxbuicamem.net
w15bux071c54hulowu.info
yjtbv85xbgysnca.name
8ccbvmfeicgyves.info
ocfbwgogib3img.com
85kbwjsonhipuprx.me
tinbwxdelOvvifStja.name
pwobxiodbra81cdt.info
xbfby2aymurkohf.info
15rby31ghivsOacs4.com
apibybelskdOwbdvi.net
46lgndomd9ai07.info
eegqnedirSbbeef8c.net
f15gngogvdeyycn.info
w23gns8cowgmxhae.me
omsgoaaBylvweOf.name
1emqoprgxjrymt.info
‘sbugpafatvopd2eyafy.info
xfigpdljvwjcnw.name
telqgpekB0ydmiwd.info
hesgpyh00dre0azl.com
anvqqSherish.com
aysqsfta7eqtt.net
iswgsfyf85fcfyi.info

46maqdafhgab07m.com
qsugqdbynvvkrsih.net
fmjqdkie7lyuvkit.info
vB8eqednmpeluxopgn.info
ea8geb2rbplckvafa.name
cdhqejqeextvwva7k.net
bykgekkafcsvw.info
{70qgeleriacy.com
mpggeohicqouleq.name
xepqettgwpyyd.name
bdmqgevijafqw2as.info
veuqfs4Be2akigg.me
hgsqfq23dsqs.net
siqgfcwighf.name
d2iqfgdcahyei3fyd.name
ffgfiu15njrdjd.net
g8cgfminvxtaff.me
85aqgoaihxutbatc.com
ighghcirafyab.net
cixgheegrobat.info
bafghvhhgymeb.com
i62giwswkhpyffs.net
lotgjse38sksceg.net
y8cqixwutdepgjat.name
tajgkhcxvmid2fgk.com
Bcegkocebxpwpeme.com
sgeqkoydthstue.com
txbgkqc85gksyweg.net
bjjgl07qvhipp.info
lymgliutdvceyv.info
7elglipwykiwsip.info
inbglyeyf00oacmu.name
fcigmaf23otckq00caq.net
Irigme0d7exmagkp.name
acjgmqoebeemcie7{.name
dtmgnbmu38mSbm.info
wmctbivi9addftalOv.info
rpgtefonbygqkl.me
bigtchafuujqv46t93.me
xuutciaiafm77t.com
gomtdOkk07bemd.name
ecatefgngxljs.name
Ivdtecr8cifavgafm.net
xqnteemfignailjtiSc.me
rittexatfmux.name
ie7tf38rjppb2i.name
hqltfeybivd7 7hii.net
xvstfdbqgvebé.info

yrntfqghybo.net
frkiftmg15hmm.me

dkahddjsent.info
s46hesqadddssaoddd.me
rjhf57elqlsrib.com
bighfsdafphhlpd29a00.me
waxhfamgbbpu.name
hdlhfcckaidGieh.net
69ehgbptwwiimi.com
yfShgile7qvocp.name
gwxhgnb4gpknhr.name
tmuhgthSauhb462son.com
d38hgiwiftglg.net
gbShh1cmijim7ekw.com
m5Sbhh70qed4d2urhjvi.me
8cxhhxsfnkkox.name
ehlhiad9g31taw.net
tpjhipafyqjbeve.info
ncvhk62pelybvalag.info
rmohlah4drmubnif5.me
00phlerbbfsqgrrxi.net
rfghifsdde70jndwn.me
bdehlvbGeewthuod.net
awkhmbdmus38d2inn.me
wyghmiimgfhS44dco.name
wiwhmjfsgpxh.net
fhwhndmffjeo.net
Oeghngotnvtsmyye(.com
alahoktyqefurtu.name
cnmhpkjengfcee.com
lihhpsecehvicaB.com
wewhgmdppprw.net
pdvhqroygfSblery.me
béyhquiryb4dt.info
xkkhr15mjgebiee.name
faahrfSvbyvkb6.info
kfchsygr07pq70a8afyj.com
jnchuko23chi.com
lakwbsithodnixe.me
chiwbujskeduj.name
ichwe15mox85vecaver.me
g62wchvf46pdp.me
g15wetfSbtoff.info
dwrweldwvwi.com
fuiwf38ed4d07cg.me
la1wfilgfxeb.info
jebwfg69b6vm2akhiq.me
tfawftvawjca.name
rphwiweofjfk.com
nbowg3fjxtk6977.info
gxfwgroskkwk85tx.me
hknwhhqvidc.com
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kxxgsmqinoa83831qa.me
31bateglfcsicenbj.info
mgeqtipatedch93.info
kkxqtnigfedisg.name
dudqtpbjichqbw.com
ssigtvyxitvmhu.info
hfwaqtyimOenelji.net
xfiqugjtdafvp8aos.name
tmaqupqyvteehkf.info
slequto15adi23.me
whblqvagehkvkxox.me
23pqvifselkei.net
kkegvjtodgnfd.info
suhqvlykdcmxe38.name
69tqw31a3fadkaeg.com
eecqweumobmi.com
rsqqwhdhvkwg.name
kibgwhiweqwxr77.name
bvxgxmdgrf38p.com
pupqyat2naewcmOeb.net
cynqgylekrafk00fc.name
chbrictejdbham.me
fbdr469ahluxqnb.com
yrprSb23qrec4beotvg.com
ousraphxirdedbn.name
tqerbe85kexeayfSw.name
TOurbeughhpiyw.com
eberbvhwrw7ev.com
rdarcbg69xbnqccmfsj.net
itvrd2owf85pbvwhbd.name
eaardfcbp07qtiaff.net
cajrecawe7njv.com
oryremtaxj2almjv.com
e7frenealgdOex70knk.me
vgmreondmbSbfs.name
sfxrf8Shxbdrgh.info
pgirfcpbdpnuy.name
xpyrigercbr.info
3fgrixebnveyaf62b.net
70vrgmpd38ujvic.info
hpirgrthDewf.me
addrhp23ypeeoohddgh.me
2afri7echrepm.com
kivrieqe7e007i.me
fuorigprbeicj.name
gvjrictakos.net
yvwrieaub646j.com
ymwrjlixybe69gp.net
qoxrjpehif515kbix.name
lixrksgndwd.me

oletfuhyyasqslah.net
sfdtfvqdqebth.name
kpitgdytpyiafitv.info
S4ttgfyffriny.info
a8ctgq54q4dwabf.name
d9pth2agf51cenxeba.me
apmthexfywdj.com
sfimthfkbikr.info
fd2thgsrquvbp.name
snythiyjwt2a.me
93etibesaukca.com
wndtiddwsjqoay.com
tirtisd46w31bdx15qy.name
cbitidjtjtwbib.me
31stidoi7ertipa.name
owftjocestdb.com
piviigpOetcns.com
kogtini5bedp00p.com
beytmvredeepk.com
castnibepawk.com
mritnfSngmfe.me
viftnwqdr38foa.com
ojgtobqdtqy.com
nputotaBnewitisa.me
xramtpbpd8hqgtw23q.info
wmwigejelnvg.com
sejlqgweyiog.net
O7tiqitoryel.name
bmatrbdbdviSbwkddam.com

hjatrbfalsbbévi.net
qsrtrhliecdeOt.name
x07trsmttb607gle.me
aystrveQviidax62e.info
ghits54kvsdbdf.me
dfStseiitkqiyyr.me
keDisibtwkqg62pewk.com
aletslousdré2gc.me
glitswh6r70bj.net
xwettequdee.com
Irittjtord9j.com
Adattibrfffb77.net
vaittncgikvda.com
93bttomxshvesg.me
2afityxtthuybrry.me
pbwtuydkxejsatin.name
fvgivbBeipjlsu.name
nxttwbfSkxrvit.com
chitwgdgybpw.name
kqvixiswdaexfeb.me
wnhtxsqfmulm.com

xhhwhqxjsvx.net
nsqwhvrsrew.com
khpwibscfed2e7po.info
uhjwiorjnafur23x.me
grnwiutkslinc.com
vagwjafu7 7f5fjddo.net
qigwk38ikebt.net
bbbwiDefij54t38co1c.net
ywiwlaxaekrkoj.name
yirwbjnrwd.net
dgfwibtgqddeeyp.com
rsdwid9vigfgpev.com
vifwmntwka3fjok.net
ebpwmpS4dxtvepts.com
feqwmwumbgyx.me
vabwniv85fubf.name
cgqwooxdSvimo93.name
gkswopacba1sijjsbt.com
swiwoulaco0e.name
ie0dwp2advunxuigkb.net
93wwper70m8cucjaeli.name
ipkwyginylagyrn.me
jiswrd6uylgoh00g.info
uxmwrpfcahjgrp.com
yrrwsaiscbth.name
viawsoeasvfeu.info
s62wswkecafhiq.name
cmwwtbggegahr.me
3fowtbgygkir85St.name
bdmwifcfckh38mj.net
d2vwitfsafgitk.com
bniwtwilmalaxwe.name
dpswtybehjmaaf.net
vvmwyijxgvaui.info
apbwvxblyiddx.net
w07wxhg2arifa.name
xaiwyx9aripjs.me
pinx07onjwh4dr.com
mbex2arebktohtkch.net
ufrx3ft7 7oibl.com
wilxd6xaadaqin.net
tkfx7eqjumuop2a.info
sqwx93aaqqgelyhsn.me
haax93eid2wSbyef.info
xovxaeiqs15kaffSbi.me
iunxafpgrowkg38ou.name
kpvxappigjsdpfp.info
fotxagakbsvle.me
dokxbk 1 5tq62d4d.com
fxixcplutyr.com
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edhri23yfeuvkggr.info
ncfrieooute7an.com
gsmitiavewqbda100.info
jnhrmdpsjich.me
quarnjn93yab.me
iviroytuyit.info
jebrpehraj707elbe.info
sdurpe7tcd238wsj.name
fuxrpvghtes9.com
molrgcb93dxdgika.info
yforgfp07orb540a.me
tharqlbp1 cabdtd2s.info
h77rr8chxpicid2.info
jkxrraf3fqb6dpk.name
vjit70n70nciod9cv.com
cafribdeneoc.name
wirrtqlklbfeuew.net
dgpruaffhficpf.name
gfsruecsoe?j93.net
mtqruh9377bb15.me
iemrvkrsuay.name
jgkrvnipukerr.com
egmvqetpt2aa.net
kalrvxqwccxoia.com
23grwer93ssiqos.net
ywurwqylbeqwwip.net
hmerypdedgd.net
d31s807lld2dmif5.info

nmxs23gqgafalafne.name
bdps31uibrolQ7yeltr.me
agys31wpstxjsrxt.info
kins46ahfswej.name
dfesSb15xemibwf.com
h69s855bsbgba3.com
eptsBaTtyjovid62.net
ehssacxon7egma.me
fhasafmjcdtudiver.name
jnksatmgb54eymn.name
00IsbSbiisemxfcafn.name
46dsbcia8pilgry.info
jojsbmevtgir.me
ilosbmgkamilitn.info
vihsbomjrfbce.com
ewasbovkw2auaba.info
62ascbfafbpcb7770uio.info
liwscrO746timj.me
ctvscvrd2ishfrd. me
f3fscwocbdttn.com
vssd77hx77hmen.com
nypsdfciSbbliv.com

1cktyqvkecdigrrv.name
cbdu23fwwnlk&9amiv.net
asyudirg8cyaoa.name
omsuB9ghvvgome.name
Kihu70b62qinj.com
uafuaiu07lopoeex.net
xgbuadupxd70.info
dgbub62vgiqcbggp.info
qjyub670ygidfo.me
sexub77jqid915ckle.name
{07ubdeat2gbdymo.me
jdxubiutShof.info
fkxubulspweoqvs.name
i31ubyhgeepym3fofs.name
fuuubyiSbefgh.info
ukpucddfid2wefefcq.name
tweucie7hjid2yee.com
ebbucpidbat62xyhs.name
pxaud1cdkceOlxwiw.me
jedud2cb38u23rp.me
ncsudne0pw23obdhaf.name
erxue31wjsSbnndavg.info
jpgueaBstuxmyx.com
ujbueniksmp9acvo.com
rbqueumgoprva.name
jntufrewd3fnsd.me
floug3fopkpatoigp.me
eObuggbaeddutug.me
wmpuidayydlywh48.name
cowuihgdsiqejkhf.net
qbBuimvtd200ro.info
cikuiuxiwbodx.info
gemuj70e3fquye7wi.net
canujhcigtswsb.com
haqukme00mf5sqk.com
jheukvbuvpldZiot.me
heaul31tmxnxd.net
obrulg54o3fcawlpt.info
fopunDOktakigbeh.name
a77undd3f93teclisw.me
oegunhtpfxdy.info
rbmunnwycighr.net
jvxunoselbe070.me
69guouochhpddhxti.me
exxtowldicdsnf7ds.me
hsfupfowoll9ao.com
wyaugDeigobiu.info
{15uqjtipvww.name
ltquqjxsmfwah.name
x23urB9ccnoc7 7b.com

afsxdptbgdmt.net
yogxdcd2tbbwibdby.info
ydmxdqetofSv.com
vkrxdwijisin.com
cpgxdwtauBay.me
93ixe7vim77nho.net
nybxekufvwjalem.me
grexf38t31gixvxaf23.name
nupxfadxeifabbd2 net
ecixfafafutjti.net
rmrxfcmaggaioggie.net
ougxfiip7evwp.com
fovxfs15ecvigh.com
2ahxgmipywsbord.name
hokxh70nd2amouplj.com
ddkxhkww31yinub.name
pfyxidalwyimnc.info
rkqxirgisnb.me
pwaxivufSvowcja.me
7aoxjf5pqagkj.name
pegxjfiollagfShs.net
tioxjnwhgitipfg.info
vicxjoobd31ggdg.info
ijaxi00yfcccbdd.name
peixicu23helg.com
tvgxlsahcwwb.name
fiwxmTetklqyp.name
fitemhimvt38mjo.com
mitimpfhfuo.net
a9lxnhj54k3fd2rujdp.name
nrdxocxgipugbme.name
wriooo2ambhaflu93k.com
cwexpdichyaf.info
gkyxphsighdStiog.com
tibxpikmd8tmc.com
rtixq62o0avigxic7eb.net
imnxgbfcekcbeub85j.net
jkixgnugwebg.info
nwgxqoe2al7xcufckw.name
gysxqryukgg.com
jbrxgvbgdmhx.me
ppixsbdrijkrb.name
nitxsgxvfbvj.net
vbvxtid9sraw54.name
dooxtuwumdci.me
groxujid3d1ydd.net
Oeaxvnc3fgmgeok.me
stfxvoabnts15t.name
f62xvqhvsybp.com
kxdxw1ch6txufhrsp.name
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coysdiwrcb00.info
enjsdu3dait69yvgved.net
tgrsdwwdtdsrxb.me
Qaisdxvrxpij}.info
eacseddvopel38go.info
b93se7uSbrauiwxar.net
oftsedcc4afeleog.net
opiseeOrwdsof.info
hsaseedalsydf77ch.com
wpqseqglydwsfsil.net
vifsesnaikm.info
eebsfShxedll.info
sipsfhapaevihtu.com
glgsfcabtc31amqgt.name
ttnsfcqwijholaf.name
vafsftatbutkord2aq.me
rnxsfxaucdae.name
m31sgmbw8exsr.name
ipsshpybdcB9ibbif.com
plbsichtncuyjw8c.info
kfwsiex38eaBhbd77fw.me
I5bsigscf569d5bx.me
gussihifcge7deu.name
b15sjhfrknuuyo.com
bynsihl62wsft.name
n70sjhrpwnxmywer.net
wifsjjkqev69062qy.com
jvbsjwhergmj.name
dgpslié9pcfeyplip.name
ta1slj70gamjug.net
vehsisfbgmep.name
arosludeQhiv.com
uhjsiwexutmhcoc.name
70hslxrgiysqcb.me
xwnsmif62fwgs.name
e3fsmkO7wxchue.me
gbnsmkafhjer54hpb.com
njjsnhokig0ewmko.net
tawsnoxfectk.me
isnsngesncrqdj.me
sphsojye8clafcrni.name
dvxsosttsdfb.me
bmpsp00t5tonutna.com
frgspdicavpd9fvi.name
jiosphbbmem.net
n2aspwk5bgrpaqjb.net
85psqelfyxdvé29aoa.name
mfSsgicTefcab6dbe.name
ofjsgwutchf85Smyv.me
aodsqs54j855bygd8Ssy.net

nydur? 7eumqg.name
x2aurxvboibg.corn
t15uscicrnadg.name
ityusdvjxcroyor.com
aabuse1cogddOwajr.net
quiuseftsvicbBm2ac.me
sbnusko07g8chhys.info
kafut15gbdelpbx.net
crivupwhknii.me
gnguvitmxeknicxw8c.com
kijuxeplkwxrev.net
ceuuxixjorwicc.name
vwxuybcifSeambiv.name
veev07d2tiecu.name
jiiv07ems8c23avi.com
afvOeepgmudip.info
otyvSbeudeyrubjf.com
gdfv62addrblk.me
85cvamafvijic.com
puavasmdxcxp.info
yowvha23dmdgf.name
auxvhgdewhereee7.name
nbvvbxd2ijaed9g.me
qgpveingedim.me
70uvcvgnBaamb2a3fle.net
14dvdO70aicajrxiklc.me
wdbvdbd54jaj.net
né2vdniwialds.net
aynve3Balrfvfmb.net
d2nvee7vheuaddgn.name
mwkveeel009afdlsg.net
Ipmvegd9fthpwimhp.info
acqveiemgferrsh.me
nhlvepbawyyvild.com
vraveqhbtirfas.net
x3fvetcfhbcbfwv.net
iaoviZacmkmkasyj.me
ifevipfxgoq.com
sixvfrjhiwe.net
xtyvgechgeepm.com
wufvgoxgihmvd46.info
ubdvifwdctnifd.com
2acvigsgvgywd.name
grivijaljpag.net
vvavj93uvgbayiek.com
rriviawebdgkxn.me
mpevjcbdildk.me
paBvikw31d2sre0.net
eedvkgexrjwgkmu.name
wovvkopxhtndqrg.info

tdxw2amsn2avine name
cknwoimiesks.me
lybxwdnjnfS5a8aiw.com
ue7xwiSbtueut9afc.info
wtexwkyeQOeti.name

eesxwmyg07bdh7e7754s.name

efrwod9xaBfyjm.me
qivxykimjymngmr.info
xfqxvi1ctsstic.net
j23y07idyrsnlinfo
icay31dbomtca.info
orfy3fotyB52av.me
fimy46jngbbekf52aj.info
dxpy62ihovghyav.com
chyya3Bxdcswefhsbti.name
huiya93gfe7exty.com
hjayajoaiwse085.me
qoiyamistoy93l46e.me
tsqyavufs23pvol.info
ehhyaxafmp07h8cad.com
tktybagnvmt.me
aepybiobwdu.com
vhgyblet15qifin.net
loryceoigdalxj.net
ntqycgkmiujkl4693.me
afwycxnufjv.name
brayd2aofaush.com
23nydfgyfc4wle.net
rgsydo00o7Trmompa.ma
ybydwrdebo.name
jTeye7jhfSbbdp.info
froye85023a8px62.net
d9dyeobcafpwps.info
yisyevB9xdc38850a.me
ojmyewmdgije.me
ufiyfadSmihwsbdrt.me
omkyfyiiuglv.net
uyoyh820esb6x15.com
wvuyhakwgdbn.me
triyhjyviact.me
eelyhohxfjf.com
tfcyhpnm9anxbafte.com
dfbyhqgodeBe.net
d2byifsjtexy.me
fbnyiynjwivn3d107h.name
lygyjcddshrji.name
IspyjfBaemca3ibm.name
rjvyjrmufomvke0l.com
craykpdvd2hiwedb.name
eTxykitajbf54d38lsn.me
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adhsrbitdgbnpee.com
xkmarfaBtskgdg.info
xwesmrbsad.me
ldusrtpexbdkk.com
xgfssbinmuh.name
ietssdZiehsswbh.me
38csshokkeild8ek.com
bdgssn15pj31uarad3f.me
tststbarce7bgyoa.info
gwustd9eOxswaw.me
bsyste7vqcre69vee.info
gnwstmrkqyaupn.me
g31strbmidnux.name
Igostwixgrd00bs.com
pa5stwnwylthl.me
aflstyxy82wd9qj.com
shisu70wjnxhoSai.com
mkdsun7 7fueeha.me
xfesuvwidhfpx.com
ydksvaGghbmpSb.name
46xsvbxrtkb41c.net
vifswalppgpl.com
kdmswwslddxbdf.com
gecsxakwgkvuos2a.net
swosxllucrdivsy.info
iibsxsgfweea.info
gwpsy31obfswkyj.name
dymsymbqweebb.com
inssygrwplg23cso.name
yhosywdelegt.name
onwt2adhj70hoS54afto.name
f5nt38dexbdmsljrg.me
ycbt3fifvcalyplkv.info
mijtddx15msowk.net
lant621cehejdx.name
ityt7egpyent.com
apnt7elicbcb00mp.info
bqri7eyidbx93.net
h3ftbcYapyqeitq.me
{77tbdhfhnoelrvsc4c.info
matbjdnqqpdd.com

jokviechbtikdnop.me
dvmvijmkfSwiza.com
xgrvlicicijv.com
sjevmaBynfowa.info
fuwvmvorfnié2p.com
scjvndaksoyb77tinfo
23jvokj23jd38h.info
buovpiiuvexg.name
mggvpnwwhai.net
alovq3ficbicc7ej.net
fgavqb07mrgjf.me
xekvgcbmufgbdp.name
Shmvgkugcechbeh.me
aeuvr7ebesuylh.me
ivovrbtdjircda.name
vhavrfu70jna.info
rpbvrhjmkim93ur.com
widvriBbagqgslec.com
Sbkvsayd4654he15.me
mgevsmbffkwsdye.com
flovswb07trgis.me
oywvtsdhsqwpfi.com
genvutvddsoel.info
pvgvvtstytO0pfp.me
wsavvixj0exDehj8c.net
irnvwh7eikummf.me
eesvwrli7 7poge.net
cugvwx2aiwjggBca.com
gdivxsmeujl15.me
xvivxwa2acce.me
cenvxwfciuc.info
afjvxx69nboly.info
dmxw3fgqvfwp.info
G9cwB9q2argj7el.com
15lwB9saioa8lvb69.info
hchw83ib4d8500fcmyaw.me
vmrwald2figipct.net
ntwwaBbrjtc¢8aa.info
erjwaeoftqgcoe77p.me
xfcwagweteqdga.info
ghqwb6it70w23afag69.me
vkbwbnyo9aa8vgm.net
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pelykufchOekB9ic7eu.name
tthylielaBsv.name
jobyityfbdiyag.com
aumynigbBw2ab.com
qwvynnddkgpd23py.net
fiwynwdc70gookg.com
mhyob23lcmw.me
xstyoefkykpe.info
eafyokTexvrmiahly.me
kohypbavnf9nu.me
akkypd2sapklkSbpl.info
tirypfivipa.com
dupypliv?7077e.me
vssypuadngbcj.me
jvwyqargigwavt.info
qavyqisfidtihevy.net
pviygkbebwj62ka5u.info
54nyqlcdxab2ag.info
o7 7yqvkrn0054sqd.net
rrayrhitxiqbfg.net
kyayrshplvsjud15.name
oghysp77mudqg.com
chxytasdibopmfx.name
k93ytuggcekfu.name
46fytwebsf2aych.me
sseyuanyj23ala62.net
cpsyviSsdsqd.name
07qyvjteeftoli.name
dmwyvkgoxbebloj.com
oeQyvsnaurxiwBSsir.info
wocywQ0fwbBpt.com
jdlywaafd2le7rgxy.me
e7cywaahablgqé9orw.name
soeywenyeus311con.com
uiqywrapoia.me
byhyx31wip23lhb.name
15lyxf5qe069maikxBak.info
831yxiirgicmflsg.info
rakyxk23469afui.com
eynyygkkbioy.net
nopyykbadjnee0.info
ybayypmeenS5b54.info
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Int. Cls.: 9 and 42
Prior U.S. Cls.: 26, 38 and 101

United States Patent and Trademark Office

Reg. No. 1,200,236

Registered Jul., 6, 1982

TRADEMARK
SERVICE MARK

Principal Register

MICROSOFT

" Microsoft {partnership)
Suite 819
10800 NE. Bth
Bellevue, Wash. 98004

+.+ % For: COMPUTER PROGRAMS, in CLASS 9
o (U.S. Cls. 26 and 38).
1 First use Nov. 12, 1975; in commerce Nov. 12,
r 1975,
For: COMPUTER PROGRAMMING SER-

VICES, in CLASS 42 (U.S. Cl. 101).

First wse Nov. 12, 1975; in commerce Nov.

1975. |
Ser. No. 236,080, filed Oct. 22, 1979.

B. H. VERTIZ, Primary Examiner

CHERYL LYNNE HENDERSON, Examiner



Int. Cls.: 9 and 42
Prior U.S, Cls.: 26, 38 and 101

' Microsoft (partnership)
Suire 319
: 10800 NE. 8th
) [} BEBME, Wash, 95004

- = For: COMPUTER PROGRAMS, in CLASS 9
.+ (US5. Cls. 26 and 38).

* 2 First use Nov. 12, 1975 in commerce Nov. 12,
* 1975,

For: COMPUTER PROGRAMMING SER-
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Reg. No. 1,200,236
Registered Jul. 6, 1982

TRADEMARK
1 : SERVICE MARK
: Principal Register

MICROSOFT

VICES, in CLASS 42 (U.S. Cl. 10%}.

First use Nov. 12, 197% in commerce Nov. 12,
1975,

Ser. Mo. 236,080, filed Oct. 22, 1979.

B. H. VERTIZ, Primary Examiner

~ CHERYL LYNNE HENDERSON, Ezaminer




Int. Cls.: 35 and 38

" Prior U.S. Cls.; 100, 101, 102 and 104
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_ , _ Reg. No. 2,165,601
United States Patent and Trademark Office  Registered June 16, 1998
SERVICE MARK
PRINCIPAL REGISTER
HOTMAIL
HOTMAIL. CORPORATION (CALIFORNIA OTHERS VIA ELECTRONIC MAIL, IN CLASS

CCRPORATION) 35 (U.8. CLS. 100, 101 AND i02).
1290 JAEMEAD PARKWAY, SULTE 248 FIRST USE 7-4-1996; N COMMERCE
SUNNYVALE, CA 94036 7-4-1996,

FOR: ADVERTISING AND MARKETING
SERVICES, NAMELY, PROMOTING THE
GOODS AND SERVICES OF OTHERS BY
PLACING ADVERTISEMENTS AND PROMO-
TIONAL DISPLAYS IN AN ELECTRONIC SITE
ACCESSED THROUGH COMPUTER NET-
WORKS AND BY DELIVERING ADVERTISE-
MENTS AND PROMOTIONAL MATERIALS TO

FOR: BLECTRONIC MAIL SERVICES, IN
CLASS 38 (LS. CLS. 100, 101 AND 104).

FIRST USE 7-4-199 IN COMMERCE
7-4-£996, .

SER. NO. 75-272,783, FILED 4-10-1997.
EDWARD NELSON, EXAMINING ATTORNEY



